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“We are pleased to inform you of our plans and desired outcomes. We are
sharing this presentation for our informational purposes only, the information
presented here is not intended to be definite or binding, and we will continue to
provide regular updates as our plans evolve.”
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Agenda

SAP's Security Transparency Approach

How SAP makes security evidence publicly available
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The SAP Trust Center

Your single starting point for security, compliance, and privacy
evidence
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My Trust Center

A visual walkthrough of SAP's customer portal.
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Security Artifacts Deep Dive

Certifications, audit reports, penetration testing, and data
processing agreements
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Shared Responsibility and Practical Assessment

How to map SAP controls to your risk framework




It's Monday Morning. You've Been Asked to Assess SAP.

Your CISO drops a vendor risk assessment on your desk. 400 questions. 30-day deadline. Your first

instinct is to email the full questionnaire to your SAP account team.

Before you hit send:

0 "I need to send SAP a custom questionnaire to get started."
e "I have no idea where SAP's certifications even are."

o "There's no standardized way to assess SAP cloud services."

Public



SAP's Security Transparency Approach

&

Standards-Based

SAP aligns to ISO 27001, SOC
2, C5 (BSI), CSA STAR, and
other recognized
frameworks.

Public

]

Proactive Disclosure

SAP publishes sub-processor
lists, data center locations,
and agreements proactively.

&

Continuous
Assurance

Regular audit cycles (annual
SOC 2, 1SO recertification)
and bridge letters.



The SAP Trust Center

Your single starting point for security
evidence




What is the SAP Trust Center?

Public-facing website

SAP Trust Center

w

J Unified and easy access to trust-related information
o Information on security, privacy, compliance, cloud service locations and
performance oAy Teydeey  Spsanmy
] Target group: customers, prospects, partners
o Engagement center: initiate requests, engage with SAP via chat and email,
and collect all assets and information you require

R
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Security Privacy Compliance Agreements Cloud Status

SAP Trust Center | Security, Privacy, Cloud Status & More

Public


https://www.sap.com/about/trust-center.html

Public

Where can | find the
SAP Trust Center?

WWww.Ssa p.com/trust-center

SAP Trust Center is also placed under “about” on
WWW.sap.com page

No Login required

TNV poducs  Industries  Tran
e

ExploresAP €

Leaming Community Partners

Company information
Careers

Ethics and compliance

Investor Relations

Register now

SAPTrustCenter = Overview Securty v Compliance v  Data Protection and Privacy  Agreements  CloudStatus  Data Center

SAP Trust Center

With SAP Trust Center, organizations can securely access cloud services, meet
compliance goals, and build customer confidence—enabling smooth
international operations and stronger business outcomes through trusted data
protection.

Explore SAP for Me

NEW NEW NEW

Frontier Al Frequently Asked The security risk of legacy ISO/IEC 42001 for Al
Questions on-premises systems management systems

Alis ing fl: L h 5 ) can expose SAP has achieved certification for ISO/IEC 42001, the

detection and remediation. SAP supports this with
controls for asset, dependency, and provenance
management as part of its supply chain security
strategy.

ead the FAQ

enterprise security risks and how cloud
modernization helps organizations achieve new levels
of resilience, agilty, and efficiency.

first global standard for Al management systems. This
reflects our implementation of a structured,
independently audited Al management system

s


http://www.sap.com/trust-center
http://www.sap.com/trust-center
http://www.sap.com/trust-center
http://www.sap.com/

SAP Trust Center Demo

Your single starting point for security evidence
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SAP My Trust Center
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What is My Trust Center?

SAP My Trust Center is an extended version of the public SAP Trust Center,
specifically designed for SAP customers and partners under NDA.

Available content

. My Trust Center news

. Policies, Frameworks, TOMs and support schedules

. Sub-processors / Data Transfer Factsheets / EU Data Act Online Register
. Tools & Information

. Financial Services "FS" Subcontractors

. Digital Resources & Enablements

= C [ 0 hipsi/supportsap.comen/my-supparttrust-center himlFisy_page=1 QB¢ @l -
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My Trust Center

My Trust Center

SAP Trust Center | Security, Privacy, Cloud Status & More



https://www.sap.com/about/trust-center.html

Where can | find the
My Trust Center?

My Trust Center

SAP My Trust Center is also placed on SAP Trust
Center | Security, Privacy, Cloud Status &
More page

Login required (S-User ID)

Public

& O @ O hips//www.sap.com/about/trust-center itml
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SAP Trust Center Overview Security »  Compliance v DataProtection and Privacy  Agreements  Cloud Status  Data Center Explore SAP for Me

View cloud service status > Locate a data center > Learn more about agreements >

ARE YOU A CUSTOMER?
Easily manage your SAP
solutions

SAP for Me offers customers a single, intuitive
dashboard to monitor their SAP solutions,
manage support cases, and gain real-time
insights. Customers can quickly resolve issues
and keep projects on track with personalized
access to all resources.

Login to SAP for Me

C @R O hitps//supportsap.com/en/my-support/trust-center htmi?isu_pages=1

ISAPA
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My Trust Center

¥ support My Support

P

ADDITIONAL CUSTOMER RESOURCES
Resources for SAP
Customers and Partners

My Trust Center offers SAP customer and
partner resources beyond the public Trust
Center. Subscribe for email alerts on updates
to content that matters mast to you.

Login ta My Trust Center

My Trust Center

Maintenance  Offerings & Programs

SAP SOVEREIGN CLOUD

Embrace the cloud
without compromise

SAP Sovereign Cloud is designed to help
organizations adopt cloud technologies while
maintaining full control over their data,

infrastructure, and compliance in line with
local laws and regulations

Learn more about sovereign cloud

My Trust Ce

If you're looking for the SAP Trust Center Services (SAP Passport, SSL Certificates,

My Trust

My Trust Cent

topics such as, but not limited to, major content changes in My

Trust Center relevant 1o SAP customers and partners.

v extends the public SA

ich offers you email notificati

r News provides updates ol

ith information, documents and evi

bout changes and updates for conte

an ad-hoc basis on Find and s

which is ¢

ence available only 1o SAP ¢

scribe to updates for SAP Security Policies,
Frameworks, Technical and Organizational Measures (TOMs).

and Support Schedules for Cloud Services.

f particula:

of the

mers and SAP partners. There is a subscription function

e 10 you

SAProuter), please proceed here

Find

5 of SAP's sub-processors which provide data processing

services on behalf of SAP 10 its customers. You can also find the



https://support.sap.com/en/my-support/trust-center.html?isu_page=1
https://www.sap.com/about/trust-center.html
https://www.sap.com/about/trust-center.html
https://www.sap.com/about/trust-center.html

Customer SAP My Trust Center

S-User account holders only

https://support.sap.com/en/my-support/trust-center.html

&

Policies, Framework Tools & Documentation
& TOMs

Public

Sub-processors

[ = =]

Digital resources
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SAP My Trust Center - Policies, Frameworks and TOMs

Policies, frameworks, TOMs and
support schedules

Find and subscribe to updates for SAP Security
Policies, Frameworks, Technical and
Organizational Measures (TOMs), and Support
Schedules for Cloud Services.

* Current TOMs - security measures
implemented to protect personal data
processed in SAP cloud solutions

* SAP Global Security Policy

w Support MySupport  Products Tools Maintenance  Offerings & Programs ~ ALM

v / My Support / My Trust Center

Policies, Frameworks, TOMs and Support

Schedules

Policies, frameworks, TOMs and support schedules

Below find SAP Security Policies, Frameworks, Technical and Organizational Measures (TOMs), as well as

Support Schedules for Cloud Services. The documents provided here are legally binding only if referenced

in the respective License, Support or Subscription Agreement (Order Form).

Show‘ 10 v‘ entries

Filter by: Title v Filterby: Area v Filter by: Type v

Title

SAP Al Third-Party Pass-Through
Terms

SAP GLOBAL SECURITY POLICY
- Chinese

SAP GLOBAL SECURITY POLICY
- English

Description

SAP Al Terms describe the parties’ obligations with respect to
artificial intelligence features and technologies.

The SAP Global Security Policy v3.0 - Chinese

The SAP Global Security Policy v3.0 - English

Area

SAP Cloud Services

All SAP

All SAP

Type

SAP Al Terms

Policy

Policy

Date

June 2025

June 2025

June 2025
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SAP My Trust Center - SAP Sub-Processors

Sub-processors, Data transfer
factsheets & EU Data Act Online
Register

Find lists of SAP's sub-processors that provide
data processing services on behalf of SAP to its

customers, plus Data Transfer Factsheets for
certain SAP products and services.

* Subscribe to the sub-processor list for
advanced change notifications

 SAP Note 2645947 — Sub-Processor

transparency and advanced notification

v [ My Support / My Trust Center

SAP Sub-processors Overview

SAP Sub-processors, data transfer factsheets & EU

Data Act Online Register

The following Sub-processor lists will be updated when required. These lists include an overview of SAP's sub-processors providing data processing relevant services on beha
sub-processor is any further SAP affiliate or third party involved by SAP (being the contractual party of the service agreement) that processes personal data (as defined in applic
on behalf of SAP and its customers or may have access to systems containing personal data. Depending on the concerned SAP product, service or technology an individual sub-

as download. Automatic notification by email on sub-processor changes for each list could be activated as described in SAP Note 2645947.

SAP also provides Data Transfer Factsheets for certain SAP products and services. The information contained in the Data Transfer Factsheets is designed to help SAP Custome
Impact Assessments as recommended by the European Data Protection Board for supplement transfer tools ensuring compliance with the European Union's ("EU") level of prote

The provided services can be comprised of several SAP material codes; not all material codes may be included in the Data Transfer Factsheet for the respective service.

Show" 10 v\‘ entries
Filter by Title v Filterby: Area v Filter by: Type v
SAPCloud X  ClearAll x

Title

[K8S] Unified Outbound Gateway

1. EU Data Act Online Regjster

Al Business Services. Document Grounding, Service Ticket Intelligence, Data Attribute
Recommendation, Personalized Recommendation, Document Classification, Business

Area

SAP Cloud

SAP Cloud

SAP Cloud

Type
Data Transfer Factsheet

EU Data Act Online Register

Data Transfer Factsheet

Date
April 2026

September 2025

October 2025


https://launchpad.support.sap.com/#/notes/2645947
https://launchpad.support.sap.com/#/notes/2645947
https://launchpad.support.sap.com/#/notes/2645947
https://launchpad.support.sap.com/#/notes/2645947
https://launchpad.support.sap.com/#/notes/2645947
https://launchpad.support.sap.com/#/notes/2645947
https://launchpad.support.sap.com/#/notes/2645947
https://launchpad.support.sap.com/#/notes/2645947

SAP My Trust Center - Tools & information

Tools & information

Find useful links and documents about Security
and Data Protection & Privacy for SAP Products,
Cloud Services, Professional Services and
Support.

* Reference guides, FAQs and enablement
material - updated regularly

* Note: information provided here is not
legally binding

Public

When to use SAP Trust
Center, My Trust Center and
SAP for Me

W Support MySupport Products Tools Maintenance  Offerings & Programs ~ ALM

v/ My Support / My Trust Center

Tools & Information

Tools & information

Show‘ 10 v‘ entries

Filter by: Title v Filterby: Area v Filterby: Type v

Description

Describes SAP's global physical security program, covering how

Global Physical Security SAP protects its people, facilities, and assets worldwide. Read
and People Protection

applied across SAP's global operations.

Explains what information the three SAP resources provide and
guides you on choosing the resource that best matches your
needs. In addition, information is provided about the access you

this to understand the physical security standards and measures

Explo

Find below useful links and documents about Security and Data Protection & Privacy for SAP Products, Cloud Services, Professional Services and Support. All information pre
binding.

Type Date
Reference Guide October 2026
Enablement September 2026






Certifications and audit reports E;TV

ISO 27001 ISMS, cloud security controls, Pll in cloud = Public via Trust Center Map to your control framework; confirm scope

27017 / 27018/ 1SO certifications covers your services and regions

42001

SOC1/sS0C2 Third-party audit reports on controls Under NDA via account Review control descriptions vs. your requirements;
design and operating effectiveness team/ SAP For Me map to NIST/CIS

CSA STAR Cloud Security Alliance assessment and Public - STAR Registry Cross-reference with your CAIQ questionnaire items
self-assessment Entries for SAP | CSA

Public


https://cloudsecurityalliance.org/star/registry/sap/
https://cloudsecurityalliance.org/star/registry/sap/

Shared Responsibility Model E‘.'V

Security Governance and Compliance Customer Customer Customer
Data Security Customer Customer Customer
Customer Customer Shared

Application Security

Customer

Platform Security

Public



Your three-step due diligence approach w

Identify scope

Which SAP services are in your footprint?

Gather artifacts

For each in-scope service, pull the ISO certificate, SOC report (request under NDA), DPA, sub-processor list,

cloud service description, and product security guide from the Trust Center and Help Portal.

Map to your framework

Whether NIST CSF 2.0, ISO 27001 Annex A, or a custom RFP questionnaire, map SAP's control statements to

your control IDs.

Public

Public
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Answering real security questionnaires

Mapping common questions to SAP evidence sources

Questionnaire item

Encryption at rest?

SSO via SAML 2.0/ OIDC?
Do you maintain audit logs?
Breach notification process?

Are you ISO 27001 certified?

Yes

Yes

Yes

Yes

Yes

Answer Evidence source

Trust Center > Security; SOC 2 report

Product Security Guide (Authentication section);Cloud Identity Services
documentation

Product Security Guide (Audit and Logging section); SOC 2 report

Data Protection Agreement (DPA)

Trust Center > Compliance > Certificates

SAA



Compliance Offering @ SAP

SAP Trust Center My Trust Center SAP for Me

=7 Bring out your best.




Any Questions?

You ask. We answer.



Want to Learn More? (S

Access Customer Resources !

at the SAP Trust Center here: = E ~X /
y & ‘

www.sap.com/trust-center

Thank you.

Bri t best
e e et e e s s ring out your best.
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