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Legal Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. This 
presentation is not subject to your license agreement or any other service or subscription agreement with SAP. SAP has no obligation to 
pursue any course of business outlined in this document or any related presentation, or to develop or release any functionality mentioned 
therein. This document, or any related presentation and SAP's strategy and possible future developments, products and/or platforms directions 
and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information on this 
document is not a commitment, promise or legal obligation to deliver any material, code or functionality. This document is provided without a 
warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular 
purpose, or noninfringement. This document is for informational purposes and may not be incorporated into a contract. SAP assumes no 
responsibility for errors or omissions in this document, and shall have no liability for damages of any kind including without limitation direct, 
special, indirect, or consequential damages that may result from the use of this document. This limitation shall not apply in cases of intent or 
gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from 
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, and 
they should not be relied upon in making purchasing decisions.

NOTE: The information contained in this presentation is for general guidance only and provided on the understanding that 
SAP is not herein engaged in rendering legal advice. As such, it should not be used as a substitute for legal consultation. 
SAP SE accepts no liability for any actions taken as response hereto.
It is the customer’s responsibility to adopt measures that the customer deems appropriate to achieve GDPR compliance.



GDPR requirements and impact
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What is the General Data Protection Regulation?

The General Data Protection Regulation (GDPR) (EU Regulation 2016/679), effective May 25, 
2018, gives individuals control and protection of their personal data. Data controllers, who 
determine the purpose and means of processing personal data, and processors, who process 
for controllers, are affected. 

Penalties up to 4% of annual global 
revenue or €20 million whichever is greater

Organizations that offer goods or services 
to, or monitor the behavior of, EU data 
subjects and those that process or hold 
the personal data of EU residents

Natural persons, whatever their nationality or 
place of residence in the EU, in relation to 
the processing of their personal data

Applies to:Who must comply?
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Who is involved?

Legal Operations Line of Business

CEO and board of directors

§ Data protection officer
§ Chief compliance officer
§ Chief risk officer
§ Head of legal
§ Chief audit executive

§ Chief information officer
§ Chief information security 

officer

§ HR
§ O2C
§ P2P
§ Business process owners
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How SAP helps customers address GDPR requirements

SAP’s integrated and industry-leading solutions are highly 
relevant for meeting end-to-end GDPR requirements.

Enterprise-grade solutions cover SAP and non-SAP systems 
and work with existing infrastructure investments.

G
ov
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na
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e SAP Access Control

Control or block user access to sensitive 
data and business processes. Support 
compliant user provisioning. 

Use assessments and surveys for 
ownership, status, and data protection 

impacts. Manage and monitor policies and 
controls.

SAP Process Control
Governance, risk, compliance, 

and security solutions

O
pe

ra
tio

ns

Retention, blocking, and deletion of sensitive 
data for ABAP-based SAP systems…

SAP Information Lifecycle 
Management

SAP Data Services software and
SAP Information Steward
Tagging, profiling, and accuracy of 
personal data across landscapes…

Database and data 
management solutions

Business systems
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Mindmap “Accelerate Compliance”



Assessing the gaps and planning a strategy



9CUSTOMER© 2017 SAP SE or an SAP affiliate company. All rights reserved.  ǀ
Customer

Where does GDPR Impact an SAP Landscape

How GDPR Data Propagates itself Across the Landscape 

Limited 
copy

Development

Full to 
Partial 
Copy

QA

Full Copy of 
all Data 

Pre 
Production

GDPR Data 
is Present

Production
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Where does GDPR Impact an SAP Landscape

HR Master Data

Payroll Data

Vendor / Supplier Master Data

Purchase to Pay Data

Order to Cash Data

Most Common Areas Affecting 
an ECC SAP System
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Where does GDPR Impact an SAP Landscape

How GDPR Data Propagates itself Across the Landscape 

HCM

ECCCRM
HCM creates an Employee in

CRM for Employee Self Service 
HCM creates a Vendor in ECC

for Travel and Expenses
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Identification of Data

We can Use Information Steward to Speed up Analysis

1. Information Steward Connects Multiple SAP and non SAP databases
2. Scripts Can be Written to Locate GDPR Data
3. Data can Be Reported

Z Tables and SAP Standard Tables which Have Been Enhanced need to be 
analysed

Results of Data Analysis needs to be documented



13CUSTOMER© 2017 SAP SE or an SAP affiliate company. All rights reserved.  ǀ
Customer

Identification of Data
What auditors would like to see

Step 1 Step 2 Step 3 Step 4 Step 5

Business Process
e.g. 

Hire to Retire

Order to Cash

SAP System A SAP System B SAP System C

Landscape Mapped
e.g. 

HCM Creates Employee

ECC Has Employee as Vendor

CRM Has Employee as a Service

Data Identified Data Identified Data IdentifiedGDPR Data Mapped



Managing GDPR data
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LOB Data Blocking

LOB 
Data 

Blocking
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Order Created
GDPR Data 
Generated
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Invoice Sent
Unstructured 
Copy
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Invoice  
Reported
Internal Audit

Ex
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Invoice Audited

EOP 1 EOP 2 EOP 3 EOP 4
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MASTER Data Blocking

MASTER 
Data 

Blocking
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Created

M
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Supplier Not in Use
Supplier 
Deactivated
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Supplier Data 
Required for review 
of invoices
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Invoice Audited

EOP 1 EOP 2 EOP 3
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Data Deletion Request HCM

DATA 
DELETION

Deletion 
Request

Right to Be Forgotten

Employee Leaves 
Company

Additional Local 
Country Rules

HCM 
Archiving 
Objects 
Used
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Data Deletion Request Vendor & Customer Master

DATA 
DELETION

Deletion 
Request

Right to Be Forgotten

Customer has 
been Dormant

Vendor has been 
Dormant

Vendor / 
Customer is 

Blocked



Preventing data breaches
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Preventing Data Breaches

1. Restrict Access to SE16.
2. Restrict Access to being able to Download 

data from an SAP Transaction.
3. Ensure the Security & Authorisation Model 

is fit for purpose and has clearly defined 
processes for both provisioning and 
provisioning access.
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SAP UI Logging

• Logging based on roundtrips (frontendàserveràfrontend)
• filtering options to control log file size
• efficient analysis: log data organized with unique <name> àvalue pairs 

• on demand: detailed analysis of log file via Log Analyzer
• real time: configurable alerts/notifications
• automated: integrated with ETD à usable as powerful data source

transaction: PA30 
“Maintain HR Data”

Infotype 8 
“Basic Pay”
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SAP UI Masking

Multiple uses:
• Minimal impact on ‘live data’ and ‘historical data’ 

systems

• Common core business areas such as HR, 
procurement, CRM, ERP, reporting

• UI Masking SAP only



Managing non-production landscapes 
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Traditional Approaches

Manual System Copy Runbook, Production data in non-prod lansdscapes, 
Manual Regression Testing

Data Copy / 
Slicing

Scrambling / 
Masking

Post-processingApproval & 
Pre-processing

Validation & 
Regression 

Testing
MDM

MDM
MDM

MDM

GDPR 
Compliant 
Production 

Systems

GDPR Non-
Compliant Non-

Production 
Systems

Production 
systems

Process Documentation & Regression testing

Non-production
systems

Error Prone Manual Operations and Coordination – Need Days / Weeks to Deliver SAP Test Environment
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Traditional Approaches

Manual System Copy Runbook, Scrambling, Manual Regression Testing

Data Copy / 
Slicing

Scrambling / 
Masking

Post-processingApproval & 
Pre-processing

Validation & 
Regression 

Testing
MDM

MDM
MDM

MDM

GDPR 
Compliant 
Production 

Systems

GDPR Non-
Compliant Non-

Production 
Systems

Production 
systems

Potential system(s) downtime

Non-production
systems

Error Prone Manual Operations and Coordination – Need Days / Weeks to Deliver SAP Test Environment



26CUSTOMER© 2017 SAP SE or an SAP affiliate company. All rights reserved.  ǀ
Customer

Process & Organization

Self Service 
Portal

Business UsersSAP Users DPOProject Users



SAP services to support you on your journey
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GDPR - Delivery with Excellence 
Professional Services at SAP DBS

Initial Standard Workshop 
Gives the overview of EU-GDPR requirements and SAP Products/Services which can help the
customer to get compliant. 

Explore the
requirements

Technical Check & Procedure model
Technical analysis of possible technical and functional configurations in SAP systems that are not yet 
implemented or applied to meet data protection requirements. 

Analyze & 
Prepare a plan

Information Life Cycle-, Security- & GRC-ServicesRun

Cockpit with SAP Process Control
Usage of SAP Process Control Product as a cockpit for analyzing and monitoring the operational 
effectiveness of GDPR controls.

Focus on 
success

GDPR Technical Readiness Check as a PE Service is planned for Q1-2018
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GDPR - Delivery with Excellence 
Professional Services at SAP DBS

Initial Standard Workshop 
Gives the overview of EU-GDPR requirements and SAP Products/Services which can help the
customer to get compliant. 

Explore the
requirements

Technical Check & Procedure model
Technical analysis of possible technical and functional configurations in SAP systems that are not yet 
implemented or applied to meet data protection requirements. 
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Prepare a plan

Information Life Cycle-, Security- & GRC-ServicesRun

Cockpit with SAP Process Control
Usage of SAP Process Control Product as a cockpit for analyzing and monitoring the operational 
effectiveness of GDPR controls.

Focus on 
success

GDPR Technical Readiness Check as a PE Service is planned for Q1-2018



Summary
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SAP can help you:

§ Accelerate the journey towards GDPR compliance  

§ Strengthen the foundation to govern your GDPR program and demonstrate 
accountability

§ Orchestrate GRC and data management workstreams to simplify governance 

Conclusions
Drive through GDPR challenges to become a better digital business

Achieve maximum advantage from your efforts

§ A better response to the GDPR to become a fitter, more agile digital business 
with automated governance of data and business processes

§ A more trusted engagement with your customers for improved business insight 
balanced with digital responsibility

§ An opportunity to reduce compliance cost and risk (not only for GDPR) through 
automation



Thank you.
Oscar Trompé
Innovation Services Lead
EMEA North
oscar.trompe@sap.com

Mark Johnson
ILM Expert
EMEA North
mark.johnson04@sap.com
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§ With SAP Information Lifecycle Managements (ILM) the functionality of Simplified blocking and deletion of 
business partners is available as follows*:

§ Scope: 
• End of purpose checks (EOP) available in more than 120 modules/applications
• Possibility of handling blocked data in transactions and reports
• Full ILM-enablement of archiving objects in respective modules/applications

Simplified blocking and deletion of business partners
Technical prerequisites

System/Application Release - prerequisite
ERP SAP ERP 6.0 EHP7 SPS12 
CRM SAP CRM 7.0, EHP3, SPS05
IS-U SAP ERP 6.0 EHP7 SP08  
HCM SAP ERP 6.0 EHP6 SPS16  



No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its distributors contain proprietary software components 
of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or warranty of any kind, and SAP or its affiliated 
companies shall not be liable for errors or omissions with respect to the materials. The only warranties for SAP or SAP affiliate company products and services are those that are 
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SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered trademarks of SAP SE (or an SAP affiliate company) 
in Germany and other countries. All other product and service names mentioned are the trademarks of their respective companies. 
See http://global.sap.com/corporate-en/legal/copyright/index.epx for additional trademark information and notices.
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Weitergabe und Vervielfältigung dieser Publikation oder von Teilen daraus sind, zu welchem Zweck und in welcher Form auch immer, ohne die ausdrückliche schriftliche 
Genehmigung durch SAP SE oder ein SAP-Konzernunternehmen nicht gestattet.

In dieser Publikation enthaltene Informationen können ohne vorherige Ankündigung geändert werden. Die von SAP SE oder deren Vertriebsfirmen angebotenen Softwareprodukte 
können Softwarekomponenten auch anderer Softwarehersteller enthalten. Produkte können länderspezifische Unterschiede aufweisen.

Die vorliegenden Unterlagen werden von der SAP SE oder einem SAP-Konzernunternehmen bereitgestellt und dienen ausschließlich zu Informationszwecken. 
Die SAP SE oder ihre Konzernunternehmen übernehmen keinerlei Haftung oder Gewährleistung für Fehler oder Unvollständigkeiten in dieser Publikation. 
Die SAP SE oder ein SAP-Konzernunternehmen steht lediglich für Produkte und Dienstleistungen nach der Maßgabe ein, die in der Vereinbarung über die jeweiligen Produkte und 
Dienstleistungen ausdrücklich geregelt ist. Keine der hierin enthaltenen Informationen ist als zusätzliche Garantie zu interpretieren. 

Insbesondere sind die SAP SE oder ihre Konzernunternehmen in keiner Weise verpflichtet, in dieser Publikation oder einer zugehörigen Präsentation dargestellte Geschäftsabläufe 
zu verfolgen oder hierin wiedergegebene Funktionen zu entwickeln oder zu veröffentlichen. Diese Publikation oder eine zugehörige Präsentation, die Strategie und etwaige künftige 
Entwicklungen, Produkte und/oder Plattformen der SAP SE oder ihrer Konzernunternehmen können von der SAP SE oder ihren Konzernunternehmen jederzeit und ohne Angabe 
von Gründen unangekündigt geändert werden. Die in dieser Publikation enthaltenen Informationen stellen keine Zusage, kein Versprechen und keine rechtliche Verpflichtung zur 
Lieferung von Material, Code oder Funktionen dar. Sämtliche vorausschauenden Aussagen unterliegen unterschiedlichen Risiken und Unsicherheiten, durch die tatsächlichen 
Ergebnisse von den Erwartungen abweichen können. Dem Leser wird empfohlen, diesen vorausschauenden Aussagen kein übertriebenes Vertrauen zu schenken und sich bei 
Kaufentscheidungen nicht auf sie zu stützen.

SAP und andere in diesem Dokument erwähnte Produkte und Dienstleistungen von SAP sowie die dazugehörigen Logos sind Marken oder eingetragene Marken der SAP SE 
(oder von einem SAP-Konzernunternehmen) in Deutschland und verschiedenen anderen Ländern weltweit. Alle anderen Namen von Produkten und Dienstleistungen sind Marken 
der jeweiligen Firmen. 
Zusätzliche Informationen zur Marke und Vermerke finden Sie auf der Seite http://www.sap.com/corporate-de/legal/copyright/index.epx

© 2017 SAP SE oder ein SAP-Konzernunternehmen. Alle Rechte vorbehalten.


