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Disclaimer

Die Informationen in dieser Prasentation sind vertraulich und urheberrechtlich geschiitzt und dirfen nicht ohne Genehmigung von SAP
offengelegt werden. Diese Prasentation unterliegt weder Ihrem Lizenzvertrag noch einer anderen Service- oder Subskriptionsvereinbarung mit
SAP. SAP ist in keiner Weise verpflichtet, in dieser Prasentation oder einem dazugehdrigen Dokument dargestellte Geschaftsablaufe zu
verfolgen oder hierin wiedergegebene Funktionen zu entwickeln oder zu verdéffentlichen.

Diese Prasentation oder jedes dazugehdrige Dokument Uber die Strategie von SAP und mogliche zukinftige Entwicklungen, Ausrichtungen
und Funktionen von Produkten und/oder Plattformen kann von SAP jederzeit aus beliebigen Griinden ohne vorherige Ankiindigung geandert
werden. Die Informationen in dieser Prasentation stellen keinerlei Zusage, Versprechen oder rechtliche Verpflichtung zur Auslieferung von
Materialien, Code oder Funktionen dar. Diese Prasentation wird ohne jegliche Gewahr, weder ausdrtcklich noch stillschweigend, bereitgestellt.
Dies gilt insbesondere, hinsichtlich der Gewéhrleistung der Marktgangigkeit und der Eignung fur einen bestimmten Zweck sowie flr die
Gewabhrleistung der Nichtverletzung geltenden Rechts. Diese Préasentation dient zu Informationszwecken und darf nicht in einen Vertrag
eingebunden werden. SAP Ubernimmt keine Verantwortung fiir Fehler oder Unvollstandigkeiten in dieser Prasentation, es sei denn, solche
Schaden wurden von SAP vorsatzlich oder grob fahrlassig verursacht. Samtliche vorausschauenden Aussagen unterliegen verschiedenen
Risiken und Unsicherheiten, durch die die tatsachlichen Ergebnisse von den Erwartungen abweichen kénnen.

Die vorausschauenden Aussagen geben die Sicht zu dem Zeitpunkt wieder, zu dem sie getatigt wurden. Dem Leser wird empfohlen, diesen
Aussagen kein Ubertriebenes Vertrauen zu schenken und sich bei Kaufentscheidungen nicht auf sie zu stitzen.

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 2



Agenda

API Business Hub

APl Management
Overview
Personas
Features and Functions
Components
Architecture

Additional Information

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC



)

APl Business Hub




SAP API Business Hub

Search, discover, experience and consume to right APIs from SAP and select partners for your
digital transformation projects

OOO®

Catalog API Sandbox Pre-packaged Easy Consumption
Central Place for APIs One click-test experience for accelerators Integration with Developer
from SAP and its developers via APl Sandbox Integration packages IDE and Code Generations

Partners to integrate APIs
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Overview




SAP Cloud Platform

API Management -
SAP Cloud Platform APl management provides simple, scalable and secure access to digital assets through application
programming interfaces (APIs) and enables developer communities to consume these.
Key capabilities
Unified standards-based APl access of REST/OData or SOAP  J === | [ » ¢ » D »
services e | |
Enterprise Grade Security for the APIs against attacks like DoS, e =
CSRF, XSS etc. and robust traffic management
Real-time insights & analytics on the APIs traffic, usage, error « (% I
reportlng and monltorlng 94.61%°  05.09% " 1351.12% * 91.53%' 50.24% 7 23.7% "
Developer services to enable developers to try, subscribe, use and
manage APl consumption
Platform for engaging with and enabling employees and developers — = I I
- internal and external - P 2 , l .
== |

Read more: SAP Cloud Platform APl management
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http://hcp.sap.com/capabilities/integration/api-management.html

SAP APl Management
Typical use cases

T

Partners Customers

Eooo)
e
H1000

1. Enterprise-wide governance and
security for REST APIs

2. Omni-channel experience for
customers and employees

3. Low-touch Open Integrations with
partners, suppliers and
marketplaces Backends

>

=111
e
1000
=== ]
e
EI]I:II:II:II]
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Highlights

Best of breed engine with streamlined admin and -
developer experience in SAP Cloud Platform | © cvsnicsasc

Increased productivity with OData
Agnostic REST/OData or SOAP services management

Enterprise Grade Security for the APIs against attacks like
DoS, CSRF, XSS etc. and robust traffic management

Secure connection to on-premise systems with Cloud
connector

Integration with SAP Cloud Platform services such as
SAP API Business Hub, mobile service, WebIDE, : | : 4
Leonardo loT etc. ' w

ek 4SEVDINFO_S&V (0025)
e 510040 C ARREPAR PURCHASE CROER 10300

Platform for engaging with, and enabling employees and - e
developers — internal and external — : e

Real-time insights & analytics on the APIs traffic, usage,
error reporting and monitoring

Read more: SAP Cloud Platform, APl management
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Personas and interactions

e

Apps ( Mobile, Web,
Devices...)

A 4

Application Developer
5

! Manage, Meter, Monetize

APl Admin, Owner

L_X—L: Design, Implement

API Developer
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SAP API
Management

APl Gateway

Developer Portal

Eb_‘ APl Portal

API Designer

SOAP/REST/OData APls,
Microservices,
Data Integration,

v

Cloud Service

Database

B

Backend



http://www.slideshare.net/sap/the-future-of-customer-experience-29818984

Full lifecycle APl Management with SAP

Apps and digital interactions i\
oy

powered by APIs

o

Mobile apps Marketplaces Partners Devices and Things
0 APIs as digital . :
App building blocks Marketplace for enterprise APIs = AP| Business Hub WebIDE
Developers App Search, discover, test and subscribe to the right APIs Developer Portal SMO'?"e
ervices
Developers
In, . |
E 0 API DeS|gner | App Services | API Portal
|
Design easy to 1 Integrgtlon :
use APIs I Service I API Gateway
API Product 1 i
API Manager I PerSIS.tence : Secure, govern, document and publish APIs
I Services I Analyze and gain insights
Team 1 Messaging I
1 Service I
N : On-premises : _
ﬁ : middleware : In?plemen_t hlghly_ scalable APIs ar_1d
microservices using platform services
Lo |
|
API Developer L Connector )
LIEn T
Backends On-premises | SaaS apps | PaaS 0= 00O

Data Devices and Things Processes
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Features and functions




API Portal: APl Designer

support

+ Processed with no error ~ Navigate to AP list

'2.0"
et FinServDemo API
FinServDemo APT
our AP | S fro m: N E & ey e
. 6 ‘trial.apiml.hanatrial.ondemand.com: 443" Version |

//v1/FinservDemoAPT

http
https
application/json

Od ata application/json

Paths

/branches -

Description

Server Stubs e

The API key provided by the Developer Portal This method returns all branches of the Bank located within the radius of the postal code.

finserv_demo

2 L H query
f f string Example of use:
N Od eJ S postalcode /branches?apikey=123&postalCode=65123&radius=25
6 i i The postal code around which to search for branches
7 HEE query Parameters
3 P f string
JAX— R S 2 - H Name :.nucated Description Required Schema
3 i f radius
3 i i The radius (in KM) in which to search for branches apikey query The AP| key provided by the Developer Portal Yes Zstring
. 3 H i query .
: : tri The postal code around which to search for .
i ST, postalCode query No = string
i i branches
(T a'l'l-)hranches radius query The radius (in KM) in which to search for branches No Zstring
. Responses
3 P This method returns all branches of the Bank located within the radius
. i of +ho oo ada Code Description Schema

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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API Portal: Proxies

@ Hide internal information and add specific behavior

SAP API
Management

Backend

API Implementation  alsBad{eX4Y

Host: myserver Host: mydomain.com
Port: 443 Port: 80
SIS ARsE e UAEl URL: /vl/myAPIs/

GET/PUT/POST/DEL GET/PUT

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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Mobile apps

I3
YOy

Marketplaces

®

Partners
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API Portal: configure the runtime of the API

% » a »

Verify API K. ResponseCach

»

»

@ Security

« a

) . ResponseCach..
Security Policies

A QAuthv2.0 SET

& XML Threat Protection

£+ Basic Authentication

3y Verify API Key

® JSON Threat Protection

A SAML Assertion Validation
A SAML Assertion Generation

A QAuthv2.0

Traffic s omnocer
Management

@I Regular Expression Protection

Traffic Management Policies

Invalidate Cache

-

Lookup Cache

o

Response Cache

Reset Quota

N

Spike Arrest
(# Concurrent Rate Limit

] Access Control

r

Populate Cache

Quota

)

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Mediation Policies

X5L Transform

s Access Entity

=g Key Value Map Operations
{3 JSON to XML

Raise Fault

=0 Extract Variables

" Assign Message

i XML to JSON
Extension Policies

J§ JavaScript
Statistics Collector

@ Python Script

i3 Message Validation
:= Message Logging

B Service Callout

«

«

01011
11010
10
01101

Coding

18



API Portal: re-use configurations through templates

/e; Package and reuse existing policy sets

Policy Templates API Proxy

(
. _Custom Template ]

|
1
Customer Tenant I\__-__!__-___/l i
i
| e —————————— i
i System Template | i
G0 ) B
API| Business Hub i ___________ |
|
1
1
I

-
c
>
0
=
o
>
D
o
3
2
5

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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API Portal: Security on all levels

API Portal
. o
I h reat rotectl O n Bl < API Artifacts for LackierroboterAP|
p Policy Editor Update  Policy Template  Cancel
R » Fiows @ « & |2 x| » Policies ®
~ A ProxyEndpoint + Security Policies
%)  PreFlow [ + a & OAuthvz.0 SET +
. 5% » @ » 22| » 8 » )
@  PostFlow 0 ® XML Threat Protection +
VerlfyARIKey
Beschleuni... 0 TifyAgIKey & Basic Authentication +
A ¥
8  Armposition 0 3¢ Verify API Key +
. . ~ R TargetEndpoint ‘ @ % JSON Threat Protection +
Authentication o P - B WA vion 4
C PostFlow ] A SAML Assertion Generation +
- . a ¥
and authorization 5 e o8 A v 8 o +
55 Beschleuni s w 2 « A OAuthv2.0 GET +
— Regular Expression Protection
ResponseCach... ® Reg P +
Traffic Management Policies
T Invalidate Cache +
XMLThreatProtection
T Lookup Cache +
Condition String @ T Response Cache +
T Reset Quota +
& created Policies @ 1~ kxMLThreatProtection async="false” continueOnError="false” enabled="true" xmlns="http://wwm.sap.com/apingnt">
&1 BasicAuth T o+ 2+ <Hamelimits> B Spike Arest +
ole-based access S -
(% FilterAcc 7 o+ 4 e>10</Attribute> #» Concurrent Rate Limit +
o = 5 <NamespacePrefix>10</NamespacePrefix>
@ FiltlerGyro o+ 6 tionTarget>1@</ProcessingInstructionTarget> El Acc sntrol +
= 7 </NamelLimits>
C O n t ro © ResponseCache 8 + 8 <Source>request</Source> T Populate Cache +
S 9= <StructureLimits>
10 <NodeDepth>5</NodeDepth> o Quota
= RmPathSufix + 11 <Attrib CountPerElement>2</AttributeCountPerElement> " +
Validat — 12 <NamespaceCountPerElement>3</NamespaceCountPerElement> "
B SAMLValidation w + 13 <childCount includeComment="true” includeElement-"true” includePracessingInstruction-"true” includeText-"true">3</ChildCount> Mediation Policies
& Vmrifis » 14 </StructureLimits> = e -
N VerifyAPIKey + 15+ cvalueLimits> (@3 XSL Transform +
N . 16 <Text>15¢/Text> e
@ XMLThreatProtectionfj 4 17 cAttribute>16</Attributes o) Access Entity +
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API Portal — Developer Portal: publish APIs

q Developer
& self-registration

Secure
Bundle
Publish

API Owner

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Documentation
and testing

©= |©F

@ API Subscription

Developer Portal

S

Self-register
Browse

Test
Subscribe

~ )

Developer

21



API Portal — Developer Portal: integrated API key

g Track developer and application APl usage through the API Key

o Developer

— Portal

L

Ol011

Application %%)O].-O

Developer 01101
‘ APl Key ‘ Application
Generation Deployment

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

v

i

API Product
Manager

T

API Product

Admin

Systems

Web
Apps

Mobile
Devices

Eﬂ API Portal
A

Aggregate and present
analytical data

|
: (o |
3rd party
: % backend
2 API Gateway G
= B o
|
|
|
: @ Cloud
|
|

API Key Verification
Application and Developer Identification

22



API Portal: Analytics

( > Technical Analysis

© 2019 SAP SE or an SAP affiliate company. All rights reserved.
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b

o

W @

Performance View

48.48%

API Response Time

51.72% 7

Target Response Time

API Traffic - Total number of Calls

APl Program Analysis

API Portal

Year r-,-lumhm Day

Hour  Custom

218.81% *

Total API Calls

60% ¥

Request Processing Latency

|||I|

@O0

4/27/2017, 351:15PM C

98.56% *

Total API Errors

23.64% 7

Target System Errors

B 4
150000
12725
100000 B
50000
466 7562
0 T 1
24 Apr 25 Apr 26 Apr
Calls by AP Proxy B 2 Frequently used APIs - Total number of Calls BR &
50000 ® TicketSystemAPI 50000
43780 PromotionSystem
40000 SchweissroboterAPI 40000
SchneidroboterAP!
30900 ® LackierroboterAPI
30000 30000
20000 19337 20000
10000 10000
464 3569
2 613
o ; : . 0 : : : ; £ .
24 Apr 25 Apr 26 Apr i i i Lacki
Frequently used Products - Total number of Calls E 2 Frequently used Applications - Total number of Calls B &
Analyze Data

Custom Dashboards

23



APl Management: Monetize

B Create flexible rate plans z loa Provide billing to APl users

= API Portal

& £ Create Rate Plan

Save Cancel
Y Create Rate Plan

K]

=2 Plan Overview

*Name: |RatePlar|

Description:

*Frequency:  Monthly

*Currency: | EUR v

Rate Plan Type

Plan Type: Tier v

*Basic Charge: | 250

Tiers Ty
API Calls From API Calls To *Rate per API Cal
0 1000 0.10
1001 5000 0.05
5001 unlimited 0.02

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC



Additional features

Custom Templates
Re-use enterprise-wide API patterns:

Pre-defined Policy Templates

Typical operations such as data filtering, CORS, SQL Threat
Protection, URL Masking, error handling, quota, ... are available out-
of-the-box from SAP:

Interpretation of OData metadata
OData metadata interpreted in SAP APl Management (Resources,
Documentation, ...):

SAP APl Management APIs
Access artifacts and analytical information of SAP APl Management
through APIs:

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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A platform approach: integration into SCP

SAP Gateway Hub support —
Through the ,Discovery” feature: automatic creation of APIs including P
documentation and resources for SAP backend integration: —

OpenAPI (fka. Swagger) support
All SAP APls are available in the API Business Hub as OpenAPI a% OPEN API

artifacts and API proxies can be created from OpenAPI definition files: uy INITIATIVE
CloudFoundry support

Automatic binding of Cloud Foundry applications to APl management,

generation of stubs from the API Designer to be deployed directly in CLOUD F@}U NDRY
CF:

WeDbIDE support
Discovery and usage of APIs from the Developer Portal in WebIDE:

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC



Demo

APl Management




Components

SVE Fecelved a 0Py of the Ghy Gener Public License
" Wis progras. IT nat, seg http: /gy,
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3
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983 for this 1ila,
] :
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R.' 1l

ﬁlﬂ)
R

M
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APl Management: Personas and Components

2 Explores and subscribes to APIs

Builds Applications O

v

Application
Developers

K Groups APIs into Products
Analyses usage

API Product
Manager

Subscribe

D Defines abstraction of APIs

Defines API behavior
[ipall

API Product i o
Admin Defines connectivity to Target system -

API Proxy API Proxy API Proxy

API Providers

D

Designs, Implements and Deploys APIE SAP Cloud Platform SAP Backend /

Microservices API Third Party API Gateway API APl Designer

»

API
Developer

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 29



SAP APl Management Platform —

SAP APl Management Portal is the main entry-
point for the API Builder / APl Owner. From here
the APl Owner can:

Create and manage API Providers

Create and manage API Proxies

Create and manage Products

Analyze the usage of APIs

Create and manage rate plans

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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SAP APl Management Platform — — APl Provider

Logical representation of a backend

£
9
n
>
)

Not mandatory

Simplifies management (eg. transport)

Simplifies discovery

"¢ Wiew API Provider

XSEngine

Created By: D066245

[ ]
D - Changed On : 8/24/2017, 12:48:07 PM

CONNECTION AUTHENTICATION CATALOG SERVICE SETTINGS

Description HANA XS Engine

*Host® dev01afd9015b4.hana.ondemand.com
*Port 443

Use SSL

On-Premise @

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Edit Delete
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SAP APl Management Platform — — API Proxies

Facade of an existing REST APl or SOAP e , 53
. ) o
service 17
>
) =
. o
API Proxy allows for:
Hiding internal implementation information —— ® o
H H %4 Home
VerSIOnIng © Discover API PROVIDERS (10)  CERTIFICATES (0)  APIS(27)  PRODUCTS (12)  APPLICATIONS (11)  POLICY TEMPLZ >
- M M / Develo . y
Security, Traffic Management, Transformation e al e
Name Status Type Last Updated Description Calls For This Month [#ction
. |£ Analyze
Documentation xS owoss oo SRR = =
Usage analytics G oummoas o et WL .
o TicketSystemAPI Deployed ~ REST ;/;/2017, O2T87 i ketSystemAP 2 i
TeChnlca.I analytICS o& PromotionSystemAPI Deployed  REST 1/3/2017,9:27:57 ;r;:iz;!epiis;:):“”' s @
system of the
o8 PolicyTemplateExample  pepioyed REST Zfié/jgz’v' o e

e Diese API stellt alle
o&§ LackierroboterAP| Deployed REST SCA GBI Sensoredaten vom 0 T

il Lackierroboter bereit.

Diese API stellt alle

&g SchneidroboterAP| Deployed REST pe Pl Sensoredaten vom 0 v

3:19:44 PM
Schneidroboter bereit.
Diese APl stellt alle
oL SchweissroboterAPI Nenlaver pEST 2222007 Qancnaradatan wam n re
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SAP APl Management Platform — — API Proxies - Policies

Pre-defined, configurable behavior

API
Proxy

System

Used in the Policy Editor, and positioned on
the request or response

API
Proxy

= . = API Portal
Preconfigured for: N
(Ol < API Artifacts for GatewayServiceQuota
. (&) Policy Editor Edit Policy Template ~ Cancel
Secu rlty 4 > Flows © « » Policies @
. El v & ProxyEndpoint )
Traffic Management < [ 7 X»—go»

. f OAuthv2.0 SE
erify AP ni i}
@ PostFlow 0 verifyAPIKey enforceQuota

Message transformation R & 0P

£ Basic Authentication

%)  PreFlow 0 E
- 3 Verify API Key
(C] PostFlow 0 L
aC I n g # JSON Threat Protection

H created Policies @

»
&«

A SAML Assertion Validation

»
«

O enforceQuota
B SAML Assertion Generation
% verifyAPIKey

Coding can be added through Java Script

Policy Flow Routing properties and Scripts A OAuthv2.0 GET

® Regular Expression Protection
§ Scripts @ Flows:

A Flow defines a processing pipeline that can control and channel how the API Traffic Management Policies
behaves and the information it carries.The message processing pipeline consists
of a request flow and a response flow.

ProxyEndpoint and TargetEndpoint define a pipeline to process request and
response messages.Each request or response flow is subdivided into:
PreFlow:This flow is always executed as the first step in the segment where it is

Annliad

¥ Invalidate Cache
£} Lookup Cache
[x]

Response Cache

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 33



SAP APl Management Platform —

Bundle of policies that can be re-used
Can be created and managed individually

Can be re-used from the SAP API
Business Hub

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

— Policy Templates

-
-
-
-
-
-
-
-
-
-
-
-

System
API
Proxy Proxy
» 4
l’
'l'
gl|e

Template Details

Name FilterResponse

Description  This policy template lets you filter specific fields out
of an XML or JSON response

Available Palicies

XSLFilter

JSONFilter

34



SAP APl Management Platform — — Product

Logical bundle of APIs

System

Can be configured with Quota like:
Premium Product with limited use
Standard Product with 1000 API Calls/Month

€ View Product

Devel bscribe to API Products in th
evelopers subscribe to roducts in the > .
Developer Portal :
= Title RoboterAPls-Premium Calls
~ State Published 0
8/01/2017 - 8/28/2017
OVERVIEW AFIS (3) APPLICATIONS (2) RATE PLANS (1)
Name State
LackierroboterAPI Deployed
SchneidroboterAPI Deployed
SchweissroboterAP| Deployed
35
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SAP APl Management Platform — AP Portal — Rate Plan

Defines charging of APl usage
= Basic: Basic charge + X€ per API Call
= Tiered: Basic charge + X€ per Y API Calls

|s attached to one ore more API products

API Admin and Developers can see their bills

<

Description:
Frequency:
Currency:
Plan Type:

Basic Charge:

API Calls From API Calls To Rate per AP| Call

0 1000 0.10
1001 5000 0.05

5001 unlimited 0.02

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 36



API Portal: Monetize

D Subscribes to the Rate Plan and Product
Sees billing information O
Application
Developers

Creates Rate Plans for Monetization

o4
v

Views APl Usage Analytics
API Product
Manager |
|
| roduct API Product
N 1
|
F - |
- B Analytics [
AP Product Views Performance/Error Analytics yt | API Proxy API Proxy API Proxy
Admin I
|
1 API Providers
|

SAP Cloud Platform SAP Backend /

Third Party API

API Designer

Microservices API Gateway API

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 37



SAP APl Management Platform — Developer Portal

main entry-point for the application developer

Developers self-register and can:

Discover available products and the API Proxies
which are included,

Test APIs online,

Subscribe to an API product by creating an
Application (a representation of the ,real”
application which he will develop),

Manage his API keys.

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Developer Portal

SIMPLE, SCALABLE AND SECURE DIGITAL ACCESS

SAP API Management enables provisioning, governance, security
and scalability of enterprise information for digital access

LEARN MORE

NEW (2)

ALL (2)

SAPES4APIs TicketAgencyAPls

afd9015b4 afd9015b4
Version: 1 Version: 1
N
Published: 10 days ago Published: 17 days ago

38



SAP APl Management Platform —

Applications represent an API
consumer

Applications can be Apps, Web
applications, ...: it is not relevant.

Upon subscription, an API key is created

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

— Application

System

Developer Portal

(App lication

o

Products(1)

:::::::

TicketAgencyAPls

TicketAgencyApp
Version: 1 Created By: D066245 | Changed On: 8/11/2017, 10:50:34 AM
3
Call
Detail
Application Key:  [IGwimur37G0Txc2sG9gSTNPVEKh8rzT Application Secret: S

Application

Calls

0

8/01/2017 - 8/28/2017

® O

39



SAP APl Management Platform — — App Key

Each Application is tied to a Developer
through an API Key: the API key identifies the
Application, and is used primarily for analytics

System
Application

Developer Portal @ "")‘

It is a best-practice to use API keys

API keys are managed by the Application
Developers

i 7G0Txc2sGOgSTNPVEKh8rzT  Application Secret:  jLgGFXACRIMS10im 8/01/2017 - 8/28/2017

API Key is not a security feature!

Rate Plan Description

Edit Regenerate Key Delete

40
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Architecture




SAP APl Management — High-Level Architecture

s

Mobile apps Marketplaces Partners

a ¥ ® o u ©

Traffic

Securi
vy Management

Mediation Caching Analytics Monetize

API API WebService

SOA
Services

Adapter

Backend Backend

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

App Developers

Q
A

Developer
Engagement

APl MANAGEMENT
“APl CONSUMPTION”

SOA
“APl| EXPOSURE”

(EG. SAP PO — SAP CP INTEGRATION)
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High-Level Architecture in an SAP Ecosystem

SAP CP

On-
Premises

Partner Systems / Web Applications / Apps g

REST APIs

O ul S S

2
Y 1l 3
Monetize

Traffic Mediation Caching Analytics Developer
Management Engagement

o

Security

HTTP/RFC

Custom Custom

Adapter

Backend — no
WS/API

Backend — no Third-party

WS/API with WS/API
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Fiori apps with SAP APl Management and Gateway — Web IDE Integrations

INTERNET

Firewall ON-PREMISE

SAP° Cloud Platform

A

Application
Developer

> @ Discover APIs /\
SAP Web IDE @

SAP S/4AHANA®

or Business Suite

-

End user

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

»
>

SAP
Gateway
F|0r| Apps
i API Management Cloud Connector

....................

gl

Corporate Identity Provider
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SAP Cloud Platform APl Management
Product road map overview — Key innovations

Recent innovations

API lifecycle management

Lifecycle updates of auto-discovered OData
APls

Local chaining of API proxies to improve
reuse and process chaining

Discovery of OData services in nondefault
SAP clients

Test connection for API providers
Announcement center for APl Portal changes

API development

Discover and manage 3rd-party APIs through
Open Connectors

Customizable Developer Portal

Manage key value maps in API portal —
Environment level and API Proxy level

Onboarded API Management scenario as
part of Cloud Platform Recipes

Multi-cloud and resilience

SAP Cloud Platform APl Management in
AWS U.S. regions

Runtime upgrade of API Gateway in EU and
US to newer Infrastructure stack

Planned Q2/20191

API lifecycle management API lifecycle management

= New Analytics experience with refreshed = Alerting capabilities into the Analytics
dashboards and Improved Performance. experience based on Business thresholds
= Support for IWT-based policies for = Ul editor enhancements in API Portal for

transparent token handling
= Enhanced search and navigation in

advanced operations e.g. manage multiple
target end points, Wizard based build

Developer Portal experience
» Fine granular Access Control for API Portal
APl development operations

= Capability to publish unmanaged APlIs into
a global developer portal API development

= Automated Account onboarding experience » Enable smart discovery and consumption
= Integration with CPI for API provider of APIs from SAP systems within customer

discovery landscape

= Support for SDK generation in Developer = Open API Spec 3.0 support for API Design
porta| semantics

= CLIs/SDK for CI/CD support in API portal * Support for richer SDKs in API Designer

» Integration with SAP Graph — an API layer

Multi-cloud and resilience harmonized via an aligned Domain Model

= SAP Cloud Platform API Management in
AWS Singapore regions

= SAP Cloud Platform APl Management
‘Preview’ Plans in all CP/AWS Regions

= SLA and availability information from
Cloud Availability Center

Multi-cloud and resilience

» Lifecycle management of API assets
across AWS and SAP Neo based API
Management instances

1. This is the current state of planning and may be changed by SAP at any time without notice.

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

API lifecycle management

Transport management for moving API
assets across Accounts

Support for API versioning

Revenue Cloud Integration for API
Monetization use cases

API development

Integration with SAP S/4AHANA SDKs for
developer tooling experience

Multi-cloud and resilience

Azure-based Enterprise API gateway
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Additional information




Integration? Integration Solution Advisor - Methodology

Integration Domains

'
} User-Centric 1
1 Applications :
]

Integration Styles and Patterns

Reference Use Case Patterns
Process User-Centric Thing
Invocation Consumption Integration

AZA
Integration

ul
Integration

Thing to
Analytics

Thing 2 Technology Mapping

Thing to
Data Lake

B2B
Integration

Mobile
Integration

Business Network
Integration

Desktop
Integration

Integration
Styles
i e ¥ Process User-Centric Thing Enabling
Invocation Consumption Integration Services
Customer-Specific Thing Pt 9
Use Case s
Use Case / / | \ / ‘ \ \
API Workflow Business Rules Patterns \ | I Y

Management

Management Management

P1 P2 .. DI P2 .. U1 U2 .. T™ T2 .. E1 E2 ..

Enabling Services | \ | | \ / {
| \ /

!

Integration \4"

™ T2 T3 T4 T5 T6

Technologies

https://blogs.sap.com/2016/03/04/int203-integration-solution-advisor-methodology-isa-m-sap-teched-lecture-of-the-week/
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ClO Guide
for Integrating SAP Applications in Cloud & Hybrid Environments

Outlines SAP’s long-term inteqgration strateqy

Focus on scenarios in the cloud and in hybrid
environments

Technology Recommendations
— Process Integration
— Data Integration

SAP Vision for Integrating SAP* Applications
in Cloud and Hybrid Environments: CIO Guide

Outlook & future strategy including application
design and integration technology

Published at SAPPHIRE (May 2017)
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https://www.sap.com/documents/2017/05/eebd96bd-b97c-0010-82c7-eda71af511fa.html

Contact information

Marco Ertel
marco.ertel@sap.com
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