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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service 

or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related 

document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and 

functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this 

presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality.  This presentation is provided 

without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a 

particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP 

assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross 

negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from 

expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, 

and they should not be relied upon in making purchasing decisions.

Disclaimer
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Search, discover, experience and consume to right APIs from SAP and select partners for your 

digital transformation projects

SAP API Business Hub
Build Apps and Integrations easily with APIs

Central Place for APIs 

from SAP and its 

Partners

Catalog

One click-test experience for 

developers via API Sandbox

API Sandbox

Integration packages 

to integrate APIs

Pre-packaged 

accelerators

Easy Consumption

Integration with Developer 

IDE and Code Generations



Demo
API Business Hub



Overview
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SAP Cloud Platform API management provides simple, scalable and secure access to digital assets through application 

programming interfaces (APIs) and enables developer communities to consume these. 

SAP Cloud Platform
API Management

Key capabilities

▪ Unified standards-based API access of REST/OData or SOAP 

services

▪ Enterprise Grade Security for the APIs against attacks like DoS, 

CSRF, XSS etc. and robust traffic management

▪ Real-time insights & analytics on the APIs traffic, usage, error 

reporting and monitoring

▪ Developer services to enable developers to try, subscribe, use and 

manage API consumption

Benefits

▪ Platform for engaging with and enabling employees and developers 

- internal and external

Read more: SAP Cloud Platform API management

http://hcp.sap.com/capabilities/integration/api-management.html
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SAP API Management
Typical use cases

1. Enterprise-wide governance and

security for REST APIs

2. Omni-channel experience for

customers and employees

3. Low-touch Open Integrations with 

partners, suppliers and 

marketplaces

Partners Customers

Backends

API Management
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▪ Best of breed engine with streamlined admin and 
developer experience in SAP Cloud Platform

▪ Increased productivity with OData 

▪ Agnostic REST/OData or SOAP services management

▪ Enterprise Grade Security for the APIs against attacks like 
DoS, CSRF, XSS etc. and robust traffic management

▪ Secure connection to on-premise systems with Cloud 
connector

▪ Integration with SAP Cloud Platform services such as 
SAP API Business Hub, mobile service, WebIDE, 
Leonardo IoT, CPI etc.

▪ Platform for engaging with, and enabling employees and 
developers – internal and external

▪ Real-time insights & analytics on the APIs traffic, usage, 
error reporting and monitoring

Highlights

Read more: SAP Cloud Platform, API management

http://hcp.sap.com/capabilities/integration/api-management.html


Personas and interactions
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Personas and interactions

Cloud Service

Database

Backend

Design, Implement

Manage, Meter, Monetize

Engage

Apps ( Mobile, Web, 

Devices…)

Consume

SOAP/REST/OData APIs, 

Microservices, 

Data Integration, 

SAP API 

Management

API Designer

API Portal

API Gateway

Developer Portal

Application Developer

API Admin, Owner

API Developer

http://www.slideshare.net/sap/the-future-of-customer-experience-29818984
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Content 

Publishers

Design Implement Manage
Analyze and 

Monetize
Engage

API Designer

Design easy to

use APIs

API Portal

Secure, govern, document and publish APIs

Analyze and gain insights

App Services

Integration 

Service

Persistence

Services

Messaging

Service

Implement highly scalable APIs and 

microservices using platform services

Developer PortalSearch, discover, test and subscribe to the right APIs

API Business HubMarketplace for enterprise APIs

Apps and digital interactions 

powered by APIs

On-premises | SaaS apps | PaaS

APIs as digital 

building blocks

API Gateway

On-premises 

middleware

Mobile 

Services

WebIDE

Cloud 

Connector

Full lifecycle API Management with SAP

Mobile apps Marketplaces Partners Devices and Things

Devices and ThingsData Processes

API 

Team

App

Developers

Backends

App 

Developers

API Product 

Manager

API Developer



Features and functions
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OpenAPI support

Import your APIs from:

- RAML

- Odata

Generate Server Stubs

- NodeJS

- JAX-RS

- Spring

Generate API in API Management

API Portal: API Designer

Design-first approach
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API Portal: Proxies

API Implementation

Host: myserver

Port: 443

URL: /myTechnicalAPI

GET/PUT/POST/DEL

API Proxy

Host: mydomain.com

Port: 80

URL: /v1/myAPIs/

GET/PUT

SAP API 

Management
Backend

Mobile apps

Marketplaces

Partners

Hide internal information and add specific behavior
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API Portal: configure the runtime of the API

Traffic

Management

API mediation

Coding

Security
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API Portal: re-use configurations through templates

Package and reuse existing policy sets

Policy Templates

Custom Template

System Template

Functional Template
Policy 1 Policy 2 Policy 3

Template

API Proxy

Policy 1 Policy 2 Policy 3

Policy 1 Policy 2 Policy 3

Policy 1 Policy 2 Policy 3 Policy 4

API Business Hub

Customer Tenant

Copy
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API Portal: Security on all levels

Threat protection

Authentication 

and authorization

Role-based access 

control
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Developer 

self-registration API Subscription

API Portal – Developer Portal: publish APIs

Documentation

and testing

Secure

Bundle

Publish

Self-register

Browse

Test

Subscribe

Developer Portal

API Owner Developer
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Track developer and application API usage through the API Key

API Portal – Developer Portal: integrated API key

API Key Verification

Application and Developer Identification
3

Application

Deployment
2

API Key 

Generation
1

Application

Developer

3rd party

backend

Web 

Apps

Mobile 

Devices

Systems

SAP

Cloud

Developer 

Portal

API Portal

API Gateway

4
Aggregate and present

analytical data

API Product 

Admin

API Product 

Manager
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API Portal: Analytics

Technical Analysis API Program Analysis Custom Dashboards
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API Management: Monetize

Create flexible rate plans Provide billing to API users
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1. Custom Templates

Re-use enterprise-wide API patterns: centralize governance.

2. Pre-defined Policy Templates

Typical operations such as data filtering, CORS, SQL Threat

Protection, URL Masking, error handling, quota, … are available out-

of-the-box from SAP: speed-up configuration.

3. Interpretation of OData metadata

OData metadata interpreted in SAP API Management (Resources, 

Documentation, …): speed-up documentation and reduce errors.

4. SAP API Management APIs

Access artifacts and analytical information of SAP API Management 

through APIs: automate operations and integration into

monitoring tools.

Additional features
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1. SAP Gateway Hub support
Through the „Discovery“ feature: automatic creation of APIs including
documentation and resources for SAP backend integration: reduce
implementation time and errors.

2. OpenAPI (fka. Swagger) support
All SAP APIs are available in the API Business Hub as OpenAPI
artifacts and API proxies can be created from OpenAPI definition files:
re-use your assets to speed up your API project.

3. CloudFoundry support
Automatic binding of Cloud Foundry applications to API management, 
generation of stubs from the API Designer to be deployed directly in 
CF: centrally manage your APIs from any platform

4. WebIDE support
Discovery and usage of APIs from the Developer Portal in WebIDE: 
simplify your Developer‘s work.

A platform approach: integration into SCP



Demo
API Management



Components



29PUBLIC© 2019 SAP SE or an SAP affiliate company. All rights reserved.  ǀ

API Management: Personas and Components

SAP Cloud Platform 

Microservices API
Third Party API

SAP Backend / 

Gateway API

Designs, Implements and Deploys APIs

API Proxy

Defines abstraction of APIs

Defines API behavior
API Proxy API Proxy

API Product

Groups APIs into Products

Analyses usage
API Product

Application

API Product 

Admin

Explores and subscribes to APIs

Builds Applications

API Providers 
Defines connectivity to Target system

Subscribe

Bundle

API 

Developer

Application 

Developers

API Product 

Manager

Developer Portal

API Portal

API Designer
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SAP API Management Portal is the main entry-

point for the API Builder / API Owner. From here

the API Owner can:

▪ Create and manage API Providers

▪ Create and manage API Proxies

▪ Create and manage Products 

▪ Analyze the usage of APIs

▪ Create and manage rate plans

SAP API Management Platform – API Portal
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▪ Logical representation of a backend

▪ Not mandatory

▪ Simplifies management (eg. transport)

▪ Simplifies discovery

SAP API Management Platform – API Portal – API Provider

S
y
s
te

m
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Facade of an existing REST API or SOAP 

service

API Proxy allows for:

▪ Hiding internal implementation information

▪ Versioning

▪ Security, Traffic Management, Transformation

▪ Documentation

▪ Usage analytics

▪ Technical analytics

SAP API Management Platform – API Portal – API Proxies

S
y
s
te

m A
P

I 

P
ro

x
y

A
P

I 

P
ro

x
y
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Pre-defined, configurable behavior

Used in the Policy Editor, and positioned on 

the request or response

Preconfigured for:

▪ Security

▪ Traffic Management

▪ Message transformation

▪ Caching

Coding can be added through Java Script

SAP API Management Platform – API Portal – API Proxies - Policies
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Policy

Policy

Policy

Policy
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▪ Bundle of policies that can be re-used

▪ Can be created and managed individually

▪ Can be re-used from the SAP API 

Business Hub

SAP API Management Platform – API Portal – Policy Templates
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Policy
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API Product

Logical bundle of APIs

Can be configured with Quota like:

▪ Premium Product with unlimited use

▪ Standard Product with 1000 API Calls/Month

Developers subscribe to API Products in the 

Developer Portal

SAP API Management Platform – API Portal – Product
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Policy

Policy

Policy

Policy
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API Product
API Product

Defines charging of API usage

▪ Basic: Basic charge + X€ per API Call

▪ Tiered: Basic charge + X€ per Y API Calls

Is attached to one ore more API products

API Admin and Developers can see their bills

SAP API Management Platform – API Portal – Rate Plan
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Policy

Policy

Policy

Policy

Rate Plan

Rate Plan
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API Portal: Monetize

SAP Cloud Platform 

Microservices API Third Party API
SAP Backend / 

Gateway API

API Proxy API Proxy API Proxy

API Product

Creates Rate Plans for Monetization

API Product

Application

Subscribes to the Rate Plan and Product

Sees billing information

Rate Plans

Application

API 

Analytics

Views API Usage Analytics

Views Performance/Error Analytics

API Providers 

API Product 

Admin

Application 

Developers

API Product 

Manager

Developer Portal

API Portal

API Designer
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main entry-point for the application developer

Developers self-register and can:

▪ Discover available products and the API Proxies

which are included, 

▪ Test APIs online,

▪ Subscribe to an API product by creating an 

Application (a representation of the „real“ 

application which he will develop),

▪ Manage his API keys.

SAP API Management Platform – Developer Portal
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▪ Applications represent an API 

consumer

▪ Applications can be Apps, Web 

applications, …: it is not relevant.

▪ Upon subscription, an API key is created

SAP API Management Platform – Developer Portal – Application

API Product
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▪ Each Application is tied to a Developer 

through an API Key: the API key identifies the 

Application, and is used primarily for analytics

▪ It is a best-practice to use API keys

▪ API keys are managed by the Application 

Developers

▪ API Key is not a security feature!

SAP API Management Platform – Developer Portal – App Key

API Product
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SAP API Management – High-Level Architecture

SOA 

Services

Backend Backend

API

API 

Gateway

Backend Backend

Adapter

API API

SOA 

“API EXPOSURE”

(EG. SAP PO – SAP CP INTEGRATION)

API MANAGEMENT

“API CONSUMPTION”

WebService

Developer 

Portal

Mobile apps Marketplaces Partners App Developers

Security Mediation
Traffic 

Management
AnalyticsCaching Monetize

Developer 

Engagement
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High-Level Architecture in an SAP Ecosystem

SAP CP

On-

Premises

Partner Systems / Web Applications / Apps

REST APIs

Hana DB

APIs

HTTP/RFC

Backend – no

WS/API

Backend – no

WS/API

SOA

WS/APIs

Adapter

Custom Custom

Third-party 

with WS/API

WS/API

SAP SAP

SAP Gateway Hub

APIs

IWBEP IWBEP

API Management

Odata

Provisioning

SAP

IWBEP

SAP Cloud Connector

Security MediationTraffic 

Management

AnalyticsCaching Developer 

Engagement
Monetize
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Fiori apps with SAP API Management and Gateway – Web IDE Integrations

INTERNET ON-PREMISE

End user
Cloud Connector

or Business Suite

API Management

SAP 

Gateway

Firewall

Fiori Apps

Corporate Identity Provider

SAP Web IDE

Discover APIs

Secure tunnel

Build

Application 

Developer
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1. This is the current state of planning and may be changed by SAP at any time without notice.

SAP Cloud Platform API Management
Product road map overview – Key innovations

Recent innovations Planned Q3/20191 Planned Q4/20191 Planned Q1/20201

API lifecycle management

▪ New Analytics experience with API 
Management in CF Regions

▪ Support for native policies that perform 
JWT tokens handling (verify, generate, 
parse)

▪ Enhanced Search and navigation in 
Developer Portal

▪ Managing Custom Attribute on Products 
and Applications

API development

▪ Support for Code snippets and SDK 

generation in Developer portal (Q3)

▪ CLIs/SDK for CI/CD support in API portal

▪ Policy enhancements  - XMLToJSON
Policy supports treatasarray, Message 
Logging policy supports SSLInfo

Multi-cloud and resilience

▪ SAP Cloud Platform API Management in 

AWS Singapore regions

API lifecycle management

▪ Alerting capabilities into the Analytics 

experience based on Business 

thresholds 

▪ UI editor enhancements in API Portal for 

advanced operations e.g. manage 

multiple target end points, Wizard based 

build experience 

▪ Fine granular Access Control for API 

Portal operations 

API development

▪ Support for Code snippets and SDK 
generation in Developer portal 

Multi-cloud and resilience

▪ Azure-based Enterprise API gateway

▪ Design time availability natively in Cloud 

Foundry regions

API lifecycle management

▪ Transport management for moving API 

assets across Accounts

▪ Support for API versioning 

▪ Revenue Cloud Integration for API 

Monetization use cases

API development

▪ Support for Shared Flows as a means to 

develop reusable Policies

▪ Integration with SAP S/4HANA SDKs for 

developer tooling experience

▪ Support for rendering OdataV4 based 

Services

Multi-cloud and resilience

▪ Support for OnDemand migration from Neo to 
AWS based API Management running Cloud 
Foundry regions 

API lifecycle management

▪ New Analytics to support Custom Dimensions, 

Detailed call info, Geo Maps, multiple time 

zones & Export of Reports,

▪ Self service support for Account onboarding and 

virtual host settings (in AWS regions)

▪ Capability to publish unmanaged APIs into the 

Developer Portal

▪ Single Developer Portal to support publish from 

multiple API Portals

▪ Fiori 3.0 layout across the entire Design Time 

user experience

API development

▪ Integration with CPI for API provider discovery

▪ Enable  smart  discovery and consumption of 

APIs from SAP systems within customer 

landscape

▪ Open API Spec 3.0 support for API Design 

semantics 

▪ Support for notion of a Company in Developer 

Portal to onboard developers

Multi-cloud and resilience

▪ SLA and availability information from Cloud 

Available Center



Additional information
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Integration Styles and Patterns

Integration Domains

Technology Mapping

https://blogs.sap.com/2016/03/04/int203-integration-solution-advisor-methodology-isa-m-sap-teched-lecture-of-the-week/

Integration? Integration Solution Advisor - Methodology

https://blogs.sap.com/2016/03/04/int203-integration-solution-advisor-methodology-isa-m-sap-teched-lecture-of-the-week/
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CIO Guide 
SAP’s Vision for Integrating SAP Applications in Cloud & Hybrid Environments 

▪ Outlines SAP’s long-term integration strategy

▪ Focus on scenarios in the cloud and in hybrid 

environments

▪ Technology Recommendations 

− Process Integration 

− Data Integration

▪ Outlook & future strategy including application 

design and integration technology

Published at SAPPHIRE (May 2017)

https://www.sap.com/documents/2017/05/eebd96bd-b97c-0010-82c7-eda71af511fa.html


Contact information

Marco Ertel

marco.ertel@sap.com

Thank you
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