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Comprehensive set of guidelines

for Cloud Integration

* Guidelines to design enterprise-grade integration flows

. Covering different areas such as applying highest security
standards, handling errors, scripting, etc.

* Application specific guidelines (SuccessFactors, API
Management)

* Reference integration flows @ Business Accelerator Hub or
d1i:1r:ectly in Cloud Integration to be deployed with minimum
effort

e See guidelines in documentation

* Guidelines to implement specific integration patterns

* Most common enterprise integration patterns such as content-
based routing, aggregator, splitter, etc.

* Exactly-once scenarios
e See blog series

* Enterprise integration pattern community

* 60+ enterprise integration patterns implemented with Cloud
Integration

e Qverview blog

t Huge and active community
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Guidelines for Using Prepackaged Integration
Content




SAP Business Accelerat

The public catalog of SAP’s integration
reference content of SAP as well as
partners’ content

Business processes
APls

Events

Integration packages

Customers can discover, try out, and
consume integration content to increase
speed of implementation of integration and
extensions

What is SAP Business Accelerator Hub? | SAP Help Portal

SAP API Business Hub

Accelerate your integrations, extensions, and innovations

Choose a Product to Explore

SI4HANA'Cloud I SI4HANA Customer Experience Cloud Platform
Success| Factors Arib. Concur Fieldglass
Partner Content
C Y
MVERTEX /}‘VC] l(:] ra cerum \keytree
A O, »
Y/ DP; Q- %° GforIT



https://api.sap.com/
https://help.sap.com/docs/business-accelerator-hub/sap-business-accelerator-hub/what-is-sap-business-accelerator-hub

Popular integrations for Intelligent Enterprise
business scenarios

SAP S/4HANA integrations with SAP and third-party applications

Fully maintained and updated by SAP

3,200+ 350+

Prebuilt integrations Business event

SAP Customer Experience M t hopif

P agento  Shopify SAP Customer Experience Jira ServiceNow
Amazon Services HubSpot Zoho  Marketo T

to Cals_ﬁad Ists(;JeResqution Salesforce Service Cloud Freshdesk ServiceMax
Salesforce Sales Cloud Zendesk NetSuite / \
SAP Ariba GEP Coupa QuickBooks  FreshBooks Vertex
Source Payment

Mercateo to Pay S/4SH'§PNA® Integration Tipalti  Microsoft Dynamics Sage

SAP SuccessFactors SAP Concur SAP Fieldglass _ DocuSign  Adobe Sign
Recruit Document
to

Kronos Automatic Data Processing (ADP) Workday Compliance, UN/EDIFACT
. . _ Retire B2B
Alight Oracle Human Capital Management LinkedIn UNECE ASCX12

Plan to Production

Pre-built integrations on SAP Business Accelerator Hub Snowflake Teknoleum Paradata Request further integrations via SAP Customer Influence
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Value = 5x acceleration, 10x savings

Public catalog Content categories Content providers
to discover, try out, and consume 3.200+ Prebuilt integrations » SAP LoB solutions, industries
prebuilt integrations and 3.700+ APIs » Partners: 460+ integration flows
connectors easily to increase 350+ Business event = Community: 60+ integration flows
speed of implementation of 250+ Connectors to SAP & non-SAP

integration and extensions

* For partners participating in the “partner engagement for digital content” program, read also the blog


https://blogs.sap.com/2017/11/07/partner-engagement-with-sap-api-business-hub/

To adapt the content to custom business requirements, you
can edit and modify the related integration flows contained in
the standard integration package.

However, further updates to the standard integration content in
the SAP Business Accelerator Hub can't be applied to the
modified content in your design workspace.

To avoid overwriting changes, keep the modifications required
for the business process separate from the prepackaged
integration content by using Customer Exits and
ProcessDirect adapter: Keep Modifications Separate from
Prepackaged Integration Content | SAP Help Portal

Developed by SAP/Partner
(Content Publisher)

Standard
Mapping

Pre-Exit Integration Flow Post-Exit Integration Flow Developed by Customer

Pre-Exit Post-Exit
Mapping Mapping

Standard Integration Flow

Integration Process

route (if no customer
ion enabled)



https://help.sap.com/docs/cloud-integration/sap-cloud-integration/keep-modifications-separate-from-prepackaged-integration-content?locale=en-US
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/keep-modifications-separate-from-prepackaged-integration-content?locale=en-US

Subscribe Only a Single Tenant to SAP Business
Accelerator Hub

To control the impact of integration content updates, subscribe only a single tenant (typically the one used for testing)
to SAP Business Accelerator Hub. That way, the other tenants in the system landscape are updated with the latest
version of the content only after it has been tested in the tenant that is connected to SAP Business Accelerator Hub.

Subscribe Only a Single Tenant to SAP Business Accelerator Hub | SAP Help Portal

SAP API Business Hub

Copy prepackaged

Development Tenant t1 Test Tenant 12 Productive Tenant t3

Application System (Dev) Application System (Test) ?F?rF::I:icfct;%nn)syStem


https://help.sap.com/docs/cloud-integration/sap-cloud-integration/subscribe-only-single-tenant-to-sap-api-business-hub?locale=en-US

Managing Available Resources and Design
Guidelines




Available Resources of Cloud Integration
Dev;[ﬁglawapri;et\;rade integration flows mandates the diligent

management of the resources available on the customer tenant. SAP Cloud Integration Tenant

Resources of the tenant available by default:

Management Node - CPU:1
* RAM: 2 GB
* HTTP threads: 200 HTTP Threads: 200 HTTP Threads: 200
Runtime/Worker Node « CPU:2 DB connections: 8
* RAM: 4 GB

e HTTP threads: 200
» Database connections: 8

Database + Capacity: 32 GB
» Additional feature-inherent limits

Message Broker + Capacity: 9.3 GB

* Number of queues: 30 ;
apacity: 32 GB Capacity: 9.3 GB

dditional feature-inherent Number of queues: 30

Run an Integration Flow Under Well-Defined Boundary Conditions |
SAP Help Portal



https://help.sap.com/docs/cloud-integration/sap-cloud-integration/run-integration-flow-under-well-defined-boundary-conditions?locale=en-US
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/run-integration-flow-under-well-defined-boundary-conditions?locale=en-US

Available Resources of Cloud Integration

Systl@crr;la En):tj Integration tenants that are deployed in the Cloud Foundry environment:

Resource
Integration content

JMS queues

Message processing log persistence
Data store message persistence

Disk space

System Scope in the Cloud Foundry Environment | SAP Help Portal

Scope

500 MB
Refer to the blog on Content Size Limits learn how to reduce your integration
content size.

9 GB, 150 transactions (default configuration with 30 queues)

Can be scaled up to 30 GB, 500 transactions (with 100 queues)

See the blog on Cloud Integration — JMS Resource and Size Limits for further
guidance on how to set the queue size to restrict the limit and on how to delete
unused queues.

35 GB
See: Cloud Integration — Setting the Log Level for Message Processing

35GB
See: Optimize Performance

4GB

Refer to SAP Note 2648415 to learn how to optimize the integration flow
development to prevent the integration flow from running into the “No More
Space left on Disk” error.



https://help.sap.com/docs/cloud-integration/sap-cloud-integration/what-is-sap-cloud-integration?locale=en-US#system-scope-in-the-cloud-foundry-environment
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Inspect Resource Usage

* Empower customers to control
resource utilization by their integration
flows

* Common use cases
* Resource overview at a glance,
e Troubleshooting bottlenecks

* |dentify trends in integration
flows

= SAP Integration Suite

* Current scope

Home

&
* Database (database connection ¢ oiscover
/

storage, transactions) Design

e More to follow ol Monitor

(#) Inspect

* Availablein
* SAP Integration Suite

% Settings

e SAP Cloud Integration in
the Cloud Foundry environmeni

t Blog Post | Help Documentation | Roadmap Items

Inspect resource

usage

Data reveals

Identify top consumers

Guidance to issue
resolution

Adjust integration flows

resource footprint

Inspect Resource Consumption

Database

Connections
Usage

N

19.3%

Data Store Transactions
Usage Max Duration
L}
Anemets 795
. 0, ~N
Failed Attempts 0 1.7% AA/ 587 MB lO Min
Count of 35000 MB
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External Logging and Archiving of Message Processing
Logs

Endpoints Status Details Artifact Details Log Configuration

External Logging and Archiving is available in the Cloud Foundry Log Configuration
Environment as a feature, meaning no custom development is
required, only configuration / activation. Loglevet: (it |
Archive Data m Cancel
. . e | Sender Channel Messages X | Receiver Channel Messages x || Persisted Messages X || Log Attachments x | v
The EXternal Logglng fea‘ture prOVIdeS the ablllty to pUSh message |v| Sender Channel Messages Message received from Sender and responses returned to Sen[E
proceSS|ng |Ogs Of CIOUd |ntegrat|0n to eXternal CUStomer'ownEd Receiver Channel Messages Messages sent to Receiver and responses returned by Receiver
perS|Stence SO|UtIOnS SUCh as Spl un k \v| Persisted Messages Messages as stored via Persist flow step
. . [v] men achments of Message Processing Logs
- External Logging Cloud Foundry Environment | SAP Help Portal . LoeAtedmen® Fnements of Messner Procesne o8

- SAP Integration Suite — External logging to Splunk | SAP Blogs MOHOE W AR Frocessne

View deployed Artifact
Navigate to Artifact Editor

The Archiving feature enables storing of the message processing
logs in a CMIS-compliant archiving system such as BTP_Document Log Configuration
Management service beyond default period of 30 days:

- Archiving Data, Cloud Foundry Environment | SAP Help Portal
- SAP Cloud Integration data archiving to BTP SDM | SAP Blogs

Log Level: | Info v | External Log Level: | Info ~



https://help.sap.com/docs/cloud-integration/sap-cloud-integration/external-logging?locale=en-US
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Guidelines for Achieving Optimal Performance of
Integration Flows

e Optimize Performance e Specify Proper Session Handling
* Manage Large Batch Sizes e Define Proper Transaction Handling
e Limit Size of Incoming Messages * Optimize Memory Footprint
* Anticipate Message Throughput When Choosing a Storage e Optimize Integration Flow Design for Streaming
Option * Reduce the Memory Consumption for Splitter Scenarios

e Control the Number of Simultaneously Opened Database
Connections

Processing Step CPU RAM
Mapping components including message mapping, operation mapping, and XSLT mapping X X
Security components, including decryptor, encryptor, signer, and verifier X
Components with XPath operations like content modifier, splitter, and filter - X

Validating components including XML validator and adapters like SOAP adapter performing a validation of the message syntax = X

Transforming components like content converter, encoder, decoder, filter and message digest X


https://help.sap.com/docs/cloud-integration/sap-cloud-integration/specify-proper-session-handling?locale=en-US&version=Cloud
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https://help.sap.com/docs/cloud-integration/sap-cloud-integration/control-number-of-simultaneously-opened-database-connections?locale=en-US&version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/control-number-of-simultaneously-opened-database-connections?locale=en-US&version=Cloud

Specifty Proper Session Handling

Many integration scenarios use one or several HTTP based
outbound calls from Cloud Integration. For some scenarios re-using
sessions across several calls can be useful to improve
performance or to connect to a server keeping a state (stateful
service).

Adapters Applicable for Session Handling:

SOAP Receiver Adapter with-  SuccessFactors Sender
both protocols, SOAP1.x and  Adapter with protocol SOAP

SAPRM - ODC Receiver Adapter
IDOC Receiver Adapter - OData Receiver Adapter

HTTP Receiver Adapter - AS2 Receiver Adapter (with
SuccessFactors Receiver 10-December 2017 Release)

Adapter with protocols . Xl Adapter
OData V2 and SOAP

Specify Proper Session Handling | SAP Help Portal

Cloud Integration — How to configure Session Handling in Integration Flow

Integration Flow

General Runtime Configuration Error Configuration References Externalized Parameters

Runtime Profile: * | Cloud Integration

Namespace Mapping: |

Allowed Header(s): \

HTTP Session Reuse: MNone

‘ None |

On Integration Flow

On Exchange ‘

None: no sessions re-use.

On Exchange: session is re-used for one message
exchange.

On Integration Flow: session is re-used across several
calls of the integration flow.


https://help.sap.com/docs/cloud-integration/sap-cloud-integration/specify-proper-session-handling?locale=en-US
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Define Proper Transaction Handling

Many integration scenarios in Cloud Integration use transacted
resources, like data stores or message queues, that have to be
executed in a single end-to-end transaction to ensure data

consistency.

JMS Transacted Resources

e JMS Sender and Receiver
Adapter

* AS2 Sender Adapter

* Xl Sender and Receiver Adapter
using EO with JMS as temporary
storage

JDBC Transacted Resources

Data Store Operations (Write,
Delete)

Write Variables (Local and
Global)

XI Sender and Receiver Adapter
using EO with Data Store as
temporary storage

Aggregator

Integration Process

General Processing

TRANSACTION MAMAGEMENT

Transaction Handling:

Mot Required

Not Required

Required for JDBC

Required for JMS




Define Proper Transaction Handling - Scenarios

Scenario

Control database connections: subprocess with two write
operations

Splitter with Multiple Receivers (JMS Adapter Type)

JMS Send Step in Local Integration Process

Master Data Update with XI Send Steps

Master Data Update with JMS Send Steps

Define Proper Transaction Handling | SAP Help Portal

Cloud Integration — How to configure Transaction Handling in

Integration Flow

Transaction required in
main process

No

Yes
Yes

No

No

Transaction required in
subprocess

Yes

n/a

Yes

Yes

Yes

Transaction type

Required for JDBC

Required for JMS
Required for JMS

Required for JDBC

Required for JMS

Transaction Handling Characteristics and Restrictions | SAP Help Portal

Transaction Handling Guidelines | SAP Help Portal



https://help.sap.com/docs/cloud-integration/sap-cloud-integration/define-proper-transaction-handling?locale=en-US
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https://help.sap.com/docs/cloud-integration/sap-cloud-integration/master-data-update-with-xi-send-steps?locale=en-US&version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/master-data-update-with-jms-send-steps?locale=en-US&version=Cloud

Error Handling Guidelines

Even We”_des|gned |ntegrat|on roWS Sporad|ca”y break based on — =r Integration Process - Extend with Exception Subprocess ending with an message end event
load, resource usage, and other factors. To prepare for such R~ P -®
. . R . . . - HTTPS \J simulate an... product details e
situations, extend the integration flow with the appropriate error
hand I i ng . i Exception Subprocess
b . { o
Basic Exception Handling Rules: i
- Handle Exceptions | SAP Help Portal r*
- Handle Errors in Successful Responses | SAP Help Portal
- Outsource Exception Handling into a Separate Integration Flow |
SAP Help Portal -
(O i |+ 0T | -—‘E'Zr.,z*sa“s:}a_- =@ samma -
? J End

ata N
® ®

N
Error Start =

|
ProcepsDirect

[=}
Sooooodsboooooo

bl

[3 WebShop C3ErrorHan...
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Best Practices for Keeping Readability and
Maintainability in Mind

Troubleshooting an integration flow requires that you understand its integration logic. Make use of Local Integration

Processes and ProcessDirect adapter to encapsulate related integration logic in separate integration flows or
processes and improve readability.

Define and enforce the usage of Naming Conventions.

Consider basic layout principles when modelling an integration flow. The flow direction must be from left to right and top
to bottom. Message flow must be in straight horizontal or vertical lines. Make use of Auto layout to beautify Integration
Flow in the Cloud Integration capability of SAP Integration Suite.

Use the Externalize feature to declare a parameter as a variable and reuse it across multiple components in the same
integration flow. More info: Externalize Parameters of an Integration Flow | SAP Help Portal.



https://help.sap.com/docs/cloud-integration/sap-cloud-integration/define-local-integration-process?locale=en-US&version=Cloud
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https://help.sap.com/docs/cloud-integration/sap-cloud-integration/apply-balanced-encapsulation-of-integration-logics?locale=en-US&version=Cloud#:~:text=Local%20Integration%20Process-,ProcessDirect%20Adapter,-On%20this%20page
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/naming-conventions?locale=en-US&version=Cloud
https://blogs.sap.com/2023/05/09/auto-layout-to-beautify-integration-flow-in-sap-cloud-integration/
https://blogs.sap.com/2023/05/09/auto-layout-to-beautify-integration-flow-in-sap-cloud-integration/
https://help.sap.com/docs/CLOUD_INTEGRATION/368c481cd6954bdfa5d0435479fd4eaf/45b2a0772db94bd9b0e57bc82d8d3797.html?locale=en-US

Security




Security

Cloud Integration capability of SAP Integration Suite

SAP Integration Suite

X0 Third-party cloud
Tenant B —————»
or on-premise

{c communication

T

— |
e
Data Storaf
Data Storage

o

N
1000

Secure Provisioning and Infrastructure
Multi-tenancy
Data isolation
Audit logs
Tracing
Roles based access
Data privacy and protection
Data storage and backup
Malware scanning of uploaded resources

Secure Certified Data Centers

= Compliance standards: ISO 22301, 1SO 27001, r—
SOC 1, SOC 2, C5, CSA STAR, TISAX — L

= Hundreds of surveillance cameras with digital recording ——

= Fully monitored doors —

= Tens of thousands of environmental sensors -

= Security and facility support team onsite 24x7 _E

= Biometric access to secured areas —

= Multiple redundant internet connections from I
multiple carriers —

= Redundant data storage in two data center locations
- How Secure is the SAP Data Center?

Secure Communication
Transport level: HTTPS, SFTP, FTPS, TLS, SMTP, POP3, IMAP
Payload level: Encryption, decryption, signing, signature verification:
PGP, WS security, XML digital signature, PKCS#7
Authentication:

OAuth 2.0, X.509 certificates, PGP keys, SAML,
JWT, known host file, basic authentication

Secure storage of key stores in data base
Encrypted data persistency



http://www.sapdatacenter.com/article/data_center_security/

Strong focus on security
Cloud Integration ensures cloud security at multiple levels

* Tenant isolation to separate = Data storage security

data _ = Audit logging and tracing (stored for a
* Data flow security on defined retention time)

transport level
* HTTP over TLS

e HTTP authentication using an
X.509 client certificate

e SSH File Transfer Protocol
(SFTP)
e SMTP, POP3, and IMAP

* Authentications such as JWT,
SAML, X509, Basic
* Data flow security on message
level against unauthorized
access

* Digital encryption and
signatures

Physical data storage

User management and authorization
— Role based authorization concept

Access management
— Client certificate authentication

— Single sign-on

Malware scanning of uploaded resources



Guidelines for Security and Access Management
Aspects

- Integration developer has to make sure that the integration flows are designed in a way that ensures that the highest
security standards are applied. Refer to Concepts of Secure Communication and Apply the Highest Security Standards
guidelines.

- Define roles and permissions for each Persona and for each environment. You can make use of the predefined
authorization groups or tailor the permissions to your own requirements by applying roles that are defined for individual
tasks: Tasks and Permissions.

- Itis not not recommend to use basic authentication for inbound or outbound communication over HTTPS in productive
scenarios. Instead, make use of client certificate or OAuth authentication. More info: HTTPS-Based Communication.

- Make use of Auditing and Logging Information if you suspect a security violation.

- Use APl Management to apply additional security policies (URL masking, IP access control, validation/threat protection
policies, etc.) and expose Cloud Integration endpoints to API Business Hub Enterprise where they can be securily
consumed by internal/external developers. More info: Streamline Exposing and Managing Connections to Your Cloud
Integration Flows with APl Management.

- Define Access Policies when you need to restrict the access to integration artifacts and their associated data to specific
user group. More info: Cloud Integration — Access Policies: Defining Roles on Artifact Level.



https://help.sap.com/docs/cloud-integration/sap-cloud-integration/concepts-of-secure-communication?locale=en-US&version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/apply-highest-security-standards?locale=en-US&version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/persona?locale=en-US&version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/persona?locale=en-US&version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/tasks-and-permissions-neo?locale=en-US&version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/https-based-communication?locale=en-US&version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/auditing-and-logging-information?locale=en-US&version=Cloud
https://blogs.sap.com/2023/07/24/streamline-exposing-and-managing-connections-to-your-cloud-integration-flows-with-api-management/
https://blogs.sap.com/2023/07/24/streamline-exposing-and-managing-connections-to-your-cloud-integration-flows-with-api-management/
https://blogs.sap.com/2020/06/12/cloud-integration-access-policies-defining-roles-on-artifact-level/

Persisting and securing messages

Message level security: encryption

Encryption

= Cloud Integration encrypts messages with the
public key/certificate of the receiver (stored
in the Cloud Integration keystore)

= Standalone encryption/decryption
— PKCS#7
— PGP
= Adapter-based encryption/decryption
— S/MIME: Mail adapter
— WebService Security: SOAP, AS4

-

Decryption )

* Cloud Integration decrypts messages with the own
private/secret key (stored in the Cloud Integration
keystore)

= In case of a key change inside Cloud Integration, all
communication partners using encryption must be
updated with the new public key

= } -

= =
PKCSTEncryptor PGFEncryptor

A ; &

= =

PKCS7Decryptor PGPDecryptor



Persisting and securing messages

Message level security: <ioning
-9

Signature  §

= Senders sign messages in order to prove that a
message was sent by them

= Signing on Cloud Integration is done with the
private/secret key (stored in the Cloud Integration
keystore)

= Each tenant is provisioned with a key pair;
more key pairs can be generated

= Standalone signature
— PKCS#7
— XML signature
— Simple signature
= Adapter-based signature
— S/MIME: Mail adapter
— WS-Security: SOAP, AS4

Verification

= Receiver verifies signatures to check if payload can be
trusted

= Signatures are verified by Cloud Integration with the
public key/certificate of the signer (stored in the Cloud
Integration keystore)

¥ ¥ ¥
PKCST Signer ZML Signer Simple Signer
& =
PRCST ZAML Signature
Signature Verifier
Verifier



Monitoring




Monitoring Dashboard

Monitoring Tab

Access different monitors available
Monitors for Integration Content and Message Monitoring
Six main tile groupings

Monitoring Tile Groupings

Monitor Message Processing
— Details of all message processings

Manage Integration Content

— Displays statuses of different integration artifacts deployed on tenant
Manage Security

— Manages security objects (certificates, user credentials etc)

Manage Stores
— Monitors to handle temporary data (Data Stores and JMS Queues)

Access Logs
— Access to different logs created (Audit Logs and System Log Files)

Manage Locks
— Locks are written by some components

@ Ex: In-Progress repository to avoid same message being processed multiple times in parallel
— Ensure efficient and consistent message processing in runtime

SAP Cloud Integration — Monitor | SAP Help Portal

Guidelines and Best Practices for Message Monitoring | SAP Help Portal

Monitor Message Processing

All Integration Flows

Manage Integration Content

All

506

Manage Security

Security Material

212

Manage Stores

Data Stores

Manage Locks

Message Locks

N

All Integration Flows

470

4

ariables

Systemn Log Files

All Integration Flows

All

Certificate-to-User
Mappings

Number Ranges

1

All Integration Flows
Past Hour

OData Service

15

JDBC Data Sources

Connectivity Tests


https://help.sap.com/docs/cloud-integration/sap-cloud-integration/monitoring
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/guidelines-and-best-practices-for-message-monitoring

Centralized monitoring and alerting using SAP Cloud
ALM

Central end-to-end business and
IT monitoring for hybrid SAP-

centric landscapes that brings the
technical flow closer to the
business context m SAP Fieldglass

Integration & exception
monitoring with correlation of | " Clowd m
/
N\ / e

messages to provide end-to-end
visibility \
Tracking of messages based on
business context attributes

SAP Cloud Platform ' SAP Cloud ALM
Integration for operations

™3 ljl Integration & Exception ;

A}

T — —
|__Run | Monitor

Automated alerting for proactive 14 Gloud
mOnltOrlng q ' / On premise
Context-sensitive jump-ins to % @ @

local monitoring tools such as %? /ﬂ\sfﬁ:m %2& SN

Cloud Integration monitoring

Technical health monitoring of
cloud services



Current indicators for Cloud Integration tenants

Health Monitoring

Indicators
Availability of the tenant

Utilizations of JMS resources as
#queues, capacity consumers,
producers, transactions

For each JMS queues: activation
status, #messages in queue,
status of queue

Label queue name

Expired certificates & key pairs
Labels alias, type
CALM is pulling data regularly,

every 5 min and persist for 30
days

&

fa

Monitoring

SAP Health Monitoring

Home / Monitoring /

I Type: SAP Integration Suite (Cloud Integration)

@a Last Refresh : Jul 5, 2022, 12:56:50 PM @& {6}

CPISuite-Europe-02 (SAP Integration Suite (Cloud Integration))

Metrics Overview ~
Certificates
Certificate Validity

Ok
Error

JMS Resources

Number of JMS
Queues

P s

30

JMS Queue Active

JMS Queue Mess:

JMS Queue Status

ages

All Metrics

22

11

JMS Queue Capacity (D)

0

9000 Mb
JMS Queue Transac tions
Availabl

Started

JMS Resources: OK

o

JMS Queue Active @ JMS Queue Status @ JMS Queue Messages (1) JMS Queue Consumers
Availabls
Ok 3 Ok 3
Success Queue_00_1243 AS2 AS2 SampleFlow_AS2_5cc9901a_d7e8_39db 8fbl 1
80d8al262bé

JMS Queue Active Started
JMS Queue Active Started

JMS Queue Status JMS Resources: OK
JMS Queue Status JMS Resources: OK

JMS Queus Messages 0
JMS Queus Messages 0

o x B



Start today with SAP Cloud ALM for integration
scenarios

My Support Products Tools Maintenance Offerings & Programs Application Lifecycle Management

SAP Support Portal Home Application Lifecycle Management SAP Cloud ALM / SAP Cloud ALM for Operations

Y EX p e rt PO rta I SA P C | O u d A L M SAP Cloud ALM for Operations Expert Portal

SAP Cloud ALM for Operations Expert Portal

® H OW-tO Vld eos SAP Cloud ALM for Operations - Expert Portal

* Blog posts -

e Central monitoring of integration
scenarios using SAP Cloud ALM

Business Process Business Process Monitoring Integration & Integration & Exception Monitoring
Monitoring Overview ;’;Cfl‘[’u"r“’: Overview
. . . L g A
* Centralized health monitoring of
n r I Z n I rl n Details Details

SAP Cloud Integration using SAP

A " Jon & Aufomaflon Honitoring
CI O u d L M Overview

Details

Home » Community » Blogs Ask a Question  Write a Blog Post

e Monitoring tools for Cloud - B
Integration capability of SAP N R —

'f" December 21, 2021 | 13 minute read Setup Managed Services

l nteg rat|0n Su Ite Central monitoring of integration scenarios B~
using SAP Cloud ALM SAP Cloud ALM

e Roadmap

s and legacy on

ess-critic:
the Integration & By Francisco Miguel Mangas O
on experts in their

ore crucial
| explain how SA

ption Monitoring appl
y work. The blog prov
Cloud Integration capability o

ception monitoring of the Ce alth monitc

ation
al monitoring

ient exceptions a

on business



https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/int-mon-videos.html
https://blogs.sap.com/2021/12/21/central-monitoring-of-integration-scenarios-using-sap-cloud-alm/
https://blogs.sap.com/2021/12/21/central-monitoring-of-integration-scenarios-using-sap-cloud-alm/
https://blogs.sap.com/2022/02/07/centralized-health-monitoring-of-sap-cloud-integration-using-sap-cloud-alm/
https://blogs.sap.com/2022/02/07/centralized-health-monitoring-of-sap-cloud-integration-using-sap-cloud-alm/
https://blogs.sap.com/2022/02/07/centralized-health-monitoring-of-sap-cloud-integration-using-sap-cloud-alm/
https://blogs.sap.com/2021/10/28/monitoring-tools-for-cloud-integration-capability-of-sap-integration-suite/
https://blogs.sap.com/2021/10/28/monitoring-tools-for-cloud-integration-capability-of-sap-integration-suite/
https://blogs.sap.com/2021/10/28/monitoring-tools-for-cloud-integration-capability-of-sap-integration-suite/
https://roadmaps.sap.com/board?range=CURRENT-LAST&PRODUCT=73554900100800002513&BC=6EAE8B28C5D91EDAA3C2D9088AFCC0E7

Cloud Integration Reporting Dashboard using SAP
Analytics Cloud

Reporting dashboard provides at-a-glance view of relevant key performance
indicators of a Cloud Integration tenant.

Customers get the insights of the Cloud Integration tenant using the intuitive = »
and interactive widgets.

Using the dashboard, customer can: :
286

Monitor the integration flows which has the highest processed
messages.

Analyze the status of processed messages.
Get the count of the deployed artifacts.
Find the distribution of service endpoints across API protocols.

Customer also extend the functionalities of the dashboard using other

available Cloud Integration OData APIs. == ‘
i | 2 ! ’\ 28
Better User Experience: The widgets in the dashboard displays datain a __-]_l o —

simple metric that helps you to visualize the context information with slicing
and dicing capabilities.




DevOps




Content Transport

Cloud Integration offers different options to transport
integration content. There is a certain criteria that help you to
decide which option to choose for your integration project:
SAP Cloud Integration - Content Transport | SAP Help Portal |
Guidelines and Best Practices for Content Transport | SAP
Help Portal

Step-by-step guide to configure transport flow with BTP Cloud
Transport Management service.

Transport
Management
Service

Production Tenant

MTAR
Download

Manual Export

SAP Cloud Transport Management service

Transport route Transport route
DEV Node = TEST Node =  PROD Node

Transport
Destination

Transport
Destination

Destination in SAP Solution
Lifecycle Management
service

Source DEV

Target TEST
Subaccount

Target PROD

Subaccount Subaccount


https://help.sap.com/docs/cloud-integration/sap-cloud-integration/content-transport
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/guidelines-and-best-practices-for-content-transport?version=Cloud
https://help.sap.com/docs/cloud-integration/sap-cloud-integration/guidelines-and-best-practices-for-content-transport?version=Cloud
https://blogs.sap.com/2022/03/25/transport-sap-cloud-integration-ci-cpi-content-with-transport-management-service-tms-and-content-agent-service-cas/

Solutions for CI/CD

* SAP Solutions for Continuous Integration and Delivery | SAP Help Portal

Flexibility
A

Cl/CD Best Practices
Guide

Project “Piper”

Cl/CD Service

Required
> _
Expertise



https://help.sap.com/docs/CICD_OVERVIEW/8cacec64ed854b2a88e9a0973e0f97a2/e9fa320181124fa9808d4446a1bf69dd.html?locale=en-US

Applying DevOps

* Automation of integration operations is possible

using the OData APIs for Cloud Integration as

given on SAP API Business Hub

* Ready-to-use pipelines for Jenkins-Git

infrastructure (SAP API Business Hub integration

recipes GitHub community)

* Project Piper contains multiple library steps for
integration operations which can be used in
Cl/CD pipelines

e SAP Continuous Integration and Delivery, a BTP

solution for CI/CD, also offers pre-defined

pipelines for Cloud Integration artifacts

* SAP CPI: CI/CD from from zero to hero

Resources

SAP” API Business Hub

Explore

o  SAP Cloud Integration

Discover Integrations

Partner with Us

Simplify end-to-end process integration across cloud-based and on-premise applications.

Overview

ODATA V2 API

Documents

New SAP AP1 Busin

Mark as Favorite

Integration Content Log Files Message Processing Logs Message Stores

VI cess and query HTTP and trace log files IMS re-

i tena

Project "Piper”: Continuous Delivery for the SAP Ecosystem Search

¥ master - P11 T D 0tag Ge to file adl
§ 1061823 Undate README M 2 pemm— rolect Piner ser Documentse 3
8 osiezs oo resoe e 3] dePinelineStepErors Project "Piper" User Documentation ’
O Jenkinsfile Ipdate lenkinsfile healthExecuteCheck
[ READMEmd Jpdate READMEmd influxWriteData

READMEmd

CICD - Update Integration Resources

| Recipes by Topic | Recipes by Author | Request Enhancement | Report a bug | Fix documentation |

(=]

&, Sunny Kapeor

This CICD Jenkin:

ws you to develop and manage your integration resources like seripts an

on Git Con|

integrationArtifactDeploy
integrationArtifactDownload
integrationArtifactGetMplStat
integrationArtifactGetService
integrationArtifactUnDeploy
integrationArtifactUpdateCon
integrationArtifactUpload
jenkinsMaterializeLog

kanikoExecute

Continuous delivery is a method to develop software with short feedback cycles. It is applicable
to projects both for SAP BTP and SAP on-premise platforms. SAP implements tooling for
continuous delivery in project "Piper”. The goal of project "Piper” is to substantially ease setting
up continuous delivery in your project using SAP technologies

What you get
To get you started quickly, project "Piper” offers you the following artifacts

= A set of ready-made Continuous Delivery pipelines for direct use in your project

velopment support) and SCM toals like G

h means that the other integratios

like Visual Studio.

al IDE to the sar
h the hel;
changed/added/deleted resources to the Integration Fio,

d trigger the Jenkins Fipeline {

Instructions to consume the CICD Jenkins file

Environment Variables List

Configure the fellowing enviranment variables before executing the Jenicin:

Name Example

_cu?. hana.andenand . con®

CPlHos:

pifB1. cFapps . cwl8.hans. ondemand. con®

CPIDAUthHost ok authent i catfon. sap. hana. ondesand . con”

“$lenv.CPl OAUTH CREDS)

CPIOAUthCred
! CPIOAUHC edentials

GITRepositoryURL  httpa:/Agithubr_con/CICD integrat fons.git

CREDS)
GITCred

3

Irina Kirilova &7

27,2021

SAP Continuous Integration and Delivery for SAP
Integration Suite Artifacts

H9 M1l @158

Prerequisites

SAP Cloud Integration in the Cloud Foundry Environment

= You've created the Process Integration Runtime service instance of plan api and a service key to authenticate
your pipeline against SA
Credentials Grant fo

2 minute

g

With its latest release, SAP Continuous Integration and Delivery provides a predefined pipeline for SAP
Integration Suite Artifacts. In this blog post | would like to show you the steps how to use this new functionality
and configure a CI/CD pipeline for the development of integration content in SAP Cloud Integration

You have enabled SAP Continuous Integration and Delivery. See Enabling the Service
You are an administrator of SAP Continuous Integration and Delivery. See Assigning Roles and Permissions.
You have provisioned the Cloud Integration capability as part of SAP Integration Suite. See Initial Setup of

s

P Cloud Integration. See tion with Client

1 Clients, Cloud Foundn

tting Up OAuth Inbound Auther
onment

GITBranch N
master

T
order to check out the sp:

fied branch



https://api.sap.com/package/CloudIntegrationAPI/odata
https://api.sap.com/
https://github.com/SAP/apibusinesshub-integration-recipes
https://github.com/SAP/apibusinesshub-integration-recipes
https://www.project-piper.io/
https://help.sap.com/docs/continuous-integration-and-delivery/sap-continuous-integration-and-delivery/sap-integration-suite-artifacts
https://blogs.sap.com/2023/02/02/sap-cpi-ci-cd-from-from-zero-to-hero/
https://blogs.sap.com/2021/06/02/ci-cd-for-sap-integration-suite-here-you-go/
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