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10.30 Welcome and Introduction
Christos Papalabros, South Europe Sales Director CFO Office Solutions, SAP
Victor Garcia, Europe Lead (CoC) SAP Security & SAP GRC, IBM
Andrea Cavalleri, Partner, Aglea

10.40 Positioning of SAP GRC and SAP Security portfolio
Neil Patrick, COE Resp. GRC & Security EMEA South, SAP

11.15 Automation of SAP GRC – Integration and automation of 3 lines of defense
Victor Garcia, Europe Lead (CoC) SAP Security & SAP GRC, IBM 

11.45 IBM's approach to SAP Security
Holistic approach to cover the 13 layers of SAP Security
Victor Garcia, Europe Lead (CoC) SAP Security & SAP GRC, IBM
Andrea Cavalleri, Partner, Aglea

12.25 Q&A and Closing
Christos Papalabros, South Europe Sales Director CFO Office Solutions, SAP
Victor Garcia, Europe Lead (CoC) SAP Security & SAP GRC, IBM
Andrea Cavalleri, Partner, Aglea

Agenda



PUBLIC

Dr. Neil Patrick, Director COE GRC & Security, EMEA South
18 June 2019

Positioning of SAP GRC and Security Portfolio



© 2019 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its 
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials. 
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty 
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional 
warranty. 

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or 
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation, 
and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason 
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or 
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ 
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they 
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered 
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names 
mentioned are the trademarks of their respective companies. 

See www.sap.com/copyright for additional trademark information and notices.

www.sap.com/contactsap

Follow us
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Intelligent Objectives Management

oExample – Risk Management & Process Control

oExample – Audit Management

oExample – Business Integrity Screening

Intelligent Digital Trust

oExample – Identity Lifecycle

oExample – Enterprise Threat Detection

Real Time Analytics SAP Analytics Cloud - Digital Boardroom

Agenda
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To win a round the world yacht race:

• State of the art yacht, sails, navigation 
equipment, deep-sea clothes & safety

• A well-thought out course (on a map) & strategy 
- to a common target(s)

• Ability to vary the course & strategy if 
circumstances change

• Accepting some parts of the journey are 
unknown at the start

• Specialisation in the team

• Unity of direction as a team

• Practice as a team

• Both the journey and the destination

Build High Performance Business: Teamwork + Specialisation, Common Goals

Core AM, RM, PC (3LOD), BIS. Extend with 
GTS. Add AC, IDM, SSO for IAM
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• Strategy is delivered through 
Objectives

• Business success = meeting 
Objectives

• Sustainable growth = meeting 
Objectives

Intelligent Objectives Management with SAP

Happy Customer, 3rd

Parties, Employees

Increase Profit

Increase Revenue

Foster Strong Culture

Build Amazing 
Products/Services

Sustainable, Resilient

Support Community
Board 

Objectives
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Intelligent Objectives Management with SAP

Happy Customer, 3rd

Parties, Employees

Increase Profit

Increase Revenue

Foster Strong Culture

Build Amazing 
Products/Services

Sustainable, Resilient

Support Community
Board 

Objectives

Financial

Planning & Innovation

Reputation

Emerging & Disruption

….

Operations, 
Performance

Cyber, Data Privacy
Uncertainty
Dimensions

Intelligent 
Objectives 

Management
[end to end]

Corporate mission statement should be tied to 
Objectives, delivery work programs should be 

linked with Uncertainties

Execution of Three Lines of Defence
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Intelligent Objectives Management with SAP

Happy Customer, 3rd

Parties, Employees

Increase Profit

Increase Revenue

Foster Strong Culture

Build Amazing 
Products/Services

Sustainable, Resilient

Support Community
Board 

Objectives
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Intelligent Objectives Management with SAP
Examples

Happy Customer, 3rd

Parties, Employees

Increase Profit

Increase Revenue

Foster Strong Culture

Build Amazing 
Products/Services

Sustainable, Resilient

Support Community

Achieve sales quota, Increase customer renewal rate, Sign channel partners, 
Launch new service

Reduce product costs, Increase utilization rates, Reduce days to deliver

Speedy & Safe access to information, Close more customer tickets, Reduce 
customer hold time

Sponsor charitable events, Donate employee hours to a cause

Offer more training programs, Plan offsite team building meetings

Increase feature set, Apply new design

Continued availability of critical resources, Adaptive, Agility, Relevance, 
Reliability, Trust, Cohesive 
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Intelligent Objectives Management with SAP
Examples

Increase Profit Reduce product costs, Increase utilization rates, Reduce days to deliver
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Intelligent Objectives Management with SAP
Examples

Increase Profit Reduce product costs, Increase utilization rates, Reduce days to deliver

SAP Process Control, Risk Management SAP Process Control, Risk Management 
Document and 

roll out standard, 
best processes

Delivery within 
policy, regulation, 

risk tolerance

Materiality & risk-
based change 
management 

Audit RPA, 
automatically

Comprehensive 
operational 
intelligence
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Develop appropriate test strategies to minimize effort and cost

ReportAssess Scope Test

Risk Assessment and Scoping

Key benefits

Use a risk-based 
approach 
to focus documentation 
and evaluation efforts on 
high-impact processes and 
controls

Automatically select 
controls and execute test 
strategies based on 
desired level of evidence

Reduce documentation 
and evaluation efforts 
while documenting scoping 
results for audits
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Intelligent Objectives Management with SAP
Examples

Sustainable, Resilient
Continued availability of critical resources, Adaptive, Agility, Relevance, 

Reliability, Trust, Cohesive 
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Intelligent Objectives Management with SAP
Examples

Sustainable, Resilient
Continued availability of critical resources, Adaptive, Agility, Relevance, 

Reliability, Trust, Cohesive 

SAP Audit ManagementSAP Audit Management
Best practices 

(IIA), risk-based 
design

Integrate with 
other parts of the 
business & data

Light-weight 
engagement of 

business (1st line)

End to end 
information flow

Comprehensive 
operational 
intelligence

What can/do the 
business do that 

will break the 
business?
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Intelligent Objectives Management with SAP
Examples

Increase Revenue
Achieve sales quota, Increase customer renewal rate, Sign channel partners, 

Launch new service

SAP Business Integrity Screening SAP Business Integrity Screening 
Anomaly, policy 
and fraud risk 

content   

Real-time 
analysis, alerts, 

remediation

Agility and 
mature your 
operations

Machine 
Learning

Customers

Customers

Customers

….

Comprehensive 
operational 
intelligence

Entity

Entity

….

Entity

Targets

Bonus

SAP Central Finance



19PUBLIC© 2019 SAP SE or an SAP affiliate company. All rights reserved.  ǀ

Key benefits

Powerful data integration 
from SAP and non-SAP 
operational systems

Flexible modeling of 
screening and detection 
rules

Optionally provide feedback
on status to external 
processing of operational 
business events (for 
example, suspend a 
suspicious or erroneous 
payment) 

High-performance application architecture
A flexible and powerful environment to increase process efficiency

High-performance processing of very large data volumes

BI tools

Data 
provisioning and 

integration

Operational systems

(SAP and non-SAP)

Business partners

Payments

Purchase orders

Travel expenses Screening, 
detection, and 

alerting

Investigation and 
decision

SAP HANA

Screening lists

…..
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Enable Detection Rules 
Predelivered content: examples

Compliance

Vendor and
service provider

Payments

Customer

Accounting

Purchasing

Invoices

Travel expenses

Conflicts of interest
Irregularities in purchase orders

Smurfing on outgoing payments (split invoices)

Customer located in high-risk country

Frequent changes in the master data of a vendor

Irregularities in payments to vendors

Vendor located in high-risk country

High-value keyword search

Address screening

Accounting documents posted on exceptional dates

Bank account and address in different countries

Irregularities in invoices

Irregularities in travel expenses

Foreign Corrupt Practices Act
International Anti-Bribery Act

List screening (for example, PEP lists)
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Alert and Investigation Management
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Intelligent Digital Trust with SAP

Intelligent 
Digital Trust
[end to end]

Corporate 
Culture

Regulatory 
Requirements

Identity Lifecycle

Infosec, 
Cybersec

Data – Asset on
Balance Sheet
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Intelligent Digital Trust with SAP
Examples

Happy Customers, 3rd

Parties, Employees
Speedy & Safe access to information, Close more customer tickets, Reduce 

customer hold time
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Intelligent Digital Trust with SAP
Examples

Happy Customers, 3rd

Parties, Employees
Speedy & Safe access to information, Close more customer tickets, Reduce 

customer hold time

Concept: Identity and Access ManagementConcept: Identity and Access Management
Works for SAP 
and non-SAP 

systems

Link to HR 
triggers, workflow 

& automation

Identity: 
employee, 3rd

party, IoT

Machine 
Learning

Comprehensive 
operational 
intelligence
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SAP Solutions addressing Identity and Access Management

SAP Solutions (for SAP and non-SAP estate):

Identity Management: Creates a central, master, user 
identity directory to every other system. Link to AD etc. 
Provisioning users according to their current business 
roles (authorisation). Link to HR triggers.

Single Sign On: Employees to log in to all applications 
from their initial, single, authentication  

Access Control: Business risk analysis of provisioning 
users to applications. Also SOD, business role creep, 
emergency access. Link to HR triggers.

UI Masking, UI Logging: Mask what data SAP users 
can see on screens based on user role / permissions. 
Log and track what data users actually see. 
Lightweight to implement, doesn’t impact underlying 
database & processes (e.g. reporting)
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Identity and Access Management: Hybrid Landscape

Access Governance SAP
Identity Management

SAP Access Control 
(12.0)

Request role 
assignment 1

Forward 
request for 
risk analysis

2

Risk status5

Manager 
approval6

Notification to
user and manager8

Provisioning to 
target systems7

4
Risk 
mitigation

3
Risk 
analysis

SAP SCM

SAP ERP HCM

SAP ERP

Java

SAP CX (op)

Active Directory

Legacy

OS

SAP applications Non-SAP applications

SAP Portal

SAP Success Factors DatabaseSAP HANA

SAP SFSF

SAP Ariba SAP Concur

SAP C4C

SAP S/4 
HANA Cloud

SAP Single Sign On

8 Single Sign on to 
target systems

LegacyOn-PremPrivate Cloud 3rd Party

SAP ERP HCM

SAP Cloud 
IAG

On-boarding/Role Assignment

SAP SuccessFactors

SAP IAG Bridge

3
Risk 
analysis

Multi-factor 
authentication

SAP Cloud Platform 
Identity Provisioning 

Service

SAP Cloud 
Platform Identity 
Authentication 

Service

7
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Intelligent Digital Trust with SAP
Examples

Sustainable, Resilient
Continued availability of critical resources, Adaptive, Agility, Relevance, 

Reliability, Trust, Cohesive 
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Intelligent Digital Trust with SAP
Examples

Sustainable, Resilient
Continued availability of critical resources, Adaptive, Agility, Relevance, 

Reliability, Trust, Cohesive 

SAP Enterprise Threat Detection SAP Enterprise Threat Detection 
Big data, real 
time, complex 

analysis

Correlate across 
many platforms, 

user patterns 

Value, Volume, 
Vulnerability: 

detective

Machine 
Learning

Comprehensive 
operational 
intelligence
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SAP Enterprise Threat Detection: Big data, real time, cybersecurity event analysis, detection and investigation. 
Correlates identities behaviour across multiple systems lifting out suspicious behaviour. Behavioural patterns over 
time, anomaly detection, semantic language. Business level analysis (not infrastructure) – where your IP is -
and integrates with SIEM tools & SOC processes.

SAP UI Logging: Record which business data SAP users have viewed via: SAP GUI, WebDynpro, CRM, RFC, 
BW, Fiori, S/4HANA

Intelligent Digital Trust with SAP
Examples



All on One Page……
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Simplified view of integration of these Solutions
System Architecture

Testing and 
Monitoring
Testing and 
Monitoring

IssuesIssues

Audit 
Execution

Audit 
Execution

Risk-Based 
Audit Plan
Risk-Based 
Audit Plan

Audit 
Reporting

Audit 
Reporting

Audit 
Findings

Audit 
Findings

SAP Audit 
Management

SAP ECC,
SAP S/4HANA

Configuration, 
Master Data, 
Transactions

Configuration, 
Master Data, 
Transactions

Enterprise 
Risks

Enterprise 
Risks

Risk 
Assessments

Risk 
Assessments

ActivitiesActivities

S
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Processes, 
Subprocesses 
and Controls

Processes, 
Subprocesses 
and Controls

Process RisksProcess Risks

PoliciesPolicies

S
A

P
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s
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S
c
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e
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g Detection 
Strategies
Detection 
Strategies

AlertsAlerts

Risk 
Responses

Risk 
Responses

NON SAP

Configuration, 
Master Data, 
Transactions

Configuration, 
Master Data, 
Transactions

ConnectorsConnectors
S

A
P

 E
n

te
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ri
s

e 
T

h
re
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t 

D
et

e
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Transaction & 
Business Partner 

Screening eg Fraud

Automated 
Controls

Cyber Security

Identity & Access 
Management

Information 
Security Core Business 

Processes e.g. Finance

SAP Cloud PlatformSAP HANA

Real-time Risk 
Analytics

Payments Cash 
Management

Debt & 
Investment 

Management

Financial Risk 
Management

Policy Definition

What organisation can continue to function 
without the data it holds about customers, 
products/services, initiatives, decision-making, 
performance etc? 

Data is an intangible asset, like the accounting 
concept of goodwill.

Processes – e.g. financial – consume, create, 
change that data

Simplified view of integration of these Solutions
Business Process Example

SAP S/4HANA



Real Time Analytics 
SAP Analytics Cloud 
Digital Boardroom
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Contact information:

Dr. Neil Patrick
Director, COE GRC & Security (EMEA South)
neil.patrick@sap.com
+44 7833 480 248

Thank you.


