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M SAP Cloud ALM (SAP Cloud ALM for Operations) - &=#hElF

Configuration variants for event actions implemented in
nearly all monitoring use cases

~

r

Restricted access to system and services
by access control list in Health Monitoring

Outbound analytics API’s for all monitoring use cases

*Support of data ingestion for non-SAP components in
Integration, Synthetic, and Real User Monitoring

SAP defined content including default thresholds for
Health Monitoring

*Increased support for OpenTelemetry based raw data
API’s (inbound & outbound)

*Alerting on performance issues in Synthetic User
Monitoring based on dynamic thresholding

7

Integration of Incident Solution Matching
in Exception Monitoring

Propagation of status events from monitoring use cases to
Business Service Management

*Alerting on performance issues in Real User Monitoring
based on change point detection

*Integration of Joule in Alert Inbox for guided problem
resolution based on GenAl

Unified configuration user experience

Internal heartbeat and external availability checks in
Health Monitoring

*Integration with SAP BTP Alert Notification Service

DA JIN—>3>

Authorizations at service, system and business service
level in addition to functional authorizations

sTEISNTVRALJIN—-33Y

SAP Roadmap for SAP Cloud ALM 6
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https://roadmaps.sap.com/board?PRODUCT=73554900100800002513&range=FIRST-LAST#Q3%202023
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« JWIaBIBLUTIV BT —AUINE (LGS 2#i—&N Iz Data Collector Runtime & A
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SAP HANA Cloud

((.\_) OpenTelemetry Extensions Pull Receiver

9TV —FTIFV

SaaSR—AMSAP BTP7 U —33>0%
SAPEIB{tDIZEELENTZTLANI -2

SAP SaaS applications (SAP built) Data Collector Runtime JFIINEERE (Data Collector

&
Q Data Collection Instrumentation

Runtime) %Z#XH

Queuing - B#EtEZERIAIETPaaSN—-2AD

NAALTI)r—<3>(Java/Node.js)

«  Non-SAPLD$REBIBRYR—MNFTE

/

\_

SAP PaaSs applications (Customer built)

(I) Data Routing Infrastructure
L 4 Data Collection Instrumentation :
CLOUDFOUNDRY Queuing
OpenTelemetry Extensions
Standard OpenTelemetry Applications
@ Ky ma OpenTelemetry OpenTelemetry

r

(*)

Database

Non-SAP Data Providers

enabled enabled
Inbound API's Outbound API’s 0

%

SAP Focused Run

Applications
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OpenTelemetry enabled
Outbound API’s (planned)

(*)

Non-SAP
Data Consumers
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SAP Cloud ALMZIL5R - E£#U. S5R3{TIIIEDIRFZPIREC T D

Third Party Solution

W
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\} SAP Cloud ALM
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Built-in integration

SAP Cloud ALM(Z. EE2NT SAP $&U 3rd /N—F1
V1—-23U(C U THHEAHAHBEL DS ZIRMHULE T,

EAERBHAT-T(CHBVTOEEZIDNERT D128, LLTOD
IORBMIAHBLIDF TS Z IR

Open API ERFEHDI—AT—X

FIFB]EER Open API O

INTERNAL — SAP and Partners Only
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SAP Business Third Party Solution

Accelerator Hub A
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Open APIs

SAP Cloud ALM @ API (&, 8&#k. )\—bF—, 3rd
K=F4YU1—-33>n SAP Cloud ALM OEBABLUEHR
DIz DEREZILIRL. SAP ALM OO7HEEZEAZELLTA
IN=33YDFEETEELIEETSINTVFT,

Example/best practices on how to use the APIs.
(https://github.com/SAP-samples/cloud-alm-api-examples)
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https://api.sap.com/package/SAPCloudALM/overview
https://api.sap.com/package/SAPCloudALM/overview
https://github.com/SAP-samples/cloud-alm-api-examples
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SAP Cloud ALM [CTEMENTLS API iE5!

Q Transactional API

Resources Changes API
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Analytics API

RAW Data API

SAP Cloud ALM VY- (BHEIGFOATIIIMIAIVR) ZIRIELET,

SAP Cloud ALM UY—-RZZE. HidHD, B3, HIFRI 5/c6bD REST API Zi=HELE T, (
Bl: SR, KRR, ).

SAP Cloud ALM VY —-ADZEE(HIEHT DTN M—R API

KFED SAP Cloud ALM VY =251 TOYIRICE DV TENEI 2ZEEZIEH I 2/z6HD REST
API ZiEtUF 9, (f5l: ALERT-SITUATION.CREATED. TASK.CREATED7E)

57—ty bhOEVS

SAP Cloud ALM OfEEtT—4(C. BERINAZRFRET IR T IERITZHD
REST/OData APIZiRMHULET. (fFl: BESERDIHIEDTT THRIEZEUS)

&7 —4 (Raw Data) DiZ{F

SAP Cloud ALM T OpenTelemetry JONILZFALTEEINZET —IDG5HED - EE
AHEFEITISD OTLP 1 NI RELT7I MO R API ZiB(HUFT ., (fl: S/4 HANA
AT LADNVABERDA NI RAZEUS T BD1RE)
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OpenTelemetry SED1>I\DU> R API [C&D hon-SAP 7—40)\15DEER

BT 0:EAEF SAP Cloud ALM #£8ET(E Non-SAP
T—=HTONAG MEDTLUAN) =T FIOUREZR]EEE TS

Raw Data API (1 YI\DUYR) zigt

Health Monitoring

1 Metrics
3

Integration &
Exception
LO gs Monitoring

Synthetic User

D Tr a C e S Monitoring

F

INTERNAL — SAP and Partners Only

Job & Automation Business Service
Monitoring Management
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Real User Monitoring
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Overview Favorites
# Overview | & senvicesisystems: Unsp rvice (HTTP), Unsp (@
O Unsp oud Service (HTTP) @ p [e] mise System
Unspecific Cloud Service (HTTP) Unspecific On-Premise System
Services Status Systems Status

21 2
14
45 2
A . D
Active Inactive N

Active Inactive  New

New
e = 7 Landscape Management
=2

Services & Systems

@ - e = 4 -
Systems / Unspecific Cloud Service (HTTP) / Tomcat
2
r Tomcat (Unspecific Cloud Service (HTTP))
Tomecat Server Demo
5l atus m Everits i) 00,
Detail
General Details
o =
b
URLs
.‘.:“ i t.cloudaln \r--.-,.:.ala'fk‘..-l..'-

Non-SAP F—4J0/\1%4(& Raw Data API T&E#a
Nn3Y%—ER ID (CEDLT SAP Cloud ALM _E TR
st . Unspecific Service (Cloud or On-Premise)
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« BEIED SAP BLU non-SAP F—92 ONA I 2EOHEEST I RAT—T’
22 EIENCIEIETERL5RE

« SAP LU non-SAP T—=470/\M9NBD Xt -7 —F4 7 e, TR
W—IYROAYVE—-SJ0—ICEaiET TS

FiE
« SAP Cloud ALM O3> R2T—TJEIBH—EX(C non-SAP Y—EZX /32T A
pvail

- OpenTelemetry XEDA >R API Z/TUT non-SAP F—470/)\14
MEXYE ST =TI ) MESL. SIS ER TOTEZAN I BLIUVARY NE
B#ZEIR

« OpenTelemetry A=D1 —4— (W3C Trace Context) Zi#e

« W3C Trace Context £ESAPR—-ZXDJL—4— (SAP Passport) ZiHD
SAP Cloud ALM [T Non-SAP & SAP Dyt —S7—74 774 MOBSE( ORI 51 E
\ J

 API J-ILEEOHISME I I ESHRDELEE TIRA]
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ZHRIMERBEMEYY1-232EDT7I MNIY RIS

BHiJ: SAP Cloud ALM /AY Mt R(CRIEIEE

m SAP EELT
SN MSAP Cloud ALM Automation

Pilot

SAP Automation Pilot DRSS
« SAP PaaS H4U SAP SaaS 5> R2y—JTEH
« DevOps ©° 75 -3 I8 F - ADEREE IR

SAP Build SAP Build Process Automation ¢ DS
Au'::;ﬁif; . . TOER: ERATvTHEDREEMET—HI0— DR
- BEMEARY: RPAREDTTEEEMEIRIDZELT
« V-3 BT - AOBERER YIS
3rd Party =, NTT N A
S 3rd\—F7/—ERBE{tYV1-3a>tDRE

Automation « SAP PaaS , SAP SaaS, SAP ISAR—=MISIR
(AtE ) SAP AVIVER O RRT—TJTiEH
« Ansible ¥ TerraForm REDLIFEZIEIE

[ 7RISR

A
LIS ] yEEC : SAP Automation Pilot $&U SAP Build Process
Automation (& SAP Cloud ALM HJ 29T 3V(C3EFNTLFEE A
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SAP Alert Notification service ZHDANYMNDAINDY REGEES
g BiY: :#ESNnke3rd X\—-F14—57—4

_ CloudEvents FOIN1{SE SAP Cloud ALM DS
p Qﬁo BETIRE
ANJOR
Dynatrace m

) n 157 SAP Alert Notification

Amazon Cloud ?IQGI‘\I:I.CGTH:L/{—F@T 971:”\’(@75_' b
. JIN— .
g . SA.P.Ale.rt . CloudEvents Publishers

Microsoft Azure Notification 5
- service for * Dynatrace

« Amazon Simple Notification Service
/ Amazon Cloud Watch

« Microsoft Azure Monitor
« Google Cloud Platform Operations
« Grafana Alert Notifications

« Kibana with Open Distro for
ElasticSearch

Kibana extended with X-Pack

Google Cloud Platform SARBTE
. J

Grafana

. J

-
Kibana / ElasticSearch /
X-Pack

A
=]

SAP Alert Notification for SAP BTP -
Extension Events | SAP Help Portal

NTERNAL - SAP and Pariners Only 5EEC : SAP Alert Notification service (& SAP Cloud ALM BJZ9UT2aV(EEFNTULER A '



https://help.sap.com/docs/alert-notification/sap-alert-notification-for-sap-btp/extension-events
https://help.sap.com/docs/alert-notification/sap-alert-notification-for-sap-btp/extension-events
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f5l: Cloud Logging Service,
SAP Automation Pilot

—

N
Platform-as-a-Service Software-as-a-Service
(I) @ Kyma L E I SAP BTP, Neo environment SAP HANA Cloud @ @ SAP Integration Suite
CLOU[?:UNDM SAP Business Technology Platform
B ™M
SAP Build Process Automation SAP Analytics Cloud v lﬁ SAP Datasphere
J
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SAP Analytics Cloud
77 €40 STV RI-T-0
QLB (CHC X I B9 e AR AN
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SAP Cloud ALM
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SAP Integration Suite
Cloud Integration
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B9tz AR AN
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SAP BTP, Neo environment

(custom built applications)
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5515 AR A
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7 ) —23>00%9 M IS e R

- FHHE 255

SAP BTP, ABAP environment

(custom built applications)
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-sap-analytics-cloud.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-btp-abap.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-cpi.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-cp-neo.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-cp-cf.html

SAP BTP EDHASLT V-3t 019 E54R

oy g Cloud Loggin
= E! Dy Integration & Exception Monitoring
Dashbosra | OTy
ans and Logs
Exceptions
@ Server Spans
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JAVA Application Logs 51 -2 e 20, 2024
ded document
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5EEC : SAP Cloud Logging Service (& SAP Cloud ALM BJZ9UF2 3 (CIEEFNTVEE A

SAP Cloud Logginglc&kd
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SAP Cloud ALM OfISHEEHR S SAP

Cloud Logging AOI>FFZAMEKFOFE
-3
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SAP Integration Suite
IMSH 31— FEEAE DB REARZ R EBE1R
BERIBEHOFFHEIES & 265

SAP HANA Cloud
DY —2ERARR Y —EX I R R R
ERIEEOHMEIE5

SAP Cloud Connector
SR E OB RHAPR R EER 1R
EERIEHOFFHEICES

SAP Cloud ALM

NIV AESH
BT —In5 Y —EZNLAEHEZ Bt

EERERIBEDINEERE 2 ERDRE
BICEDVTIRA]

EERIEE OEMmZER R 5 TrIfRAE

SAP Build Process Automation
EITHROZITHPI-> 1> MR ZEELR
ESRIBEOFMECES

SAP Intelligent RPA
EITHDZITEREEER
BERIEEHOFM(ZSE5

SAP Cloud ALM
SAP Cloud ALM OJEBXEUEREREHR
ERIEEHOFFHREISES

SAP BTP, Neo environment (custom
built applications)

hZAH5 Nava7 I g—23>0Uy — 2 {E RN
AN )

EERIEEOHMIECE5

SAP BTP, CF / Kyma env.
(custom built applications)

HhZxALJava/Node.js7TVr—23>
DVY — A fERIRITRERETR

EERIEEHOFHMIICES

SAP BTP, ABAP environment
(custom built applications)

HARALABAPT )7 —23>0UY — X {EF
IRIRERER

EERIEEHOFHMICES

INTERNAL — SAP and Partners Only
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-mon-for-integrationsuite-cloud-intergration.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/integrationsuite-api-management.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/setup-spa.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/setup-sap-hana-cloud.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-monitoring-for-sap-intelligent-rpa.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-mon-content.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-monitoring-for-sap-btp-neo.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-monitoring-for-sap-btp-cf.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-sap-cloud-connector.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/sap-cloud-alm.html
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« SAP Cloud ALM DAL AEZIRNS
SAP Cloud Logging AOJ> 7+
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System
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/setup-managed-services/setup-scp_abap.html
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/real-user-monitoring/run-details/rum-setup-kyma.html
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An:lg;ics Raw Data Metrics API Raw Data Log API Raw Data Trace API
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BISEER 2023 2023 N/A 2023 2023 N/A N/A
U7 1-YEER 2023 2023 N/A N/A N/A 2024 2024
3Ty 1-YEER 2023 2023 N/A N/A N/A N/A 2024
3T B LU BENMLER 2023 2023 N/A 2024 2024 N/A N/A
MESLVEFIUFT DIF 2023 N/A N/A N/A N/A N/A N/A
NVAER 2023 2023 2023 N/A N/A N/A N/A
ESRAY—EAEE 2024 2023 N/A 2024 2024 N/A N/A
127UI1Y MAY NMLEE 2023 2023 N/A 2024 2024 N/A N/A
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https://help.sap.com/docs/cloud-alm/apis/api-scopes
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal.html
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https://influence.sap.com/sap/ino/#/campaign/3501
https://influence.sap.com/sap/ino/#/campaign/3501
https://influence.sap.com/sap/ino/#/campaign/3525
https://influence.sap.com/sap/ino/#/campaign/3525
https://influence.sap.com/sap/ino/#/campaign/3669
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https://support.sap.com/ja/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring.html
https://support.sap.com/ja/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring.html
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https://support.sap.com/ja/alm/sap-cloud-alm/operations/expert-portal/synthetic-user-monitoring.html
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https://support.sap.com/ja/alm/sap-cloud-alm/operations/expert-portal/real-user-monitoring.html
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https://support.sap.com/ja/alm/sap-cloud-alm/operations/expert-portal/health-monitoring.html
https://support.sap.com/ja/alm/sap-cloud-alm/operations/expert-portal/health-monitoring.html
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https://support.sap.com/ja/alm/sap-cloud-alm/operations/expert-portal/intelligent-event-processing.html
https://support.sap.com/ja/alm/sap-cloud-alm/operations/expert-portal/intelligent-event-processing.html
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