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NMNoaoxonbl K obecnevyeHnto Ub obnayvyHbix naHawadToB

KnubepbesonacHocTb

3awuTa oT
HeCaHKLUMOHNPOBAHHOIO
aocTtyna

OTBeTCTBEHHbLIN —
Information Security Officer

Pucku:

noteps, yoaneHue,
3rnoynoTtpebneHne 4YyBCTBUTENBHOM
KoprnopaTtuBHOW MHGOpMaLmen
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OTIIMYAETCA OT

TexHn4yeckme n
OopraHn3aunoHHbIE MepHI
(TOM)

3awumTa NepCoOHaAlIbHbIX AAdHHbIX

Puckmu:
HapyLUEeHNE NUYHbIX Npas



NMNoaoxoabl SAP k obecnevyeHuro Ub obnayvHbixX naHawadgToB

B cooTtBeTcTBMU C [Nonntukamu
no Ceptudmkaumm lata-LieHtpos
(ISO 270001, Tier3, ...)

I'Iapoanble NOJINTUKA

AocCTyna K MHCTpyMeHTbl ynpaBneHusi 4OCTYNoMm

BuoeoHabnogeHne ¢ npuMeHeHneMm
cericopos K KoHTponb YcuneHHasa ayTeHTudukaums
YKypHanuposaHue aocTyna OHTPOJIb
- AocTtyna
CnctemMbl OXpaHHOW CUrHanuM3aumm cncTteme
YnpaBneHue
obHOBNEHUAMN MO KoHTponb KoHTponb
B6esonacHocTH
LIeNTOCTHOCTHU AocTyna K
MpoTnBOOencTBme

AaHHbIX AdHHbIM

BpegoHocHomy 10

il

Moaxon «Multi-tenancy»

KoHTponb Be3onacHoOCTb
Paserue SUDES)  Gnmanoi pewenvii (TSN
naHgwagThbl AaHHbIX p

SAP OaHHbIX

OrpaHundeHuns goctyna

YnpaeneHue KoHTponb

HenpepbIBHOCTbIO AOCTYNHOCTHN
OusHeca

KoHTponb

YnpaBneHue BXOAHbIX

3apaHUAMMU

AdHHbIX

lnaH aBapumHoro
BOCCTaHOBIEHUA U
TecTupoBaHue

PaspneneHne oba3aHHOCTEN

[MpoBepka n cepTudmkaumns
noapsa4MKoB

KoHuenuwmsa aBTopmnsaunn

CtangapTbl U NOMNTUKN
0esonacHocTu SAP

KoHTponb 6e3onacHoCTU U
TEeCTbl HA NPOHUKHOBEHME

MNonutnka 6esonacHocTH
SAP

CeTeBag 6e30nacHOCTb

LLndpposaHue

YnpaBneHue nHumMaeHTamm rno
6e3onacHocTH

24 X 7 MOHUTOPUHIOBBLIN LLIEHTP

SIEM-cuctema




NMoaxoabl SAP Kk obecnevyeHutro Ub obnavHbIx naHawadToB

Toronto
US Central (IA) @

i®:
US West :® i@ Colorado

Chandler Springs

SAP Cloud Platform, Neo environment

SAP Cloud Platform, Cloud Foundry environment
Amazon Web Services

Google Cloud Platform
Microsoft Azure
Alibaba Cloud

Planned Region
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@® Montreal

Ashburn
Sterling
® US East (VA)

@ Sao Paulo

Amsterdam @ ggi: Frankfurt
St. Leon-Rot

Riyadh

Moscow

Dubai

@ Tokyo

\ Osaka
@ Shanghai

@ Singapore

Sydney @

Current state of planning
and may be
changed by SAP at any time.



NMNoaoxoabl SAP k obecnevyeHuro Ub obnayvHbixX naHawadgToB
[Oata-ueHTpbl SAP pacnonaratotcsa rnobanbHo B 14 cTpaHax

SAP tier-3,4 pata-ueHTpbl ¢ 4OCTYynHOCTbLIO 99.9% 1 nogaepxkon 24/7
@ Ceptudunumpoano: 1ISO 27001, SOC 1 Type 1, SOC 1 Type 2, SOC 2 Type 1

KnneHT moxeT BbIbupaTtb
PervoH xpaHeHna gaHHbIX
Bo3MOXXHOCTb paboTbl ¢ AaHHbIMK TOSBLKO € Tepputopun EU

fi
Pl

Bakan Bceraa xpaHUTCA B TOW XK€ IOPUCANKLUK, YTO U OCHOBHbIE AaHHble, HO OHU hU3NYeCcKU
XPaHATCS Ha PaccTOsIHMM APYr OT Apyra Ansl CHUKEHUSI PUCKOB.

[ononHuteneHas Hopmauus
SAP Data Center
SAP Cloud Trust Center
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http://www.sapdatacenter.com/
https://www.sap.com/cloud-trust-center
https://sapcp.statuspage.io/

NMoBecTKa

J

J KnroueBble cepBucbl SAP Cloud Platform B obnactu Ub

J
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SAP Cloud Platform

Knro4yeBble cepBUChI Ana obecneyeHns TpedbosaHnm Ub

ON-PREMISE

Cloud Connector

—
On-premise
back end system

USER NETWORK CLOUD
SAP?Cloud Platform
Subaccount
Service
Authentication
a (¥)
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Connectivity
Service

9 Authorization |

Identity
Authentication
Tenant

©

Identity

Propagation

A

A

SAP Cloud Apps

SAP Fieldglass \\,

SAP SuccessFactors ()

SAP Ariba /)\\

SAP Health ¢

SAP Hybris ()

Other Cloud Apps

amazon
(11}
i1 webservices

o C.OOSIC Cloud Platform

Microsoft Azure




SAP Cloud Platform

CepBucC Ansa 3awuIleHHOro gocrtyna
nonb3oBaTternien K web-npunoxeHusam:

[m]

User login, peructpaums, ayTeHTudpukayus
[MTonUTUKM NCNOMb30BaHUSA NOb30BaTENbCKUX Naponemn

Bo3MOXHOCTW MHTErpauum ¢ on-premise NCTOYHUKamu
MHdoopMaumn o nosib3oBaTensx u ¢ social identity
npoBangepamu (Facebook, Gmail, Linkedinu T. g.)

NHTerpauusa Ha 6a3e OTKpbITbIX CTaHAAPTOB:
SAML, SCIM, OAuth, RFC 6238

Single Sign-On (SSO) Ha 6a3e cTtaHgapTa SAML
B0O3MOXHOCTN MynbTU-haKkTOPHOW ayTeHTUUKaLn

B0O3MOXHOCTb yCTaHaBnMBaTb pasfnnyHble HacTpoKKa
ayTeHTUdpUKauum ans pasHbolx nonb3oartenen (risk-
based authentication)
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(-p

1

BT Cloud Identity

Register

@/\w

Identity Authentication
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SAP Cloud Platform

CepBuC AnAa ynpaBrneHUs aBTopusaumsamm u
XXU3HEHHbIM LUMKIOM Nofb30BaTesfIbCKUX
aKKayHTOB:

. ynpaBneHme nofib3oBaTeESIbCKNMUN aBTOPpU3aunaMn B
COOTBETCTBMU C NONUTUKaMM Be30MacHOCTU

. YHpaBneHme XU3HEHHbIM LUUKITOM MNMOJ1b30BATENTbCKUX

dKKayHTOB (npmeM COoTpyaAHUKa, CMeHa no3nunnm 'y

COTpyaAHUKa, npoaBumxeHmne coTpyaHuka, yBosfibHEHUE

COTpYAHMKA)
o User groups 1 subaccounts

o Bo3MOXXHOCTH CUHXPOHUN3aLUNN C on-premise nc
obnayHbIMK XpaHuIinamu NoNb30BaTENbLCKOW

nHgopmaumn: SAP SuccessFactors, Microsoft Active

Directory, SAP AS ABAP, u T1.4.
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Identity Provisioning



SAP Cloud Platform

besonacHas nepenada APIS, gaHHbIX, NONbL30BaTENBCKOW MHGOpPMAaLMK U3 ON-pPremise cuctem
B npunoxeHus Ha SAP Cloud Platform

CORPORATE NETWORK

On-Premise
SAP Systems

1

APIs, naHHble,
Nonb3oBaTebCcKas
NHopMaLns n3
on-premise cucTem 4yepes
HTTP, RFC or JDBC

Cloud
Connector

1

[TosBonser
NPUNOXEHUAM
nonyyaTtb 4OCTYN K
on-premise
cuctemam

SAP
Cloud Platform
Subaccount

1

[MpunoxeHus,
ncnonbayLime
APIs, naHHble,

NoNb30BaTESNIbCKYHIO

NHOPpMaLNLO

ﬁ
Application User
Front End
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NMoBecTKa
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SAP Enterprise Support Value Maps pnsa peweHus 3agad B oonactn Ub
'oe Hantn nidopmauunto no Ub ana SAP Cloud Platform?

» Value Map for Security

» Value Map for Digital Innovations

Overview What's New Learning Journeys = | Learning Programs Events Ask Questions

Learning Programs

A learning program will guide you t
to empower you to achieve the delined outcome

ugh a set of expertly chosen SAP Enterprise Support offerings, assets,

About Us

/

Setup SAP Cloud Platform Security

= Know how SAP Cloud Platform assures the security in the Cloud for your organization.

= Owverview of the components involved in SAP Cloud Platform security.

= Define Roles and Authorizations.

= Know how to set up Identity Management.

= Get an understanding of how to Manage security of SAP systems and services in the Cloud.

Access Leamning Program ==

© 2019 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Setup SAP Cloud Platform Security ®
(SUP_VBP_1000_0000)

"0 Notyet rated

Agenda

L To access the content of this course, click on the

Agenda page.

28

Additional Resources

This program will give you an overview on Security aspect of SAP Cloud Platform (SCP) in order to
understand how SCP helps to suit security requirements of your business applications. It will empower you
to decide on where Identity Management should be done, as well as guide you through the steps required to
set up Identity Management and Authorizations.

Goals:
- Know how SAP Cloud Platform assure the security in the Cloud for your organization.
+ Overview of the components involved in SAP Cloud Platform security
+ Define Roles and Authorizations.
+ Know how to set up Identity Management.
+ Get understanding of how to Manage security of SAP systems and services in the Cloud.
Target Audience:
- Architect
- Administrator
Prerequisites:
+ Know your ¢ ion's security i ts.
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https://jam2.sapjam.com/groups/nNZzUw58bEnzWfS4oZRn1X/overview_page/zOjvi6Ul18ZGLLxnJBhb0W
https://jam2.sapjam.com/groups/xL6UTfn113sfb1GcwmtILo/overview_page/V2gDh5CKDwsVUOzIf2Aouy
https://accounts.sap.com/saml2/idp/sso?sp=https://www.successfactors.eu/learninghub&RelayState=%2Fsf%2Flearning%3FdestUrl%3Dhttps%253a%252f%252fsaplearninghub%252eplateau%252ecom%252flearning%252fuser%252fdeeplink%255fredirect%252ejsp%253flinkId%253dCATALOG%255fSEARCH%2526sbArSel%253d%2526keywords%253dSUP_VBP_1000_0000%2526selKeyWordHeader%253dSUP_VBP_1000_0000%2526catSel%253d%2526srcSel%253dESAC%2526delMthSel%253d%2526ILDateFrm%253d%2526ILDateTo%253d%2526ILBlend%253d%2526ILSchd%253d%2526fromSF%253dY%26company%3Dlearninghub

Bonpocbli?
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No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional

warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE'’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See www.sap.com/copyright for additional trademark information and notices.

THE BEST RUN w


https://www.sap.com/copyright
https://www.sap.com/registration/contact.html
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP
https://twitter.com/sap
https://www.facebook.com/SAP

