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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this

presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided

without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a

particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in thiaorgaseEsent a
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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Security and Compliance Overview

Access Control

Encryption

ldentity Management

Vulnerability Scanning and Penetration Testing
Logging and Monitoring

Compliance Management

Disaster Recovery and Business Continuity

Incident Response
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Access Control and Authentication

SAP Cloud Identity Services
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You can find more information about Identity Authentication here:

SAP Community | SAP Discovery Center IAS | SAP Discovery Center IPS | SAP Discovery Center AMS |

SAP Business Applications
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https://community.sap.com/topics/cloud-identity-services
https://discovery-center.cloud.sap/serviceCatalog/identity-authentication?region=all
https://discovery-center.cloud.sap/serviceCatalog/identity-provisioning?service_plan=sap-cloud-to-sap-cloud&region=all&commercialModel=cloud
https://discovery-center.cloud.sap/serviceCatalog/authorization-and-trust-management-service?region=all

Data Protection and Encryption

SAP BTP Service Stack

SAP BTP uses encrypted communication channels

based on HTTPS/TLS, supporting TLS version 1.2 or
higher. It is possible to opt-in for the use of TLS 1.3 in

Scope of service providing

. SAP or other
organisation

Applications

the Custom Domain Manager. This allows the use of
TLS1.3 with Applications running on SAP BTP.

Scope of SAP certifications
and attestations

A Service Fabrik with

services MongoDB,
PostgreSQL,
RabbitMQ, Redis

A Object Store service

Blog: SAP BTP Transport Layer Security (TLS)
Connectivity Support

SAP BTP Services use the storage encryption of
persistence services. They often use the laaS layer
underlying the SAP BTP. This iS Configured in the -------------------------------------------------------------------------------------------------------

) . : Scope of 1aaS provider
respective laaS accounts used by SAP BTP. Encrypted Ad;“'A“F'jtr;a;'nOar;gr'r?g:{m certifications & attestations
backups are stored in a persistence using a strong A Block Store
encryption algorithm. All these keys are stored in a key Provide HW incl. setup | 4z giop store laaS Provider
management service provided by the underlying laaS
. o on AWS, Azure, GCP
layer. Provide DC facility

Data Encryption Strateqy (SAP Help Portal)
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https://blogs.sap.com/2019/06/07/sap-cloud-platform-transport-layer-security-tls-connectivity-support/
https://help.sap.com/viewer/2ee77ef7ea4648f9ab2c54ee3aef0a29/Cloud/en-US/4a7e6d7183f94048bfa74c3b4e1f2f76.html?q=Data%20Encryption%20Strategy

Compliance with Industry Standards and
Regulations

SAP BTP services and the underlying infrastructure

hold various certifications and attestations. The BTP
services attestations and certifications can be found under
the naming of "SAP Business Technologie Platform" in the
SAP Trust Center

SAP BTP runs in secure and certified environments
World-class data centers
Advanced network security
Reliable data backup
Built-in compliance, integrity, and confidentiality

Cloud Services with 99.7% availability

For more detalils, see
SAP Data Center
SAP Trust Center
Cloud Availability section in SAP for Me
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ISO 27001, 1ISO 27017, ISO
27018 - Information Security
Management System

ISO 22301 - Business Continuity
Management System

SOC 1 Type 2, SOC 2 Type 2
C5 Type 2 (BSI Germany)

EU Cloud Code of Conduct
CSA STAR

TISAX (Trusted Information
Security Assessment Exchange)


https://www.sap.com/about/trust-center/agreements/cloud/cloud-services.html?sort=latest_desc&search=Service+Level+Agreement&tag=language:english&pdf-asset=ae9ce46b-187e-0010-bca6-c68f7e60039b&page=1
https://www.sap.com/about/cloud-trust-center/data-center.html
https://www.sap.com/about/trust-center.html
https://me.sap.com/systemsprovisioning/availability

Incident Response and Disaster Recovery

High Availability : Multi-AZ enabled AReduced planned downtimes
Platform Services ' AHarmonized maintenance windows across
Standard DR: Restore from offsite backups SAP Cloud products

AN

_

) _ o ACanary approach: OEat
AMeaningful outage communication ] _ _ o
] _ _ APro-active & re-active monitoring
AReal time status reporting ) _ _
A24/7 Operations & Incident Management,

RCA & Improvements
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https://support.sap.com/en/my-support/systems-installations/cac/maintenance-windows.html

Best Practices for Secure Application Development

SAP Cloud Application Programming Model (CAP)
which includes build-in security functionalities

SAP BTP offers various services and APIs to develop
secure software applications. See SAP BTPon SAP API
Business Hub

SAP BTP Security Recommendations for a securely
configured platform
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https://help.sap.com/docs/btp/sap-business-technology-platform/developing-with-sap-cloud-application-programming-model?locale=en-US&q=cap
https://help.sap.com/docs/link-disclaimer?site=https%3A%2F%2Fapi.sap.com%2Fsearch%3Fsearchterm%3Dsab%2520btp%26tab%3DAPIs%26top%3D12
https://help.sap.com/docs/btp/sap-btp-security-recommendations-c8a9bb59fe624f0981efa0eff2497d7d/sap-btp-security-recommendations?locale=en-US

Security recommendations
Setting up SAP S/4HANA cloud securely

@ Act securely

Our customers

https://help.sap.com/docs/SAP_S4HANA CLOUD/55a7¢bh346519450ch9e6d21clecd6ecl/fafa6639cf7b4265b68da63efbc8fb96.html?locale=en-US
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