afeguard
Your SAP
Environment
With Splunk

= SAP Endorsed App
} Premium Certified
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SAP and Splunk Experts

Dr. Michael Schmitt Anush Jayaraman
SAP ETD Product Manager Partner Solutions Engineering Manager
SAP Splunk
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Securing SAP is not Easy...

SAP is a “black box” and often left outside of traditional security solutions

Lacking
Increasingly Application Level Separately
Complex Systems visibility Managed
2]
SAP applications write in Application level visibility Application and
several different SAP and correlation with Infrastructure security are
proprietary log files other security data often separated and stuck
sources in silos

isn’t readily available R
splunk>
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Splunk and SAP: \ splunk>
A Strategic Partnership

Splunk for
Splunk and SAP are committed to empowering the SAP° Solutions
intelligent enterprise by developing new integrations
and joint solutions that enable customers to adapt Digital Resilience for

and respond to change in real time. the Intelligent Enterprise

NS

Splunk.com/SAP

Solution
2 0 1 9 endorsement and

formalized commitment to
partnership 3 ,400+ providing value to

joint customers
joint enterprise

customers

WS



Barriers to SAP® Security & Ris

© 2023 SPLUNK INC.

k Reduction

@ Data silos

Lack of application
visibility & correlation

Supply Chain

Lack of security (@) / e e e N
analytics & context L y

All trademarks displayed are the intellectual property of the respective trademark owners.
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SAP Enterprise Threat Detection Overview

1 Specialized for SAP In-Application Security Monitoring

My Home  Analysis and Pattern Design Monitoring ~ Alerts and Investigations Log Learnin, g Administration  Advance d Analysis
] . . . e
. Forensic Lab Anomaly Detection Patterns Patterns Value Lists Namespaces
- Lab
Active 211
Al =
lsap 4

vall E”” SAP Enterprise Threat Detection - Forensic Lab: New Forensic Workspace

a I e rtl n g If S u S p I CI O u S a Ctl V I tl e S el k = Manage Workspaces - Create.. New Forensic Workspace © Edit 5 Distribution of Path1 by

[B> Add patn | [@) save | [F_savers | i Last1week Attribute:

happen within an SAP system or put. &

Last update: 9/18/23 5:28:19 AM GMT+02:00 M Business Transaction Log(95183172)
(43492107

Monitoring System Monitoring S Indicator(
Iandscape ¢ 175502 277. ‘

Security Audit Log(30172189)
1942310)
+
o : 7

e Integrates with hybrid SAP

Event, Log Type v ‘

M Audit Log SAP BTP Neo(22689)

M User Change Log(11301

M Gateway Log(9495)
SAPKernel(101)

M Message Server Log(97)
M Read Access Log(6)
BC4C Log(2)

Audit Log Linux(1)

Event (Semantic) v ‘

W HANA Audit Trail(1768125)
Open Alerts Alerts

BHTTE Cllnt Log(a75114)
landscapes: (S4/H, S4/H-Cloud, S

ECC, SAP Java Server, HANA DB,

Business Technology Platform,
C4C, others on the roadmap
2024/25)

— -

Attribute:

ilur
FC-enabled Function Mo
22

NE:
ep(228820) 4000f
ancel(180000
M Executable, Run, Dynamic Code(1538:
M Data, Monitored Data, Access(90924)
MExecutable, Run, Remotely(85048) 30001
Executable, Run, Failure(64330)
Database, Data, Select, Generic(6271

Executable, Web Service, Run(38338)
)

Alert 104887671

n Date: 9/18/23 3:45:24 AM UTC
Range: 9/18/23 3:35:26 AM - 9/18/23 3:36:30 AM UTC
Pattern: Calls between a non-productive and a productive system

e Provides Use-cases out of the box i :

Maximum Severity High
Cumulative Alert Score 700 Splunk R>
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WA

Introducing
Splunk® Security
for SAP® Solutions

= SAP Endorsed App
} Premium Certified
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What It Is

e Reduce business risk by carefully
monitoring, more accurately detecting and
rapidly responding to threats impacting
your SAP environments

e Expand attack-surface coverage by
including your SAP estate into Splunk
security analytics and operations
workflows

e Splunk natively integrates with SAP
Enterprise Threat Detection

Available on T SAP Endorsed App
SAP Store P Premium Certified
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Splunk Security for SAP Solutlo\ns

Value It Provides

Delivers immediate value for security and
SAP teams by providing:

Increased security visibility into SAP
applications and data

Correlation and analysis of SAP events and
alerts with other security-relevant data in Splunk

Pre-built, SAP-specific security dashboards,
KPIs and correlation searches

Risk-based alerting consolidating and
prioritizing threats by business risk

Additional capabilities to streamline
investigations and threat hunting = SAP Endorsed App
SAP Store

} Premium Certified




Splunk Security for SAP® Solutions

Common Use Cases

Compromised
Credentials/
Accounts

©

Ex. unusual use
of credentials to
move laterally
throughout the
SAP systems

Insider
Threats

EX. suspicious
use of access to
change configs
or exfiltrate data

Data Loss
Prevention

a
®

Ex. Protect
sensitive data
from internal as
well as external
threats

Compliance
& Auditing

Ex. Report on

change requests

& user activity

© 2023 SPLUNK INC.

Risk
Assessment

Ex. System
vulnerability &
attack surface

assessment

splunk>
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Solutions Overview

Splunk Security for SAP Solutions
SAP Enterprise Threat Detection

» Collect security-related information from your system landscape
* Normalize original data to the semantic data model of SAP ETD
+ Enrich the log data with context information

* Pseudonymize the user data

DATA SOURCES (Log Providers)

* SAP Netweaver + SAP Commerce
+ SAP HANA * SAP Sales & Service Cloud ‘
- SAPBTP - SAP S/4HANA Cloud S un -
* SAP Commerce » Third Party Systems
LOG TYPES
Security Audit Logs SOAP Based Web Services Logs

Read Access Logs / Ul Logs
HTTP Access Logs (Java)
Security Audit Logs (Java)
Security Log (Java)

HANA Audit Trail

SAP Cloud Platform Audit Logs

System Logs

Business Transaction Logs
HTTP Server Logs

RFC Gateway Logs

User Change Logs
Change Document Logs

SAREYZ YT\ N S AP SAP 4 B E hae®E

6 O
SAP NetWeaver® é%g% @ @ pant

Additional Security Data Sources

splunk>
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System Architecture

w Customer SAP
g Environment

Application Splunk Security for SAP Solutions

Logs

API REQUEST SH/ES SH

ALERTS
INTERFACE

Enterprise
Threat
Detection
CIM

R ovemts
_ events

Notables
Events Written to
Risk Index

f IDM / HF / IDX

ALERTS / TRIGGERING EVENTS

@ '=
Enterprise Security | @

SAP Endorsed App
Premium Certified

splunk>
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A \

Solution Demo

splunk >




x [ vowsesncor: x| [l SeveniSons x| [ Seechisohs x [ poseros . x  J OverdewiS; x| I Bocasmed s x  J togonwucee x| [ Secoriyor x ] mcidert o x| ] wemiason. x [l modertmen x| ]l Wecaneyes x4

aaw - @s DG :

. - -
R 3
.
At Cowrd by Scove
a0
-
i_
-
e
2000
e
e EH» n uw n me
HON Severtty Nens Madom Severtty Nem Low Severty Nerts.
B et o
ST 55 % )
— —~— ~
Aens by Acors Gassocaton of TNggered Events by Netwow I AGOess Yetator
g e
e
—— e
. —
rrem
bt G~
o -y -
e i
s . iveee e
- oI
| Ve e ooy -
- ey R
e e — - e
i iee [ e
nt - P e
——
e » b I SPR Y e S
et

R RTE


https://docs.google.com/file/d/1oYXZ0uKiB0NTJFeNFKZmH3Ww6ZrffPKQ/preview
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Recap

Proactive in Threat Analysis

Complimented with the goodness of

Enterprise Security

Reduced MTTD and MTTR

Reduced mean time to detect and respond
to threats with our out of the box risk
analysis built into Enterprise Security

O Enriched alerts with ETD’s
& | foundational data

Combined with 800+ security relevant use
cases and content from Splunk, Splunk
enhances the data




Key Takeaways

© 2023 SPLUNK INC.

Secure the “Black Box”

Splunk’s industry leading data analytics & security platform
now extends to the SAP application.

Bring application and infrastructure
security data & telemetry together

Use Splunk to see and act on SAP detections, correlated with other
security telemetry and conduct deep, end to end investigations

Secure SAP with Splunk today!

Contact your Splunk Account Manager. Learn how to
modernize SAP security monitoring and protection

splunk>



© 2023 SPLUNK INC.

Thank You!

| u, o N t splunk>




