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Critical Security Notes (September 2023)

Critical Severity (CVSS > 8.9) Security Notes Released

3320355 - [CVE-2023-40622] Information Disclosure vulnerability in SAP BusinessObjects
Business Intelligence Platform (Promotion Management)

3340576 - [CVE-2023-40309] Missing Authorization check in SAP CommonCryptoLib




3320355 - [CVE-2023-40622] Information Disclosure vulnerability in SAP
BusinessObjects Business Intelligence Platform (Promotion Management)

Released on: September 2023 Patch Day

Severity: Critical
Product Affected: SAP BusinessObjects Business Intelligence Platform (Promotion Management)

Impact: Complete compromise of confidentiality, integrity and availability

Vulnerabilities:

Information Disclosure — Critical
CVSS Score: 9.9;: CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:C/C:H/I:H/A:H

FAQ: 3350454

Workaround: Refer to Solution Section


https://me.sap.com/notes/3350454

3340576 - [CVE-2023-40309] Missing Authorization check in SAP
CommonCryptoLib

Released on: September 2023 Patch Day
Severity: Critical
Product Affected: SAP CommonCryptoLib

Impact: Complete compromise of confidentiality, integrity and availability

Vulnerabilities:

Missing Authorization check — Critical
CVSS Score: 9.8; CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H

FAQ: 3359808


https://me.sap.com/notes/3359808

Thank you.
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