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Critical Security Notes (May 2024)

Critical Severity (CVSS > 8.9) Security Notes Released
3455438 - [CVE-2019-17495] Multiple vulnerabilities in SAP CX Commerce

3448171 - [CVE-2024-33006] File upload vulnerability in SAP NetWeaver Application Server
ABAP and ABAP Platform




3455438 - [CVE-2019-17495] Multiple vulnerabilities in SAP CX Commerce

Released on: May 2024 Patch Day

Severity: Critical

Product Affected: SAP CX Commerce

Impact: Complete compromise of confidentiality, integrity and availability
Vulnerabilities:

CSS Injection Vulnerability — Critical
CVSS Score: 9.4; CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H

Remote Code Execution — Critical
CVSS Score: 8.8; CVSS:3.0/AV:N/AC:L/PR:L/UI:N/S:U/C:H/I:H/A:H

Workaround: None



3448171 - [CVE-2024-33006] File upload vulnerability in SAP NetWeaver
Application Server ABAP and ABAP Platform

Released on: May 2024 Patch Day

Severity: Critical
Product Affected: SAP NetWeaver Application Server ABAP and ABAP Platform

Impact: Complete compromise of confidentiality, integrity and availability

Vulnerabilities:

File upload vulnerability — Critical
CVSS Score: 9.6; CVSS:3.0/AV:N/AC:L/PR:N/UIL:R/S:C/C:H/l:H/A:H

Workaround: Refer to Solution section



Thank you.
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