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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 
Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service 
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related document, or to 
develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and functionality 
are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this presentation is not a commitment, 
promise or legal obligation to deliver any material, code or functionality.  This presentation is provided without a warranty of any kind, either express or 
implied, including but not limited to, the implied warranties of merchantability, fitness for a particular purpose, or non-infringement. This presentation is 
for informational purposes and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions in this presentation, except 
if such damages were caused by SAP’s intentional or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from expectations. Readers 
are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, 
and they should not be relied upon in making purchasing decisions.

Disclaimer
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Identity Access Management 

• Portfolio

Reference Architectures

• Authentication

• Identity Lifecycle

• Authorizations

Questions & Answers

Agenda



Identity Access Management
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What do we want to achieve?
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OWASP Top 10

- Access Control

- Identification

- Secure Design

…

Business needs:

- Fast deployment

- Easy to use

- Low costs

…

We must 
be secure! Security is 

effort!

Improved cybersecurity – lived by the business
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What’s now Identity Access Management?
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I got a user 
!

Identity Lifecycle

How users are being 
maintained, replicated, 

authorized from 
creation until deletion.

What’s now Identity Access Management?
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How does a common SAP Identity Lifecycle Process look like?

HXM action

Custom
Join / Move / Leave

Identity store

Access Request

Partner SolutionSAP Solution

Distribution
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Authentication

How clients securely 
authenticate to 

applications with as few 
interactions as possible.

Authentication
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Authentication

Single Sign-On Technologies
- SAML2
- OIDC
- X.509
- Passkey (FIDO2)

Good for 
frontends

Good for 
Microservices

Long available 
and proven 
but complex

Good for MFA 
and integrated in 

many devices
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Authorization

How authorizations are 
being maintained, 

analyzed and audited.

Authorizations
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Authorizations
Which authorization concepts do 

we use? And where?
And how do you achieve the least 

privilege principle?
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Authorizations

I derive & restrict 
ABAP roles 

decentral (RBAC)

My consumers 
authorize via 

user-attributes 
(ABAC)

My BTP app uses 
central managed 

policies

I’m, looking forward 
to use runtime-
attributes (time, 

country, device) to 
filter authorization 
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Authorizations

Authorizations are 
domain specific. 
ERP differs from 

CRM

Authorizations 
depend also on 

the used 
technology

The wish exists to 
manage 

Authorizations 
centrally.

The least privilege 
principle combined 

with new technologies 
evolves to new 
requirements
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Authorizations

What are the 
smallest common 

delimiters?

Domain & 
technology specific 

authorization 
definition!

Harmonized User –
Authorization –
Assignments !
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IAM Summary

Authentication

How clients securely 
authenticate to 

applications with as few 
interactions as possible.

Identity Lifecycle

How users are being 
maintained, replicated, 

authorized from 
creation until deletion.

Authorization

How authorizations are 
being maintained, 

analyzed and audited.



SAP Identity Access Management
Portfolio
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AUTHENTICATION AUTHORIZATIONIDENTITY 
LIFECYCLE

SAP Cloud Identity Services

SAP Identity Management SAP Access ControlSAP Single Sign-On

Identity Provisioning

SAP Customer 
Data Cloud / 

Platform

CUSTOMER ENTERPRISE USER

Public 
Cloud

On-
Premise / 

Private 
Cloud

Authorization ManagementIdentity Authentication

Identity Access Management – SAP Portfolio 2024

SAP Cloud Identity
Access Governance

SAP Secure Login Service

Identity Directory
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AUTHENTICATION AUTHORIZATIONIDENTITY 
LIFECYCLE

SAP Cloud Identity Services

SAP Access Control

Identity Provisioning

SAP Customer 
Data Cloud / 

Platform

CUSTOMER ENTERPRISE USER

Public 
Cloud

On-
Premise / 

Private 
Cloud

Authorization ManagementIdentity Authentication

Identity Access Management – Go to Portfolio  (2027+)

SAP Cloud Identity
Access Governance

SAP Secure Login Service

Identity Directory

Corporate IAM (3rd party)Corporate IdP (3rd party)
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SAP Cloud Identity Services 

SAP Cloud Identity Services are the default 
to authenticate and provision users in cloud 
solutions from SAP.

▪ Identity authentication 

▪ Identity provisioning 

▪ Authorization management

▪ Integrated through the common identity 
directory

The number of pre-integrated SAP solutions
that require SAP Cloud Identity Services will 
increase.

There is no need to separately license the 
usage of our services, when used with SAP 
cloud solutions. 

By default, we offer two tenants



Authentication
Reference Architecture
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Authentication
Reference Architecture

SAP Cloud Identity Services – Identity Authentication acts as SAP 
interface for SAML2/OIDC federation with Identity Providers.

SAP Cloud Identity Services – Identity Authentication acts as 
trusted anchor for the SAP applications in the landscape.

The Identity Directory stores the SAP users and access 
assignments – especially for SAP applications without an own user 
store (No credentials required in case of federation).

The SAP Secure Login Service for SAP GUI integrates seamlessly 
with SAP Cloud Identity to authenticate the user. The service issues 
short term X.509 certificates to authenticate via the Secure Login 
Client to SAPGUI applications.

https://discovery-center.cloud.sap/refArchDetail/ref-arch-cloud-leading-authentication


Identity Lifecycle
Reference 
Architecture
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SAP SuccessFactors acts as source for Employee 
data.

SAP Fieldglass acts as source for Contigent Worker 
data.

Identity Management solution derives Identity from 
Workforce. 

SAP Cloud Identity Services receive the derived 
Identity and act as a single integration point for 
Identity Access Management.

SAP Cloud Identity Services – Identity Directory and 
Identity Provisioning act as store and replication 
tool together.

SAP Authorization Management Service manages 
policies for new BTP apps.

SAP Cloud Identity Access Governance offers 
additional riks & access governance features.

Identity Lifecycle
Reference Architecture

https://discovery-center.cloud.sap/refArchDetail/ref-arch-cloud-leading-identity-lifecycle


Authorizations
Reference 
Architecture
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Authorizations
Reference Architecture

Most applications define authorizations internally 
because authorizations are domain specific.

Aim for central user assignment to roles and groups in SAP 
Cloud Identity Services.

New SAP Business Technology Platform applications 
leverage the Authorization Management Service for 
central policy derivation.

SAP Cloud Identity Access Governance identifies and 
mitigates business risks in access and user assignments.

The SAP Cloud Identity Services provide through the 
Identity Directory the baseline for central Identity Access 
Management for SAP.

https://discovery-center.cloud.sap/refArchDetail/ref-arch-cloud-leading-identity-lifecycle-authorizations
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Further Information

CIO Guide 2024

• CIO Guide

IAM Strategy (blog posts)

• IAM Reference Architecture – SSO

• IAM Reference Architecture - Identity Lifecycle

Reference Architectures

• Discovery Center Security Reference Architectures

SAP Cloud Identity Services

• SAP Cloud Identity Services

• Community

• Roadmap

https://www.sap.com/documents/2018/05/38ce7d25-067d-0010-87a3-c30de2ffd8ff.html
https://help.sap.com/docs/cloud-identity/system-integration-guide/single-sign-on-hybrid-authentication-with-single-sap-cloud-identity-services-tenant-and-sap-sso?locale=en-US
https://blogs.sap.com/2021/09/27/identity-lifecycle-sap-reference-architecture-for-identity-access-management-part-1/
https://blogs.sap.com/2021/09/24/single-sign-on-sap-reference-architecture-for-identity-access-management/
https://help.sap.com/docs/cloud-identity/system-integration-guide/identity-lifecycle-with-sap-human-experience-solutions?locale=en-US
https://discovery-center.cloud.sap/refArchCatalog/?category=security
https://roadmaps.sap.com/board?PRODUCT=67837800100800007337&PRODUCT=73555000100800000425&range=CURRENT-LAST
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Feedback! 
Questions?



Contact information:

© 2024 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/ legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.

Thank you.

Gunnar Kosche

gunnar.kosche@sap.com
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