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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this
presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided
without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithness for a
particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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What does day 2 mean?

D O Planning / design /
ay evaluation / purchasing
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What does day 2 mean?

D 1 Implementation / deployment /
ay configuration / integration / testing
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What does day 2 mean?

D a 2 Observability / troubleshooting /
y security & compliance / optimization
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Overview of webcast series




Mastering Day 2 Operations in SAP BTP

Public

Feb-25: SAP Cloud ALM for SAP BTP

Mar-11: Terraform provider for SAP BTP — Real world setup scenario
Mar-20: Survive brownfield Terraform projects with Terraform Exporter for
SAP BTP

Mar-27: Observe your SAP BTP apps at depth via SAP Cloud Logging

Apr-03: SAP BTP Ops Automation with SAP Cloud ALM

Apr-10: Exploring SAP Automation Pilot: Kickstart your ops automation

Apr-15: Enhanced remediation actions for your SAP HANA Cloud with
SAP Automation Pilot

Apr-23: Inspiring technical ops automations with SAP Automation Pilot

Jun-12: SAP BTP HA/DR: Overview and Roadmap
Jun-17: Best practices to enable Identify and Access Management

Jun-26: Secure configuration for your SAP BTP services:
An overview of SAP Security Recommendations

<Date>
e+ <Topic>



SAP BTP Guidance Framework




If you are new to the topic, check out the SAP BTP Guidance Framework

Guidance for
architects

SAP BTP

Guidance
Framework

Integration architecture guide &
Extension architecture guide &

practices.

Guidance for
developers

Decision guides

SAP BTP Developer’s Guide @

Methodologies
WHATISIT? SAP Integration Solution Advisory Methodology &
SAP BTP Guidance Framework SAP Application Extension Methodology &
is your compass for architecting, SAP Data and Analytics Advisory Methodology @
implementing, and operating
enterprise-grade solutions on
SAP BTP. It provides a central Reference architectures
aCFeSS point for dedsb” SAP BTP reference architectures & | SAP BTP solution diagram design repository @
guides, reference architectures, Business process blueprints &
methodologies, and many best

Guidance for
I administrators

SAP BTP Administrator’s Guide &

DevOps

DevOps with SAP BTP &

Recommendations

Security recommendations &

SAP Discovery Center ¢ | Learning and enablement @ | Community &

o0
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Day 2 ops topics —
Administrate & operate the platform

Administratio
operatic

N
N Sl



SAP BTP Administrator’s Guide

SAP™ HelpPortal

Home > SAP Business Technology Platform (SAP BTF) > SAP BTP Administrator's Guide > SAP BTP Admini

SAP BTP Administrator's Guide es=

121« +y Favorite e Downlozad PDF () Feedhack 3 Share »

SAP BTP Administrator's Guide

Learn about the SAP BTP Administrator's Guide and how you can use it to plan and set up your landscape and your lifecycle management for running applications on SAP
Business Technology Platform (SAP BTP).

. . Was this page
Is This Guide for You? helpful?

hitect or a development proje:
of governance and compliance fo

f you're an SAP partner, this guide helps you to set up SAP BTP for running production services for your customers.

your development project. In this case, use the SAP BTP Developer's Guide.

« Available in SAP Help Portal
— Fka Best Practices for SAP BTP guide
» Provides generic SAP BTP information:
— Basic platform concepts
— Shared responsibility model
— Checklists
» Contains detailed planning section (day 0): ”
— Governance model
— Account model
— Security and compliance model
» Covers further aspects around lifecycle management:
— Deployment and delivery (day 1)
— Operations (day 2)

11


https://help.sap.com/docs/btp/btp-admin-guide/btp-admin-guide

Administrate & operate the platform: Example for an account structure

Manage global account

Global Account
Corporate

Type: Global Account

. . | ‘Use of
Directories l/ J, ¢ directories

Finance Sales Shared

Owner: DL Fin Adm Owner: DL Sal Adm USG Of Iabels
Cost Center: 4711 Cost Center: 4712

Owner: DL IT Adm
Cost Center: 4713

Assignment of ‘

Subaccounts ‘ _
entitlements

N

Finance_Dev

Type: Subaccount
Provider: AWS
Region: eul0
Environment: CF

Public

l

Sales_Dev

Type: Subaccount
Provider: Azure
Region: eu20
Environment: CF

\ 4
Sales_Test

Type: Subaccount
Provider: Azure
Region: eu20
Environment: CF

l

Sales_Prod

Type: Subaccount
Provider: Azure
Region: eu20
Environment: CF

L

HANA_PROD

Type: Subaccount
Provider: GCP
Region: us30
Environment: CF

12



Administrate & operate the platform: Terraform Provider for SAP BTP

Mar-11: Terraform provider for SAP BTP — Real world setup scenario
** Mar-20: Survive brownfield Terraform projects with Terraform Exporter for SAP BTP

Big ecosystem
with >3k providers for various technologies

Terraform Provider for SAP BTP and platforms, Terraform is the industry
standard for infrastructure-as-code

Automated setup

and deletion of SAP BTP subaccounts and
services instances with the Terraform CLI

Enables governance

of large SAP BTP (and non SAP BTP)

For SAP BTP: Manage Global Accounts, Directories and Subaccounts — lanascapes

set entitlements & subscriptions — manage environments (Cloud Foundry,
Kyma) — manage service instances & bindings, trust, user & roles

Public 13



Administrate & operate the platform: Cost transparency

Monthly usage as percentage of cloud credits + trend

Total usage =—p

& SAP intermal - BTP C5P Landscape

Global Account: SAP Internal - BTP CSP Landscape - Cost and Usage Analytics

fccout 1D CABOZ S5460TIDOSO00000T4 1455008
Actourit Type: CUSTOMER

Cortract Curvency: USD

Usage Billing.

[0 Show only sendces with charged usage

-

Subaccou

Al @

Product Service Plans List Price (Estimabed) (T)
. N Product: B0081
BOOTE4S  Alers Motification - Standard 0.00 USD oot Baneias
l Charged Usage: 1801 users
E004TEE AP Management - AR Managem 0.00 USD I
B011059 Automation Pilat - Fres 00D UsE
BO0BB4T  Automation PAOT - SIANGS 0.00 USD Subaccounts ()
BO003EL Banctwioth - Bandwidth 000 USD
» Subiccount Name

BO11060  Business Application Studio - Free  0.00 USD

69 HAMA Cloug
08153 Business Application Studio - stan. 200.00 USD

& Exension Suite Adopeion Play
BO11138  Cloud Foundry Runtime - Free 0.00 USD

BO0BEIT Ciowd Foundry Runtime - Standard  2.583.91 USD

BO04158 Cloud Pormal Service - Saandand 0.00 USD

Business Application Studio - standard-edition =
View By: | Charged Usege v -
W Cracped Uige £
B Estrmates Charprd Uiags =

50

Fel 2003

D) SAP Buld

@ IrtegrationWorshop

Tetal: 105,501,539 USD

U e

Biling Mo

Cloud Platform Enterprise Agreement (D)

Cloud Credn Usage: (1)

& ouve exteeded your cloud credit limit

120 8%

Business Application Studio - standard-edition

Path

GOATTAD5-1B6S-4126-De05-BESAN 06
diba55ai.delodaln-Albde 55621625
O04T7025-BE0-4478-$o05-885807 208

4Ib455el-delo dalv-Blbd e STE21E25

Labeiy
§ labets
4 labsts
5 labets

3 abeds

Sep

Maonthly Usage (T)

/\

® g @ kKR

Export | +

Maonthly Usage Trend (T)

< 419 > I% %
Jan 2024
0l =
Search
Search Clear Fitiers
*
&
<
Search i ]

oa

Usbge Lt Prace (Entimated)

145 usen 2042 USD

[
e
®

users 3208 USD

-
a

users 282 USD

D42 veers  SB3USD

Pon e

o

a
—

Public

Usage per service

14



Administrate & operate the platform: Internal cross charging

= SAP SAP BTP Cockpit

Global Account: Orbit - Costs and Usage

Export
W Boosters
B Account ID: 3215d59841-df5df48df-4sdfsdfg Cloud Platform Enterprise Agreement
m
ount Type: CUSTOMER Overall Usage: @ Monthly Usage: @ Usage Trend: ®
B > EUR <0.4 I
- . s allalmnn.il
© L EU March 2023 Apr 2022 March 2023
W d Usage Actual U Bill
ra : I Ol
Directory/Subaccou g
All @] | At v | | Previous month |[LifeCycle: DEV_ x|[Proj POC 2
Name Path Service plans Environment Provider Region Labels List Price =
@) Finance-Al-POC Finance Department/ Multi-Environment Amazon Web Services (AWS) US East (VA) - Staging v >
© Finance-Dept-Dev Final A ( Ama US East (VA) - Staging v 3 EUR >
© HR-Dept-Dev HR Department 1 Ami US East (VA) - Staging >
6,471.30 EUR
Total
@ Fi Dept-Dev
View by. 210 A
List Price S40745
W List Price C )
% Predicated List Price o
@ Help and Support e g e o0 0 0
&  Useful Links . é
§  Legal Information e ugus tembe ctober November ecembe: iar Febr Gt
Public

» Split costs by directory,

subaccount or label

Cost distribution for shared
services provisioned from
central subaccounts
(e.g. SAP Integration Suite,
SAP HANA Cloud,
SAP Build Work Zone):.
— Apply fixed rate,

e.g. per user or per app

— Implement custom metering
e.g. via APl management, usage
analytics, resource monitoring

15



Administrate & operate the platform: High Availability & Disaster Recovery

>

High Availability

High availability refers to a service's ability to remain
operational and accessible for users with minimal
downtime and interruption.

- Prevent the loss of service in first place.

N

Disaster Recovery

Disaster recovery refers to the processes put in place to
restore and recover to an operational state following a

disaster.
—> Protect applications/services from unwanted data loss.

High Availability is intended to handle problems while a system is running
whereas Disaster Recovery is intended to handle problems after a system fails.

16



Administrate & operate the platform: Setup with multiple availability zones

Runtime Environment
A \ A \ A \
[AZ1 ; (AZ2 ‘. [ AZ3 ;
1 1 1 | 1 1
4 4 4

E App Instances i E App Instances : E App Instances :
1 (active-active) : 1 (active-active) : 1 (active-active) :
1 1 1 1 ! 1
! S S 1 ! § s 1 ! § * 1
! 1 ! 1 ! 1
! 1 ! 1 ! 1
1 1 1 1 1 1
1 1 1 | 1 1
1 1 1 1 ! 1
| . 1 I \ | 1 \. |
! 1 ! 1 ! 1
! 1 ! 1 ! 1
1 - - = . 1
1 1 1 | 1 1
1 1 1 1 ! 1
1 1 1

: Primary DB i : Secondary DB i : :
1 (active-passive) : 1 : 1 :
1 1 1 | 1 1
1 Replication 1 1 1
1 1 1 1 I 1
! 1 ! 1 ! 1
! 1 ! 1 ! 1
1 % 1 1 % 1 1 1
1 1 1 1 1 1
\ 7 \ /

____________ é_ -—— e - - - - - e e - - e - - - - - _A_ -—— e - - - - - \\ -—— e - - - - - _é_ -—— e - - - - -

_____________ ¥ e e Y e
1

: Low Latency Network :
____________________________________________________________________________________________________________ 1

Jun-12:
:* SAP BTP HA/DR: Overview and Roadmap



Administrate & operate: automate recurring technical ops tasks

NP

SAP Cloud ALM

DevOps / SRE / project team

Y

D

r

L

SAP Automation Pilot scheduler

SAP Alert Notification

service

Ops platforms / services

Web hooks

Public

SAP Automation Pilot

HTTP operations,
SAP BTP/CF
commands, ...

GenAl-based
Content Generation
Assistant

Commands you
designed for
specific needs

4 N\
SAP BTP resources, runtimes & services

® = & .

SAP HANA SAPCloud  SAPIntegration
Cloud Transport Mgmt Suite

@ SAP BTP sub-domains,
X roles, etc.

T

@wm neo D

CLOUDFOUNDRY Yy,

3rd-party ops tools

(cTTTE T N N TR 3
!
| Dynatrace | | Jenkins . |
! ) )
[ . L N, L . ’
OtherAPIs ¢ >
i [SAP HANA Cloud!

_____________ ;i _SQtqueries ]

=
o
Q

=}
<

T
3
—
o
>
3

C oo oo -----o--

Apr-10: Exploring SAP Automation Pilot: Kickstart your ops automation
cee . Apr-1s: Enhanced remediation actions for your SAP HANA Cloud with SAP Automation Pilot
& Apr-23:Inspiring technical ops automations with SAP Automation Pilot
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Demo




Day 2 ops topics —
Security

Security &
compliance




Secure your SAP BTP apps and environment: SAP security recommendations

Component Priority
| Fitter: [No i |Fitter: [No
{Selection] Vi iSelection] V!
|
Filter Values 1 [[] Select All
[] Select All [] Advanced
ABAP D Critical
D Environment D None

] Application [ ] Recommended

Logging Service

Application
[ Router

Authorization
and Trust

O Management
Service

[ ] Automation Pilot

Business Rules

O Capability
[] Cloud Connector

N Cloud Integration
Automation

Jun-26:

Public

Secure Operations

Map
Organization
|Filter: [No ;
| Selection] \ &
------------------------------ Process
Filter Values
[] Select All
Application
] Audit & Fraud PP
Management
Authentication &
O Single Sign-On System
[] Awareness
[] Client Security Environment

Custom Code
L Security

Data Privacy &
D Protection

[] Network Security

[[] None

Regulatory
[] Process
Compliance

Getting an overview on the Secure Operations Map

Awareness

Regulatory Process
Compliance

User & Identity
Management

Security Hardening

Network Security

Authentication
& Single Sign-On

Risk Management

Security Governance

Data Privacy &
Protection

Secure SAP Code

Operating System
& Database Security

Roles &

Authorizations

Audit &
Fraud Management

Custom Code
Security

Security Monitoring
& Forensics

Client Security

SAP BTP Security Recommendations | SAP Help Portal

Secure Operations Map | SAP Support Portal

v Secure configuration for your SAP BTP services: An overview of SAP Security Recommendations
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https://help.sap.com/docs/btp/sap-btp-security-recommendations-c8a9bb59fe624f0981efa0eff2497d7d/sap-btp-security-recommendations
https://support.sap.com/en/offerings-programs/support-services/security-optimization-services-portfolio.html?anchorId=section_1784311506

Administrate & operate the platform: Identity and access management

SAP Cloud Identity Services are the default services for authenticating and provisioning users in cloud solutions from SAP:

Public

Identity Authentication
Identity Provisioning
Authorization Management

Integrated through the
common ldentity Directory

r

SAP Cloud Identity Services

Applications

-
SAP business apps

&F&

~N

e - N\ - e N\ N
Identity Identity M Identity 7. Authorization
<" Authentication Provisioning Directory ¥ Management
Authentication 2y lEeEe Central user store Authorl;atlon
management service
Identity Manage -
federation groups & roles Sl pelices
\. J \U L /J \U J
Corporate IdP Corporate User Store
S Q - S S
Microsoft 3 party IdP SAP NetWeaver Microsoft LDAP
ADFS/ Entra ID AS for ABAP ADFS/ Entra ID

22



Administrate & operate the platform: SAP Cloud Identity Services

- Fast adoption of SAP solutions through out-of- - N
the-box integrations (bundles) @ Z7etP
. . . . — R Hner f SAP Cloud Identity Services
« Rapid scenario extensions with optimized SAP |
connectors g - U' _____ D R N — QWA - - -5+~ SAP Cloud
E Rp : Solutions
« Reduced efforts for point-to-point connections |  Application Ciients Au,:,‘?,,‘}}'c‘a’t,o,, & L
: Mobile or Desktop Identity »
. . . Provisoning SAP On-Premise
« Modular architecture with fast adoption P L o
: ------- SAML / OIDC SRl
« SCIM-compatible integration with 3™-party : p 8 w &= , _
. . . : 3rd a? ldc?my provider / : Cloud
identity management solutions | e D';’r::;‘gy Anbaeon \ ¥ ievor 8
1 L ) : f
« Only one provisioning target for the - : i \ :
SAP cloud landscape i 1] s o ¢ T | ¢ :
R X.509 for SAP GUI
.« . . : SAP Secure Login SAP Cloud Identity SAP BTP application
® Optlmlzed Connect|V|ty for : Service for SAP GUI Access Governance | | [ [T7777
SAP BTP applications \ J

Jun-17:
** v Best practices to enable Identify and Access Management
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Day 2 ops topics —
Manage your apps’ lifecycles




Manage your app’s lifecycle: Enable your dev teams to benefit from DevOps

Public

4 N
9 DEVELOP: Developers create changes and push

them to a central source code repository —

which then triggers a pipeline run, to build and

qualify them and to deploy them on DEV

N -
—ap— A — = —emp— o —ed—
Developer
SAP Business Git-based
Application Studio repository

Lt amw

Development environment

€ SET UP YOUR PIPELINE: Set up your CI/CD pipeline in
minutes, using SAP’s ‘Pipeline-as-a-Service’

r

O OPERATE: For central change and deployment mgmt and
central observability, integrate SAP BTP DevOps services into
SAP’s strategic operations platforms, such as SAP Cloud ALM

y)
-9 N\=k— &
SAP Cloud ALM

SAP Cloud SAP Automation

SAP Alert .
Logging Pilot service

Notification
service

Use then those local observability services, such as by
subscribing to events from relevant third-party event providers
and by analyzing log data; reduce manual efforts by automating
technical operation tasks

Production environment

9 DELIVER: For the propagation of qualified changes towards the
runtime, pipeline triggers a standardized transport and change
mgmt. process — for additional control and to optionally
centrally synchronize changes Irom different environments

. Qs . (OB

SAP Continuous 4

@ Integration and Delivery SAP hﬁ;zgggr;:znnipon @ @
DEV PRE_PROD PROD

\ J\\

\
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Manage your app’s lifecycle: Develop and build

SAP” Help Portal

SAP BTP Developer’s guide
* Available in SAP Help Portal
« Complements the SAP BTP Administrator’s guide

Y7 Favorite Sr Downioad FDF 2] Feedback o Share »

SAP BTP Developer's Guide

v AP BTP de

The SAP BTP Developer's Guide is the starting point for developing a business application on SAP BTP. It contains recomm: ns and best practices that give you an

overview of what you should consider when working on development projects on SAP BTP. It also contains links to step-by-step instructions when required.
P BTP
> Deliver . .
Is This Guide for You?
> Runand Scale
> Programmi | specifics If you're an architect or a development project lead, this guide helps you plan the architecture of your application and the services on SAP BTP you can to use to Was this page

achieve your goal helpful?

» Covers relevant aspects and best practices for teams J
developing on SAP BTP, on both programming models

@ Note

O Note

— SAP Cloud Application Programming Model (CAP)

information in this guide is useful. Check out the following page for more details about trial accounts:

I you're a developer, this guide helps you define the correct and tools for your prent project

istrator, you have to set Up the correct organizational structure to creating an account and security model. In this case, use the S

0 want to run and use applications in a production environment. If you're an SAP BTP trial user, you might still find that some:

tial Accounts and Free Tier. Please note that the services
available in the trial version differ from the ones in the enterprise version.

Explore: identify business
opportunities and set up
roles + responsibilities

ian: Run & scale: get constant Prerequisites
Des'lgn- U teChn0|ogy feedback, Optimize your . I
design

SAP BTP is a cloud platform that brings together application development, automation, data management, analytics and planning, integration. and Al capabilities into
apps, operate onsunfea eniorment optiizea or SAP appcaons.  ofters

= Anintuitive, modern development enviranment for both, professional IT and citizen and business developers,

= Built-in data madels, integrations, workflows, app templates, and Al business services

= Self-sevice data discovery. modeling, planning, and analytics for business users in a governed environment

= SAP BTP Guidance Framework

This is the central access point for architects, developers, and administrators to build and run enterprise-grade solutions on SAP BTP. It comprises decision guides

reference architectures. methodologies, recommendations, and DevOps principles

Pllsasic Platform Concepty

Contains regions, runtimes, accounts, members, quotas, capablities and links 1o in-depth explanations,

ed Checklist

Explains your responsibilities and SAP's responsibilities when it comes to application lifecycle management

= SAP BTP Administrator's Guide

This guide helps you plan and set up your landscape and your lifecycle management for running applications on SAP Business Technology Platform (SAP BTP). It's

Discover: identify required Deliver: set up your

Framework an;

ains recommendations for planning development project
g applications.

— from setting up the correct organizational structure to
creating an aceount and security model, 1o ope

use cases, understand landscape and select the

Helps you turn your data into business value with SAP BTP. In the SAP Dis

available technology right development model

e

d-to-end scenarios, called missions, the Service Catalog of

Public 26


https://help.sap.com/docs/btp/btp-developers-guide/btp-developers-guide

Manage your app’s lifecycle: Deliver

Public

/SAP BTP

................................................................................

Change and Deployment Mgmt for hybrid

L N sSAP Cloud ALM

.............

|transpg

..............

Your private cloud / data center

...................................................................................................................

.................................

.............................

.
s .
.
s .
.
s .
.
s .
s .
. .
s .
.

DEV account §PRE-PROD account

A 4
cl i3] Cloud Transport Mgmt
PROD account

.....

.
e eecsesecsestcsessessesecsessesetsessesccsessessssessesstscssessssnnns Secseose

....................................................................

.............

..............

........................................................................................................

CTS/CTS+ ]

| | l
() (O (O

DEV PRE-PROD PROD

........................................................................................................
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Manage your app’s lifecycle: Problem detection & resolution for SAP BTP

Problem detection Problem resolution

Central observability Local observability

Unified monitoring, alerting and Use case specific root cause
analytics approach to reduce analysis approach to reduce
meantime to problem detection meantime to problem resolution

m m‘ e.g. SAP Cloud Logging Service or
SAP Cloud ALM SAP Focused Run SAP Automation Pilot
Telemetry data
N

Context-sensitive navigation
and/or API integration

4 )

( . ( . )

Platform as a Service Software as a Service
SAPBTPservices [, il Your apps WBTP sAPHANACloud @0 €% SAP Integration Suite
& () Kyma Neo sAP Analytics Cloud (& L3 SAP Datasphere
CLOUDFOUNDRY yt v

N\ J N\ J
- J
Public This presentation and SAP‘s strategy and possible future developments are subject to change and may be changed by SAP at any time for any reason without notice. This document is provided without a 29

warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular purpose, or non-infringement.



Manage your app’s lifecycle: SAP Cloud ALM for Operations

i .7 Fieldglass Q{)f Y S/AHANA —_— Wit

. 7 Business Network
=17 Ariba SAP Cloud ALM &5 SuccessFactors

Business Service Management
. o Alert
. Business Process Monitorin .
Metrics g Management Tickets
Config Integral\t/:ggii) E):éeption Tasks
Items Notification
Synthetic User Monitorin Management -
Log J g Intelligent & AENE
Entries Real User Monitoring Event
Processing : Chats
T ] o Operations
races Job & Automation Monitoring Automation Operation
- - - Flows
Configuration & Security :
Analysis Analytics &
Alerts — External API Raw Data
Health Monitoring Management
Analytics & Intelligence

Inbound
Integration

Problem
Routing

Feb-25: Product agnostic but open for non-SAP

Outbound
Integration

Problem
Resolution

Problem
Detection

Puble Vv SAP Cloud ALM for SAP BTP Product specific but open for non-SAP %




Manage your app’s lifecycle: App-specific debugging with SAP Cloud Logging

SAP Cloud Logging service —— S —
« Comprehensive observability solution based on logs, metrics, traces — T o

serves app developers + operators to analyse their SAP BTP workloads
« Next gen logging solution beyond SAP Application Logging (deprecated)

Hinghnnn

Key Capabilities | E _—
» Dedicated support for SAP BTP runtimes (Cloud Foundry / Kyma) — T T

smooth data ingestion + pre-built analytical dashboards
» Support for OpenTelemetry (logs, metrics, traces) + other protocols b
» Advanced data processing & customization:

— Alerting and anomaly detection

— Configurable data & retention management :

— Customizable content & access management - LU DL

Mar-27
** v Observe your SAP BTP apps at depth via SAP Cloud Logging 2



Manage your app’s lifecycle: interplay of central and local observability

Public

= EI7 Real User Monitoring = EI7 Real User Monitoring @ L] 2] =0 &
( ( ( ( ( = @0
@ (] | @ services lage @
E E Q e o
O -
@ ®
Request Ty
I} Type o
- AP . L‘_
& wTes - - a
8 I . @
@ =8~ o] ®
= =
Gy

Problem detection
Central observability

SAP Cloud ALM

HORIZONTAL

F>PO0—-mc<

a765494f503d746eab899fceb5c747e4

sPeseass0MBasonansTAes [

Problem resolution
Local observability

i

SAP Cloud Logging

mo»>»o -
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Manage your app’s lifecycle: automate recurring technical ops tasks centrally

Target: Execute corrective actions initiated by

SAP Cloud ALM events
Y SAP
SAP Cloud ALM Automation Integration with SAP Automation Pilot

Pilot * Relevant for SAP Paas$ or SAP Saas$ landscapes

* Intended for DevOps and app management organizations

Alert
Management Tickets

IENS

Notification
Management

Operations
Automation

External AP Integration with SAP Build Process Automation

M t ’ i
anagemen SAP Build * Processes: Intended for semi-automated workflows
| Process including approval steps

Automation « Automations: Intended for fully automated task execution
Resolution Integration

* Intended for application management organizations

Apr-03:
-« SAP BTP Ops Automation with SAP Cloud ALM 33
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Summary




Our webcast topics along the lifecycle

Plan your toolchain .
Trigger transports orchestrated SAP Cloud Transort
Automate and processes for an by change mgmt, approve the m +
boardi f Terraform agile lifecycle with release to production
onboarding o right level of control
new teams
Trigger the
m deployment per
feature

Technical Ops
Automation

HA/DR
‘ De\rf‘ 03
r@\,
SAP Cloud ALM SAP Cloud t
. F o= e B Logging
Securlty ‘ = En service Q
4, P —— SAP
== == Automati e
oo K&
Operate &

monitor your app

Automatically L

provision (and de- Use retrospectives to identify
TerralorM - ommission) test candidates for further optimization

environments

35
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Mastering Day 2 Operations in SAP BTP

* Feb-25: SAP Cloud ALM for SAP BTP

» Mar-11: Terraform provider for SAP BTP — Real world setup scenario

00 » Mar-20: Survive brownfield Terraform projects with Terraform Exporter for
S ,b‘o SAP BTP
O o
§} R § » Mar-27: Observe your SAP BTP apps at depth via SAP Cloud Logging
'5) P? * Apr-03: SAP BTP Ops Automation with SAP Cloud ALM
\ » Apr-10: Exploring SAP Automation Pilot: Kickstart your ops automation
» Apr-15: Enhanced remediation actions for your SAP HANA Cloud with
SAP Automation Pilot
* Apr-23: Inspiring technical ops automations with SAP Automation Pilot
Management » Jun-12: SAP BTP HA/DR: Overview and Roadmap
of your ap . .
lifec cle » Jun-17: Best practices to enable Identify and Access Management
y » Jun-26: Secure configuration for your SAP BTP services:

An overview of SAP Security Recommendations
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Thank you.

Contact information:

Boris Zarske
boris.zarske@sap.com | LinkedIn

=7 Bring out your best.
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