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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service

or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related document, or to
develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and functionality
are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this presentation is not a
commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided without a warranty of any kind,
either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular purpose, or non-infringement.
This presentation is for informational purposes and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions in
this presentation, except if such damages were caused by SAP’s intentional or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from expectations.
Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.



What is the Security Audit Log (SAL)?

“The Security Audit Log is a tool designed for auditors who
need to take a detailed look at what occurs in the SAP
System. By activating the audit log, you keep a record of
those activities you consider relevant for auditing. You can
then access this information for evaluation in the form of
an audit analysis report.” -source: sap Help pages

* Introduced in SAP R/3 4.0B
* Originally designed for audit purposes

* Now a valuable tool for security analysis and forensics




Event and Log Categories for Audit Logs

Configuration Application
Changes compliance

Log
Categories

m Evidence of compliance & threat identification

Used By Auditors, Compliance and Security Experts

Tamper Proof Yes

Security DPP related

] No
performance

Frequent Data
Access

Long Data Yes No Yes Yes
retention




Events for the Security Audit Log

19.05.2025 Dynamic List Display 1
Display Security Audit Log Event IDs (214 Entries)

Area|Event IDs|Message text Audit Class Severity)
AU |AUO Audit - Test. Text: &A Other Events Low
AU |AUL Logon successful (type = &A, method = &C) Dialog Logon Medium
AU |AU2 Logon failed (reason = &B, typ e= &A, method = &C) Dialog Logon High
AU |AU3 Transaction &A started. Transaction Start |Low
AU [|AU4 Start of transaction &A failed (reason = &B) Transaction Start High
AU |AUS RFC/CPIC logon successful (type = &A, method = &C, context = &D) RFC/CPIC Logon Low
AU |AUb RFC/CPIC logon failed (reason = &B, type = &A, method = &C, context &D) RFC/CPIC Logon High
AU |AU7 User &A created. User Master Changes|High
AU |AU8 User &A deleted. User Master Changes|High
AU |AUO User &A locked. User Master Changes[Medium
AU [AUA User &A unlocked. User Master Changes|Medium
AU |AUB Authorizations for user &A changed. User Master Changes|Medium
AU |AUC User Logoff Dialog Logon Low
AU [AUD User master record &A was changed. User Master Changes[Medium
AU |AUE Audit configuration changed System Events High
AU [AUF Audit: Slot &A: Class &B, severity &C, user &D, client &E, &F System Events High
AU |AUG Application server started System Events High
AU |AUH Application server stopped System Events High
AU |AUI Audit: Slot &A: Inactive System Events High
AU |AUJ Audit: Active status set to &l System Events High
AU |AUK Successful RFC call &C (function group = &A) context = &D RFC Function Call Low
AU |AUL Failed RFC call &C (function group = &A) context = &D RFC Function Call |High
AU |AUM User &B locked in client &A after errors in password checks Dialog Logon High
AU [AUN User &B unlocked in client &A after entering wrong password Dialog Logon High
AU [AUO Logon failed (reason = &B, type = &A) Dialog Logon Medium
AU |AUP Transaction &A locked Transaction Start |Medium
AU [|AUQ Transaction &A unlocked Transaction Start [Medium
AU |[AUR &A &B created User Master Changes[Medium
AU [AUS &A &B deleted User Master Changes[Medium
AU [AUT &A &B changed User Master Changes|Medium
AU [AUU &A &B activated User Master Changes|High




Recent updates to the SAL

Optimization especially for database-based audit log

Event statistics as an overview introduction to the audit (in RSAU_READ_LOG/SM20)

p

E o O

Time Restrictions
From Date/Time

To Date/Time

17.83.2025 23:59:59

Standard Selections

Selection Type Dynamic selection (detail selection) v
Instance Name =3
Client =3
User o
User Group (Auth.) o
Terminal =3
Transaction Code =3
Program o
Extended Passport (EPP) o

Text in the Message

[(JFind by transaction context instead of trigger position

Selection by Individual Events

Events (Audit Messages)

Select Data Source

Ovoad file-based log data (default data DIR_AUDIT)

[JLoad file-based log data (manual selection)

Name of Audit Directory

File Name Pattern /

Load log data from the database

Display Options
(®) Statistics data only
(O ALV Classic

O ALV Grid

Evaluation of Security Audit Log

Period Requested 16.03.2025 00:00:00 - 17.03.2025 23:59:59

Server Idciyi3 Idai2yia Idaiayi3 Idai1yi3 u017902

Events Read

- Critical 225.134

- Severe 182.954

- Other 6.208.379

o o vmyew B @) [T (8 (== B| =~

Object ‘ Object Description Number Percentage

AUK - Successful RFC call &C (function group = &A) context = &D 5.491.183 82,99

DUI - RFC callback executed (destination &A, called &B, callback &C) 392.896 5,94

AUL - Logon successful (fype = &A, method = &C) 181.384 2,74

DU9 - Generic table access call to &A with activity &B (auth. check: &C ) 147.860 2,23

CUZ - Generic table access by RFC to &A with activity &B 137.623 2,08

AUZ - Logon failed (reason = &B, typ e= &A, method = &C) 80.318 1,21

’ BU4 - Dynamic ABAP code: Event &A, event type &B, check total &C 62.349 0,94

CUI - Application &A started 48.085 0,73

FUY - ABAP-based GAF call: Method &A called for &B with result &C 28.217 0,43

AU3 - Transaction &A started. 13.440 0,20

Instances  ldciyi3_v13_33 2.342.349 35,40

Idai2yi3_Y13_33 1.565.072 23,65

Idai3yi3_Y13_34 1.530.487 23,13

Idailyi3_Y13_33 1.178.612 17,81
u017902_Y13_32 232

Programs SAPMSSY1 6.172.835 93,29

RSBTCRTE 157.252 2,38

RSM13000 75.290 1,14

SAPMHTTP 72.152 1,09

RS_AUNIT_SBOX_CLASS TEST_INT 62.856 0,95

RSUSR100N 28.195 0,43

SAPLSMTR_NAVIGATION 11.244 0,17

R_JR_BTCJOBS_GENERATOR 7.433 0,11

SAPMSYST 5.613 0,08

ISLM_REPOSITORY_SRV 2.566 0,04

Transactions 6.347.651 95,93

5000 245.773 3,71

SESSION_MANAGER 12.044 0,18

SE09 2.340 0,04

SEU_INT 2.188 0,03

SE24 2.007 0,03

SE38 1.103 0,02

SE16 563 0,01

INFOOCX 464 0,01

SE11 382 0,01

a



Recent updates to the SAL

Optimization especially for database-based audit log
Volume Statistics in RSAU_SELF CHECK_DIA or SM19 context menu

vl k@«axgaaoinnane o « B KAX BAC (GG T O v «B KAX BAC (OGS @

ET>” Check System Environment for Security Audit Log :

E” Check System Environment for Security Audit Log ETY Security Audit Log - Event Statistics (Top 10)
© o y g P
Standard Selection

Release / System-Id / Client: 816 /Y13 /000

Executed on: 17.03.2025 / 15:20:23
Audit E q a 1
O rude Evanes Evaluation of Security Audit Log
O Audit Configuration a
al (el == |a a|(vv B|& | @ Period Requested 20.12.2024 00:00:00 - 20.12.2024 23:53:59
Ossecurity Audit Log - Job Statistics Server Idciyid Idai2yia Idaidyia Idailyi3 017902
Check Area/Topic Check Result
I RSAU_LOG First Date 0240919000006 | Latest Date 20250317142023 | All entries: 404.626.432 Events|Read
Audit Log Check = : - Critical 17.368
RSAU_LOG Count of entries for last 001 days 3.119.364 - Severe 137.779
O st Alive Check for Security Audit Log RSAU_LOG Count of entries for last 007 days 39.228.061 - Other 7.858.178
(%) statistic Event Volume Overview PEAU_LOG Count of entries for last 030 days 147.040.111
%) Get Event Volume Day List (UTC) RSAU_LOG records on : 15.12.2024 76.155
RSAU_LOG records on : 16.12.2024 3.652.755 ——res 1 on s .
" v : CIsE 8] (== || VIv] | ZIvv (BB B
RSAU_LOG records on: 17.12.2024 2.908.640 Layour:| & a = - Q vl zl - BB
{{ A v
SelecyionltorLopiDats RSAU_LOG records on : 18.12.2024 3.169.266 Object Object Description Number %
() Check File Based Log Data RSAU_LOG records on : 19.12.2024 2.614.677 AUK - Successful RFC call &C (function group = &A) context = &D 7.514.914 93,78
() Check Data in RSAU_BUF_DATA RSAU_LOG records on : 20.12.2024 9.371.286 5 DUI - RFC callback executed (destination &A, called &B, callback &C) 228.286 2,85
t21.12. . g AUL - Logon successful e = &A, method = 95.844 1,20
) Check Data in RSAU_LOG RSAU_LOG records on : 21.12.2024 14.122.443 4 (typ : &C)
RSAU_LOG records on : 22.12.2024 4.387.045 FU9 - Virus scan profile &A not active. Scan was not executed. 40.055 0,50
RSAU_LOG records on : 23.12.2024 1.558.965 CUI - Application &A started 32.745 0,41
Further Restrictions RSAU_LOG records on : 24.12.2024 1.378.246 BEU4 - Dynamic ABAP code: Event &A, event type &B, check total &C 28.286 0,35
From Date 16.12.2024 To Date 17.903.2025 RSAU_LOG records on : 25.12.2024 1.089.261 FUY - ABAP-based GAF call: Method &A called for &B with result &C 17.208 0,21
u - RSAU_LOG records on : 26.12.2024 1.536.964 AU3 - Transaction &A started. 14.888 0,19
ser
_— 2 RSAU_LOG records on : 27.12.2024 2.002.862 AU2 - Logen failed (reason = &E, typ e= &A, method = &C) 10.515 0,13
Events o =3 RSAU_LOG records on : 28.12.2024 1.104.641 DU9 - Generic table access call to &A with activity &B (auth. check: &C ) 10.435 0,13
RSAU_LOG records on: 29.12.2024 4.729.509
RSAU_LOG records on : 30.12.2024 13.296.936 Instances Idailyi3_Y13_33 3.461.881 43,20
RSAU_LOG records on : 31.12.2024 10.286.619 Idai3yi3_YI3_34 2.379.166 29,69
RSAU_LOG records on : 01.01.2025 1.704.624 Idai2yi3_YI3_33 1.154.812 14,41

RSAU_LOG records on: 02.01.2025 1.788.497



Recent updates to the SAL

Integrity protection format and file management(RSAU_ADMIN)

Program Edit Goto System Help EXY Security Audit Log - Log Data Administration
b . P
v «B LKAaX gaqd (0000 @
ETY Security Audit Log - Log Data Administration . . "
Reorganize File Statistic Data
(G|
'
Release/System ID/Client 816/ Y13 /000
Activity Selection Performed On 17.03.2025M15:28:26
Performed By RO00731
(O Configure Integrity Protection Format Simulation mode (No deletion)
Check logfile data before 16.03.2025
(O Check Integrity of the Files Deleted entries for SAL reorganized log files 299
Deleted entries for missing log files 1.067
(O Display the last Integrity Check Status Listed entries which must not be deleted 94
|
Q| |85 88| == (|Q|d|[VIv v~ BB~ I
(O Reorganize Log Files - " " "
=i; AS Instance Log Date Log File Name Status Length Check Date Check Status
OReorganize Log Table Idai3yi3_¥13_34 31.12.2024 /usr/sap/Y13/D34/log/20241231000001.AUD T REMOVED_OP
O support for Managed Systems Idai3yi3_¥13_34 01.01.2025 /usr{sap/YI3/D34/log/20250101000001.AUD T REMOVED_OP
Idai3yi3_YI3_34 02.01.2025 /usr/sap/Y|3/D34/log/20250102000001.AUD T REMOVED_OP
Idai3yi3_Y13_34 03.01.2025 /usr/sap/Y13/D34/log/20250103000001.AUD T3 REMOVED_OP
Reorganize File Statistics Idai3yi3_YI3_34 04.01.2025 /fusr/sap/Y13/D34/log/20250104000001.AUD E REMOVED_OP
Idai3yi3_YI3_34 05.01.2025 /usr/sap/Y|3/D34/log/20250105000001.AUD T REMOVED_OP
Delete Data Before 17.03.2825 o —
it Idai3yi3_YI3_34 06.01.2025 /usr/sap/Y13/D34/log/20250106000001.AUD T3 REMOVED_OP
[JJCheck on Local Instance Only Idai3yi3_YI3_34 07.01.2025 /usr/sap/Y|3/D34/log/20250107000001.AUD TiJ REMOVED_OP
%) Delete Entries from Inactive Instances P | Idai3yi3_YI3_34 08.01.2025 /usr/sap/YI3/D34/log/20250108000001.AUD w REMOVED_OP
Jusr/sap/Y13/D34 [log/20250108000002.AUD & 12.297 09.01.2025 PASSED
[¥) Delete Entries from Wrong Directories Idai3yi3_¥I3_34 09.01.2025 Jusr/sap/Y13/D34/log/20250109000001.AUD0 @& 10.209 10.01.2025 PASSED
(2) Delete Entries for Regular Removed Logfiles Jusr/sap/YI3/D34/log/20250109000002.AUD 3 5.455 10.01.2025 PASSED
Jusr/sap/Y13/D34[log/20250109000003.AUD & 5.827 10.01.2025 PASSED
[+) Delete Entries for Missing Logfiles Idai3yi3_¥13_34 10.01.2025 |fusrfsap/¥I3/D34/log/20250110000001.AUD 3 14.971 11.01.2025 PASSED
() Delete Obsolete Check Results Idai3yi3_v13_34 11.01.2025 |fusr/sap/¥i3/D34log/20250111000001.AUD & 14.636 12.01.2025 PASSED
Idai3yi3_Y13_34 12.01.2025 |fusr/sap/¥i3/D34log/20250112000001.AUD @ 15.988 13.01.2025 PASSED
[¢) simulation (Nothing updated) o
Idai3yi3_Y13_34 13.01.2025 [Jusr/sap/¥i3/D34/log/20250113000001.AUD & 6.861 14.01.2025 PASSED



Recent updates to the SAL

New events (SM17) ... for the auditors

FUF Generischer dndernder Datenzugriff auf &A mittels &B gestartet Transaktionsstart Kritisch

FUJ Funktionsbaustein &4 wurde in der Testumgebung gestartet (Destination &B) Sonstiges Kritisch

FUK Methode &B der Klasse &A wurde in der Testumgebung gestartet Sonstiges Kritisch

FUM SQL-Statement &B an System &A (&C) gesendet Sonstiges Schwerwiegend
FUN Ergebnis zum Ereignis FUM fiir &A (&B) - SQL Code &C - &D Sonstiges Unkritisch

FUQ Fehlercode zum Ereignis FUM fiir &A (&B) - 50L Code &C - &D Sonstiges Unkritisch

FUP Fehlercode zum Ereignis FUM fiir &A (&B) - SOL Code &C - &D sonstiges Kritisch

EU1 Systemidnderbarkeit gedndert { &A to &B ) System Kritisch

EUZ Mandanteneinstellung fuer &A gedndert { &B ) System Kritisch

EU3 &A Anderungsbelege wurden ohne Archivierung geléscht { &B ) Sonstiges Kritisch

EUE Erfolgreicher Aufruf des RFC-Funktionsbausteines &A RFC-5Start Unkritisch

EUF Aufruf des RFC-Funktionsbausteines &A fehlgeschlagen RFC-Start Unkritisch

EUG Benutzer hat keine Berechtigung um RFC-Funktionsbaustein &A auszufilhren RFC-5tart Unkritisch

EUQ Analyseprogramm &A &B wurde im Simulationsmodus gestartet Reportstart Schwerwiegend
EUR Analyseprogramm &A &B wurde als Echtlauf gestartet Reportstart Kritisch

EUS Lesezugriff auf DCT-Anderungsprotokoll { &A ) Sonstiges Schwe rwiegend
EUT DCT-Anderungsprotokoll { &A ) wurde reorganisiert Sonstiges Schwerwiegend
EUU Verddchtige WHERE-Clause bei generischem Tabellenzugriff auf &A (Clause &B) Sonstiges Kritisch
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Logging & Security



Why is the Security Audit Log important?

* Logging can give detailed information about suspicious activities or
configuration changes within the system.

* You can learn to improve your current security setup based on the
events you discover in the logs.

* The security detection process becomes more agile. If logging is
taken seriously you could provide quicker response time to security
events and better security program effectiveness.

é BUT, Security Logging is often not in focus until the first security incident happens!
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SAP Systems and SIEM

= SIEM solutions cover many devices / information:
= Network data
= |dentity Management
= Security devices
= Firewall
= Routers

= Databases

13



SIEM: What's missing




SIEM and SAP:

Comprehensive security monitoring




A story from real-life



One story from real-life

* Customer identified that hackers have compromised
the customer internal network to a large extent

e Customer identified that an SAP system was used by
attackers as one entry point

e SAP was contacted to support a forensic investigation
* Gather details how SAP system has been compromised
* Gather details about attack timeline
* Derive Indicators of Compromise (loC)

* Analyze if other parts of the SAP customer landscapes have
been compromised, too

17



One story from real-life

Landscape Architecture

Internet

Outer DMZ

Inner DMZ

Application Gateway /
Web Application Firewall

https://www.<url>.com ———>

Ul Application (Portal, Shop)

Integration Services
- NW Gateway (ODATA Provider)
- NW Process Integration

—0rC

—rC

High
Security
Area

SAP Backend

Filters

Selution

Sub-solution

vailabilty

Ceuntry

Languinge

Dhebnry Method

Tirmelraeme

Training Courses

®  English

. - @b
- @

Vv

— T

Service Path

~|Refserice: |

Reset | B FneTine

N N
7~ - —
I —C
——
———
| Fiter Detals
Wirtual Host
ServiceMarne:
Description [
Lang. EN
sicurs fillere [ aoy | &
wirtual Hosts / Sarvices
» (@ sdf
== > » (@ sec
e To1985.00 £ + @ smart_forms
_ (EUR} - « (&) SMB_OPEN
@ EHRRFORERP == r » (@) soap
EHFE FOR ERF 6.0 ~~a. ! SD‘ .
= o rdto S e e
TEeao bkt il e R o B
T o R N R hEN S @est
RGN T Tl Te-el » @l esfin

* @) bic

» @ 1PrO

- [@ osp

» @ sap

- @B
- @ wedd

Documentation
ST-PL

SAP NW Security

SMART FORMS SERVICES

'Open Gui for activation

DIRECTORY FOR SOAP HTTP HANDLER
SPL HTTP Interface for Tracking Records
SRM Records Managerment

SOAR Runtime

ESF Default Handier

Refarence Service

Generated for Web Service Adrministration...
Generated for Web Service Administration...

Inbound SOAP for IDoc

SOAP Inbound Channel of Integration Ser..,
Generated for Web Service Administration...

- _metadata

__|S02P Runtime for RFC

Generated for Web Service Adrministration...

Namespace
Namespace
Namespace
Mamespace

WSDL Generation of 7,10 SOAP Processor
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One story from real-life

What went wrong?

Internet

S

Outer DMZ

S

Application Gateway /
Web Application Firewall

https://www.<url-backend>.com

N
7

A

Inner DMZ

S

Ul Application (Portal, Shop)

Integration Services
- NW Gateway (ODATA Provider)
- NW Process Integration

—0rC

—rC

High
Security
Area

/sap/bc/soap/rfc?sap-client=001

Authentication Required

The sarver hitps:fferpour-backende come 1443 requines
B usernaene and password, The sener saps: SAP Net\Wesver
Application Server [ECLA001]

Ulser Marme: |

Pagsword

Log In Cancel

SAP Backend

| Fitter Detals
Virtual Host [ serucepsth
Servicellame [
Description [
N Lang. [N ~v|pefsenie: |
Y [F_ sy | T ket |[E FreTune |
S wirtual Hosts / Sarvices Documentation | Reference Service
N > @ sdf ST-PL
S » @ sec S4P MW Security
N + @ smart_forms |SMART FORMS SERVICES
N - (&) 5MB_OPEN_GOpen Gui for activation
N » (@ soap DIRECTORY FCR SOAP HTTP HANDLER
S~ N * @ eigate  |SPL HTTP Interface for Tracking Records
RN S + @ sm SRM Records Management
AR S v ot SOAP Runtime
Tl O s @esf  [ESF Defauit Hardler
R Pao » @lesfin  (Generated for Web Service Administration. ..
RIS Sso + @lihc Generated for Web Service Administration...
BRI S« + @lnoc  irbound 50AP for Doc
Teell ~ (@l S04P Inbound channel of Integration Sar...
“ieae - @ Generated for Web Service Adminitration. ..
Tl BImde . metadata
_____ i rfc SOAP Runtime for RFC
e T T T - @ bic Generated for Wish Service Adminstration...
""""""" emmmmmmmT T » @ 1PRO Mamespace
emmmmmmm T » @ 0sP Mamespace
- » @ sap  Mamespace
- @ MB Mamespace
+ @ wsd  WSDL Generation of 7,10 SOAP Processor
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One story from real-life

What went wrong?

In most companies,
frontend application designers / portal operations
backend (SAP) operators
and network security

are in entirely different teams.

Communication failures happen frequently such as:
Iﬁ portal operations assumes that direct URLs will be rewritten / blocked by WAF (network security)
network security does not know which access type to block (e.g. watch for “sap-client=0007)
SAP operations are not aware that their system is exposed at all.

If SAP operations then (assuming they are not exposed) think it is not really dangerous to have
Iﬁ critical ICF services active
SAP standard users still up and running, even with default passwords,

L

(Even with passwords reset, anyone could easily halt the transport system by locking TMSADM)

20



One story from real-life

Results of the forensic investigation that can be shared

Details on the attacked SAP system
= Attacks on Internet-facing SAP NetWeaver system were running at least for 1 year

= Information / fixes for exploited SAP vulnerabilities were published years ago. Details how to
exploit vulnerabilities are available publicly for several years.

= Tools for remote code execution were installed and hidden as SAP components.
= Attackers had full access to the vulnerable SAP NetWeaver system
= Attackers had substantial knowledge on SAP NetWeaver technology

Lateral Movement to

other SAP systems

= |t was not possible to
proof that other SAP
systems of the customer — weak SAP security configuration — inactive SAP logs
landscapes were of the whole SAP landscape

attacked due to

21



One story from real-life

Business impact vs forensic analysis

4%
o | C
Business Impact of I

the attacked SAP system L

SAP recommended to re-build system from
scratch as hints were found that attackers
were able to modify additional parts of the
system

= SAP system was removed from the
Internet immediately after attacks were
identified

= Backups were not available to restore
SAP system before first successful attacks

Customer business decision:

SAP system was re-attached to the Internet

= SAP system was not available for
Y with manual removal of infected parts

several weeks
Unknown if attacker manipulated other parts

of the SAP system

22



Security Audit Log

What to look for?

* Successful and failed logons from SAP Standard users

* Successful and failed logons from “interesting” dialog users f\’“(-\
Generic table access .
! -
If an attack happened and the timeline is identified

Downloaded files
* Analyze what kind of events can be found during the attack timeline

RFC Callback Traffic
Changes to the SAL configuration itself

23



The Security Audit Log in the Cloud



Background: SAP S/4HANA Cloud shared responsibility

Customer I Business process and application usage Customer application access

Security operations and monitoring*

Network and security management

SAP Application* and OS management > Cloud operations from SAP

Database and storage management

Service configuration and account management

Network Storage Compute

> Physical fabric

Data center and hardware

J

*Roles and responsibilities will vary depending on deployment (private, public).
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Security monitoring: Detection, protection, and

response

Cloud provider security monitoring

Customer security
monitoring

( Host ) ( Network ) (Infrastructure) (Authentmaﬂon) Gcess and appllcatch

EVENTS

/ \ Security incident and event
( management (SIEM)

>_

Data
gp . ALERTS
%" enrichment l

— @@ Security orchestration, automati

and response
Playbook

094—

| cases

@ @ Incident response

)

External
threat

intelligence

/

Customer
SIEM
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Events Definition in SAP S/4AHANA Cloud Public Edition

Items (34) | Last Update: 04/15/2025, 14:37:21

Event Short Text

AU1  Logon successful (type = &A, method = &C)

AU2  Logon failed (reason = &B, typ e= &A, method = &C)

AU3  Transaction &A started.

AU4  Start of transaction &A failed (reason = &B)

AU6  RFC/CPIC logon failed (reason = &B, type = &A, method = &C, context =
&D)

AU7  User &A created.
AU8  User 8A deleted.
AU9  User &A locked.
AUA  User &A unlocked.

AUO Logon failed (reason = &B, type = &A)

AUY  Download &A bytes to file &C

B2II1 Daccwrnrd rharl failad far nicar 2.R in cliant 2.A

Audit Class

Logon

Logon

Transactic

Transactic

RFC Logir

User Mas'
Change

User Mas'
Change

User Mas'
Change

User Mas'
Change

Logon

Other

Nthar

Severity
19.05.2025 Dynamic List Display 1
Display Security Audit Log Event IDs (214 Entries)

Areal|Event IDs|Message text Audit Class

AU |AUO Audit - Test. Text: &A Other Events

AU |AUL Logon successful (type = &A, method = &C) Dialog Logon

AU |AU2 Logon failed (reason = &B, typ e= &A, method = &C) Dialog Logon

AU |AU3 Transaction &A started. Transaction Start
AU |AU4 Start of transaction &A failed (reason = &B) Transaction Start
AU |AUS RFC/CPIC logon successful (type = &A, method = &C, context = &D) RFC/CPIC Logon
AU |AU6 RFC/CPIC logon failed (reason = &B, type = &A, method = &C, context = &D) RFC/CPIC Logon
AU |AU7 User &A created. User Master Chang
AU [AU8 User &A deleted. User Master Chang
AU [AU9 User &A locked. User Master Chang
AU [AUA User &A unlocked. User Master Chang
AU |[AUB Authorizations for user &A changed. User Master Chang
AU |AUC User Logoff Dialog Logon

AU [AUD User master record &A was changed. User Master Chang
AU |AUE Audit confiqguration changed System Events

AU [AUF Audit: Slot &A: Class &B, severity &C, user &D, client &E, &F System Events

AU |[AUG Application server started System Events

AU |AUH Application server stopped System Events

AU |AUI Audit: Slot &A: Inactive System Events

AU [AUJ Audit: Active status set to &1 System Events

AU |AUK Successful RFC call &C (function group = &A) context = &D RFC Function Call
AU |AUL Failed RFC call &C (function group = &A) context = &D RFC Function Call
AU [AUM User &B locked in client &A after errors in password checks Dialog Logon

AU [AUN User &B unlocked in client &A after entering wrong password Dialog Logon

AU |AUO Logon failed (reason = &B, type = &A) Dialog Logon

AU |[AUP Transaction &A locked Transaction Start
AU [AUQ Transaction &A unlocked Transaction Start
AU [AUR &A &B created User Master Chang
AU |AUS &A &B deleted User Master Chang
AU [AUT &A &B changed User Master Chang
AU [AUU &A &B activated User Master Chang
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Security Audit Log Fiori App & API

Standard*

Timestamp Audit Event Program: Transaction Code: Full Name:
‘ >2021-05-20, 17:24:52 X © ‘ ‘ I(FAUL) X 2] o) |
S L - . )
AL Fiori App
Timestamp  Terminal Full Name Transaction Code Program Audit Log Message Text
o .
‘ u Sto m e r Ca n reVI eW Se C u rlty re I eva nt 2021-05-20, 17:30:38  10.96.50.127 EAM Tester SAPMHTTP Logon failed (reason=52, type=H, method=P) >
2021-05-20, 17:32:56  10.96.5.136 Example InventoryManager SAPMHTTP Logon falled (reason=52, type=H, method=P) 5

a Ct i Vit i e S Of C u Sto m e r u S e rS a n d SA P 2021-05-20,17:35:31 10.96.50.127 EAM Tester SAPMHTTP Logon failed (reason=52, type=H, method=P) >
Sta ff i n t h e Se C u r i ty A u d it I_Og Wit h 2021-05-20, 17:4401 10.96.5.135 Example InventoryManager SAPMHTTP Logon failed (reason=52, type=H, method=F) 5

2021-05-20, 17:55:20  10.96.50.127 Example InventoryManager SAPMHTTP Logon failed (reason=52, type=H, method=P) >
.
Y T t 2021-05-20, 17:26:39  10.76.101.216 Example BpcExpert S_ALR_87002153 SAPLS_CUS_IMG_ACTIVITY Download 18.592 Bytes to File Z:\182832397.pdf >
Imestam
2021-05-20,17:29:13  10.76.101.216 Example BpcExpert S_ALR_87002153 SAPLS_CUS_IMG_ACTIVITY Download 18.592 Bytes to File Z:\182832747.pdf >

.
e Terminal ID s 13 -
e r I n a 2021-05-20, 17:36:01  10.98.210.136 Klaus Rauer VADZ RVSCD100 Download 30.929 Bytes to File Z:1182832584.pdf >

Start authority check for Service for a Reporting

. 2021-05-20, 17:24:52  10.98.192.253 Example GlAccountantPt S000 SRF_REPORTING_TASK Task ( SRF_REPORTING_TASK ) successful >
e Audit Log Event
2021-05-20, 17:24:52  10.98.192.253 Example GlAccountantPt S000 SRF_REPORTING_TASK Compliance Reports ( SRF_REPORTING_TASK ) >

successful
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Security Audit Log: Outlook for SAP S/4AHANA Cloud & BTP

4.1 Audit Log

Applications should log their security relevant events. Audit Logging is a necessity to retrace

Business Technology Platform:

potential malicious activities of end users and monitor administrative configuration changes or

similar. In the case of a breach or other system failures, audit logs serve as forensic evidence ft

* All Applications are required to use the
Audit Log Service

legal procedure. Therefore, logging audit relevant events helps SAP and its customers proving
their compliance in litigations.

All cloud services and applications must write their audit logs into the Audit Log Service. Audit

e Standardization in progress

Items (34) | Last Update: 04/15/2025, 14:37:21

SAP S/4HANA Cloud Public Edition: fvent Short Text

AUl

* Additional Events

* More logs Au2

AU3

AU4
AU6

AU7
AUS
AU9

AUA

Logon successful (type = &A, method = &C)

Logon failed (reason = &B, typ e= &A, method = &C)

Transaction &A started.

Start of transaction &A failed (reason = &B)

RFC/CPIC logon failed (reason = &B, type = &A, method = &C, context =
&D)

User &A created.

User &A deleted.

User &A locked.

User &A unlocked.

Audit Class

Logon

Logon

Transaction Start

Transaction Start

RFC Login

User Master Record
Change

User Master Record
Change

User Master Record
Change

User Master Record

relevant events as for example read access to sensitive personal data, change of configuration:

in the Audit Log

Severity

Severe

Critical

Non-Critical

Critical

Critical

Critical
Critical
Severe
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Further Information

SAP Help Portal

SAP S/4HANA Cloud — Documentation including security audit log
https://help.sap.com/viewer/product/SAP S4AHANA CLOUD/ -> Product Assistance -> Protect Your SAP S/4HANA Cloud

Relevant SAP Notes on the Security Audit Log
https://me.sap.com/notes/539404
https://me.sap.com/notes/2191612

Analysis and Recommended Settings SAL
https://community.sap.com/t5/application-development-and-automation-blog-posts/analysis-and-recommended-settings-
of-the-security-audit-log-sm19-rsau/ba-p/13297094
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https://me.sap.com/notes/539404
https://me.sap.com/notes/2191612
https://community.sap.com/t5/application-development-and-automation-blog-posts/analysis-and-recommended-settings-of-the-security-audit-log-sm19-rsau/ba-p/13297094
https://community.sap.com/t5/application-development-and-automation-blog-posts/analysis-and-recommended-settings-of-the-security-audit-log-sm19-rsau/ba-p/13297094

Thank you.
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