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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 
Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service 
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related document, or to 
develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and functionality 
are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this presentation is not a 
commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided without a warranty of any kind, 
either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular purpose, or non-infringement. 
This presentation is for informational purposes and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions in 
this presentation, except if such damages were caused by SAP’s intentional or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, 
and they should not be relied upon in making purchasing decisions.

Disclaimer
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“The Security Audit Log is a tool designed for auditors who 
need to take a detailed look at what occurs in the SAP 
System. By activating the audit log, you keep a record of 
those activities you consider relevant for auditing. You can 
then access this information for evaluation in the form of 
an audit analysis report.“ – source: SAP Help Pages

• Introduced in SAP R/3 4.0B

• Originally designed for audit purposes

• Now a valuable tool for security analysis and forensics 

What is the Security Audit Log (SAL)?
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Event and Log Categories for Audit Logs

Log 
Categories

Security DPP related
Configuration 

Changes
Application 
compliance

Scope Evidence of compliance & threat identification

Used By Auditors, Compliance and Security Experts

Tamper Proof Yes

UI 
performance

No

Frequent Data 
Access

No

Long Data 
retention

Yes No Yes Yes
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Events for the Security Audit Log
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Optimization especially for database-based audit log

- Event statistics as an overview introduction to the audit (in RSAU_READ_LOG/SM20)

Recent updates to the SAL
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Optimization especially for database-based audit log

- Volume Statistics in RSAU_SELF_CHECK_DIA or SM19 context menu

Recent updates to the SAL
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Integrity protection format and file management(RSAU_ADMIN)

…

Recent updates to the SAL
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New events (SM17) ... for the auditors

Recent updates to the SAL



Logging & Security
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• Logging can give detailed information about suspicious activities or 
configuration changes within the system.

• You can learn to improve your current security setup based on the 
events you discover in the logs.

• The security detection process becomes more agile. If logging is 
taken seriously you could provide quicker response time to security 
events and better security program effectiveness.

Why is the Security Audit Log important?

BUT, Security Logging is often not in focus until the first security incident happens!
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SIEM

▪ SIEM solutions cover many devices / information:

▪ Network data

▪ Identity Management

▪ Security devices

▪ Firewall

▪ Routers

▪ Databases

SAP Systems and SIEM
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SIEM

Logs

SIEM: What‘s missing

Cloud
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SIEM
Logs

SIEM and SAP: 
Comprehensive security monitoring

Cloud



A story from real-life
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• Customer identified that hackers have compromised 
the customer internal network to a large extent

• Customer identified that an SAP system was used by 
attackers as one entry point

• SAP was contacted to support a forensic investigation
• Gather details how SAP system has been compromised

• Gather details about attack timeline 

• Derive Indicators of Compromise (IoC)

• Analyze if other parts of the SAP customer landscapes have 
been compromised, too

One story from real-life
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One story from real-life
Landscape Architecture

Internet Outer DMZ Inner DMZ

High

Security

Area

SAP Backend
Application Gateway / 

Web Application Firewall UI Application (Portal, Shop)

Integration Services
→ NW Gateway (ODATA Provider)
→ NW Process Integration

https://www.<url>.com
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Internet Outer DMZ Inner DMZ

High

Security

Area

SAP Backend
Application Gateway / 

Web Application Firewall UI Application (Portal, Shop)

Integration Services
→ NW Gateway (ODATA Provider)
→ NW Process Integration

https://www.<url-backend>.com

/sap/bc/soap/rfc?sap-client=001

One story from real-life
What went wrong?
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One story from real-life
What went wrong?

(Even with passwords reset, anyone could easily halt the transport system by locking TMSADM)

In most companies,

▪ frontend application designers / portal operations

▪ backend (SAP) operators

▪ and network security  

are in entirely different teams.

Communication failures happen frequently such as: 

▪ portal operations assumes that direct URLs will be rewritten / blocked by WAF (network security)

▪ network security does not know which access type to block (e.g. watch for “sap-client=000”)

▪ SAP operations are not aware that their system is exposed at all.

If SAP operations then (assuming they are not exposed) think it is not really dangerous to have

▪ critical ICF services active

▪ SAP standard users still up and running, even with default passwords,

THEY ARE 

WRONG
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One story from real-life
Results of the forensic investigation that can be shared

Details on the attacked SAP system

▪ Attacks on Internet-facing SAP NetWeaver system were running at least for 1 year

▪ Information / fixes for exploited SAP vulnerabilities were published years ago. Details how to 
exploit vulnerabilities are available publicly for several years.

▪ Tools for remote code execution were installed and hidden as SAP components. 

▪ Attackers had full access to the vulnerable SAP NetWeaver system

▪ Attackers had substantial knowledge on SAP NetWeaver technology

Lateral Movement to 
other SAP systems

▪ It was not possible to 
proof that other SAP 
systems of the customer 
landscapes were 
attacked due to 

– weak SAP security configuration 
of the whole SAP landscape

– inactive SAP logs
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One story from real-life
Business impact vs forensic analysis

Business Impact of 
the attacked SAP system

▪ SAP system was removed from the 
Internet immediately after attacks were 
identified

▪ Backups were not available to restore 
SAP system before first successful attacks

▪ SAP system was not available for 
several weeks

Re-attach 
SAP system to Internet

▪ SAP recommended to re-build system from 
scratch as hints were found that attackers 
were able to modify additional parts of the 
system

▪ Customer business decision:

– SAP system was re-attached to the Internet 
with manual removal of infected parts

– Unknown if attacker manipulated other parts 
of the SAP system
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• Successful and failed logons from SAP Standard users

• Successful and failed logons from “interesting” dialog users

• Generic table access

• Downloaded files

• RFC Callback Traffic

• Changes to the SAL configuration itself

If an attack happened and the timeline is identified

• Analyze what kind of events can be found during the attack timeline

Security Audit Log
What to look for?



The Security Audit Log in the Cloud
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Background: SAP S/4HANA Cloud shared responsibility

Data center and hardware

Network Storage Compute

IaaS administration console and API

Service configuration and account management

Database and storage management

Network and security management

Business process and application usage

Cloud operations from SAP

Customer application access

Physical fabric 

IaaS orchestration

Application* and OS management

Customer

SAP

hyperscaler

Security operations and monitoring*

SAP or

hyperscaler

*Roles and responsibilities will vary depending on deployment (private, public).

SAP or
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Security monitoring: Detection, protection, and 
response 

Data 

enrichment

Cloud provider security monitoring

External 
threat 
intelligence

EVENTS

CASES

ALERTS

Customer security 
monitoring

Security incident and event 

management (SIEM)

Security orchestration, automation, 

and response 
Playbook

Incident response

Customer 

SIEM

Access and application AuthenticationInfrastructureNetworkHost
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Events Definition in SAP S/4HANA Cloud Public Edition
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• Customer can review security relevant 
activities of customer users and SAP 
staff in the Security Audit Log with 

• Timestamp

• Terminal ID

• Audit Log Event

Security Audit Log Fiori App & API

SAL Fiori App

SAL API results
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Security Audit Log: Outlook for SAP S/4HANA Cloud & BTP

Business Technology Platform:

• All Applications are required to use the 
Audit Log Service

• Standardization in progress

SAP S/4HANA Cloud Public Edition:

• Additional Events

• More logs
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SAP Help Portal
SAP S/4HANA Cloud – Documentation including security audit log
https://help.sap.com/viewer/product/SAP_S4HANA_CLOUD/ -> Product Assistance -> Protect Your SAP S/4HANA Cloud 

Relevant SAP Notes on the Security Audit Log
https://me.sap.com/notes/539404
https://me.sap.com/notes/2191612

Analysis and Recommended Settings SAL
https://community.sap.com/t5/application-development-and-automation-blog-posts/analysis-and-recommended-settings-
of-the-security-audit-log-sm19-rsau/ba-p/13297094

Further Information

https://help.sap.com/viewer/product/SAP_S4HANA_CLOUD/
https://me.sap.com/notes/539404
https://me.sap.com/notes/2191612
https://community.sap.com/t5/application-development-and-automation-blog-posts/analysis-and-recommended-settings-of-the-security-audit-log-sm19-rsau/ba-p/13297094
https://community.sap.com/t5/application-development-and-automation-blog-posts/analysis-and-recommended-settings-of-the-security-audit-log-sm19-rsau/ba-p/13297094


Thank you.
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