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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service 

or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related 

document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and 

functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this 

presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality.  This presentation is provided 

without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a 

particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP 

assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross 

negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from 

expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, 

and they should not be relied upon in making purchasing decisions.

Disclaimer
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for managing access governance
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SAP Watch List Screening

SAP Global Trade Services

SAP Access Control

SAP Cloud Identity Access 

Governance

SAP Identity Management

SAP Single Sign-On

SAP Secure Login Service for 

SAP GUI

SAP Risk Management

SAP Process Control

SAP Risk and Assurance 

Management

SAP Business Integrity Screening

SAP Audit Management

SAP GRC and Security Solutions
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SAP Enterprise Threat Detection

SAP Privacy Governance

SAP Data Custodian
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Access Request Service

Access Analysis Service

Access Certification Service

Privilege Access Management ServiceWhat is IAG and Primary 

capabilities for managing 

access governance
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Role Design Service
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Important/interesting new IAG features released 

in 2024 and 2025
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Integrations
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Syncing User Groups from 
Local Identity Directory 
Service (IdDs)

The new Identity Directory SCIM REST

API allows you to manage users,

groups, and custom schemas in the

cloud. So, to support the IAS V2 API,

the User Group sync job has been

enhanced.
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Integration of SAP Cloud 
Identity Access Governance 
Audit Log Service with SAP 
Audit Log Service

SAP Cloud Identity Access Governance

can now send relevant information for

security and configuration events to

SAP Audit Log Service.
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Integration scenario with 
SAP Fieldglass

You can now assign multiple roles in

SAP Fieldglass.
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Additional user attribute 
provisioning for ARIBA v2

IAG now offers enhanced application

support for additional user attribute

provisioning to Ariba. This is available

for both standalone and bridge

scenarios.
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Scheduling Jobs
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Manage Jobs

With this new app you can now

schedule jobs that synchronize the

data between SAP Access Control

and SAP Cloud Identity Access

Governance.

You can now view the last run

status of jobs. Additionally, a new

UI element has been introduced;

the visual indicator shows errors or

warnings for recent job runs.

Furthermore, introduced a new job

called Privileged Access Log

Synchronization under manage

jobs for PAM log and review sync.
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Deprovision Expired 
Business Role Assignments

Administrators can now remove 

expired Business role assignments by 

scheduling Deprovision Expired 

Business Role Assignments job via the 

Job Scheduler app.
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Application Specific Features
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SAP Companion

You can now access web-based

context-sensitive in-app help for

Access Analysis, Access Certification,

Privileged Access Management, and

Access request.
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Filter-Based on User attributes 
from SAP S/4 On-premise and 
Cloud Applications 

To efficiently manage synchronized users

and reduce the number of users handled

by IAG, you can now filter data by specific

user attributes from the SAP S/4 On-

premise and Cloud applications during

repository synchronization in SAP Cloud

Identity Access Governance.
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License Metric Verification

Provides a download option in Maintain

User Data app to download all unique

active users monitored by SAP Cloud

Identity Access Governance for licensing

calculation.
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Data Retention Management 
(Beta)

IAG now supports Data Retention 

Management.

IAG_Data_Controller_Data_Retention_Man

agement
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Manage User ID Mapping app

The Manage User ID Mapping feature offers 

an improved user experience, enabling you 

to create and delete User ID mappings 

directly in the app and download mapping 

reports. 
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Access Analysis Service
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Analyze User Access 
Enhanced Report (Access 
Analysis)

To perform a comprehensive risk

assessment, you can now incorporate

mitigated risks and control information

into your search options and

subsequently report them.
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Secure Storage of Reports on a 
Customer-Owned Document 
Server

Analyze User Access downloads can now

be directed straight to your organization’s

Document Management Service (DMS).

Each report is stored in accordance with

your retention and classification policies,

removing the need for manual file

handling and keeping sensitive data

securely within your content repository.

Keep an eye on the roadmap as this

feature will be extended to include other

report types in future releases.
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Updated Rulesets for Concur & 
BTP Financial Applications

New segregation-of-duties rulesets for

Concur (Expense, Invoice, Request), SAP

S/4HANA and SuccessFactors core

transactions, and BTP’s advanced

financial-closing processes, so you can

detect and manage cross-system risks

with greater precision and enforce

compliance consistently across your

finance and HR applications.
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Mitigation Control Assignments 

You can now select categories such as

User, Business role and Access to add or

modify or delete any user or role level

mitigation assignments.
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Access Analysis Audit Log 
Report

In the report, you can view the log 

details relevant for Remediation, User 

Mitigation Control Assignment, Access 

Mitigation Control Assignment and 

Business Role Mitigation Control 

Assignment.
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Delete Functionality for Master 
Data Configuration

To manage and update system settings

effectively, you can now delete functions

and controls in the Control Master Data.
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Data-Level Extraction

You can now synchronize SAP BTP 

authorizations and perform Segregation of 

Duties (SOD) by extracting and evaluating 

data-level authorizations for BTP application 

roles and users. 
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Access Request Service



31PUBLIC

Dynamic Risk Owner 
Determinator

Dynamic determination of the risk owner

stage approver is an additional workflow

type for Business Rule Framework,

which is for assigning approvers to risk

owner stages in access requests. This

determinator assigns the risk owners

based on business rules that evaluate

both risk and user attributes when an

access request is created.
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Line item auto approval at 
role owner stage

This functionality allows for automatic

approval of access request line items

during the role owner stage.
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Access Request Form Header

When creating an access request, you

can now view additional user attributes

in Create Access Request and Creating

Access Request for Others apps.



34PUBLIC

Request Administration app

This app now allows administrators to

approve requests at any stage for

absent approvers or delegates.
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Request Delegation app

This app helps you to delegate your

access requests to other approvers or

delegatees if you are not available for a

certain period.



36PUBLIC

Access Certification Service
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Campaign Results app 

With this app, you, as access

certification users, can view and review

decisions relating to closed campaigns.
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Privilege Access Management Service
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Privilege Access Management

3389398 - Security Vulnerability:

Standard SAP User Able to Modify PAM

User Master Data.
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Privileged Access Monitoring 
Report 

For PAM requests, two new columns and 

filters called Reviewer and Stage have been 

introduced. PAM log review requests that 

are in pending status can be processed by 

various reviewers. In addition, administrators 

have an overview of PAM log review 

requests in the Pending status.

In addition, to ensure continuity of workflow 

and to maintain accurate audit trails, you can 

now forward PAM log requests to another 

reviewer. 
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Role Design Service
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Role designer overview 
dashboard

Introduced a new category called Risks that 

lists all the risks identified for a particular 

business role. This allows you to directly 

mitigate a particular risk based on your 

authorization in Edit mode. 
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❑ What’s New for SAP Cloud Identity Access Governance 

https://help.sap.com/docs/SAP_CLOUD_IDENTITY_ACCESS_GOVERNANCE/e739622ded9b4d929

64c6a0f50b5f90e?locale=en-US&state=DRAFT&version=DEV

❑ Administration Guide for SAP Cloud Identity Access Governance

https://help.sap.com/docs/SAP_CLOUD_IDENTITY_ACCESS_GOVERNANCE/e12d8683adfa4471ac

4edd40809b9038?locale=en-US&state=DRAFT&version=DEV

❑ 3389398 - Security Vulnerability: Standard SAP User Able to Modify PAM User Master Data

❑ Role owner stage auto approval in IAG

https://community.sap.com/t5/technology-blog-posts-by-sap/role-owner-stage-auto-approval-in-

iag-access-request-service/ba-p/14101290

References
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Q&A



Contact information:

© 2024 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.

Thank you.

Name Prashanth Kumar Duvva

Email prashanth.kumar.duvva@sap.com

Category 2
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