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Identity & Access Management

| need a digital
identity

| need to
authenticate

| want Single
Sign-On

| require
permanent

accessto

Who has
performed the
data change

| require
temporary

accessto

| need multiple
factors

W

© 2025SAP SEor an SAP affiliate company. Allrights reserved.| PUBLIC




Identity & Access Management - Terminology

Authentication Identity Lifecycle Authorization
How clients securely How users are being How authorizations are
authenticate to maintained, replicated, being maintained,
applications with as few authorized from aggregated, derived,
interactions as possible.| |creation until deletion.| | analyzed and audited.
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CUSTOMER

Identity & Access Management — SAP Portfolio

ENTERPRISE USER

AUTHENTICATION

SAP Customer
Data Cloud /
Platform

SAP Secure Login Service

IDENTITY
LIFECYCLE

AUTHORIZATION

SAP Cloud Identity
Access Governance

SAP Cloud Identity Services

Identity Authentication Identity Provisioning Identity Directory

Authorization Management

SAP Single Sign-On

(End of Mainstream maintenance 2027)

SAP Identity Management

(End of Mainstream maintenance 2027)

SAP Access Control

Public

Cloud

On-
Premise /

Private
Cloud
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SAP Cloud Identity Services

(
® SAP Business Technology Platform (SAP BTP)
End user i
l SAP Cloud Identity Services
oG-y - > @y Clou
solutions
Appli’catlon clients Identity from SAP
Mobile or desktop Authentication |
: Identity I
I Provisioning : .
I ; On-premise
: v =2 solutions
- - UL ------ : from SAP
> @y — B RN
SAP Identity T 7
Management Identity Authorization : Cloud
Directory Management : connector
\ J ! A
' I
[ ! [ | '
: X.509 certificate
([ Y ) | for SAP GUI
I
______ X.500 certifica < |, :
for SAP GUI . :
«— : |
SAP Secure Login SAP Cloud Identity Applications ' :
Service for SAP GUI Access Governance on SAP BTP €--- ,
\ A SNl J) :
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SAP Joule Usage Poll

Are you using SAP Cloud
Identity Services for
Authentication (1AS)?

Do you synchronize
GUUID withing your SAP
landscape?

Are you planning on
activating SAP Business Al
functionalities?
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| want to
create a leave
request

What is Unified SAP Joule

4 )
Please go to Joule

for Success
Factors

SEor an SAP affiliate company. Allrights reserved.| PUBLIC



Infused across the SAP Cloud portfolio

Creating a phenomenal user experience

Unified Cross User Experience Natively Embedded Chat Ul Out of the Box Capabilities

Supply chain

management
Human
Spend capital
management management
c\oud ERp

Customer
experience

Financial
management

Business
Data Cloud

Business Technology Platform

Agility for all . Insights at scale Simple and secure Limitless outcomes
Give your people more efficient ways Give employeesimmed |aFe, context-'nch insights that Accomplish tasks quickly across your SAP and Break down siloes with collaborative Al agents
of working so they can get connect the dots acro_ss Ilnes. °f busme_ss D SUIEDI third-party systems through a single, integrated, capable of reasoning and prioritizing to solve high
more done, faster more effective decision-making. and secure conversational interface. impact challenges.
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SAP Joule vs Embedded Al

SUCCESS MAP
e L GRS Goals v Search for actions or people

Performance Goals / Goal Creation Options

Goal Creation Options

Hi, Norman Nurnberger!

Tell us what you want to achieve:
Hello Norman

Become the best program manager in the universe m
How can | help you?

153 characters left

Other ways to create a goal:
Talk to me naturally. For example, 'l want to view email
address'

J Create from Scratch
Create a goal with a blank goal form. Al is
Get started with Joule

50 present to assist

Create Spot Award View Email Address

Create from Library

o

View Job Title View Job Code

Choose goals from your goal library and add to your goal plan

Run Master Data Health Check

| Message Joule.

Joule uses Al Verify resu
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SAP Managed

Customer managed 1AM integration
- ~ @
SAP -1 | TS N
. SAP Private Cloud
“ SAP Build Work Zone AP S AATA clouss peivte aciion
—
@ . SAP Joule @ @ Ceom ) e
User Navigation Role Mapping (__1am_ )
L Service Service m
l _ . Cloud Connector
;MD—‘ \ J/
Cﬂi ! ]
Mobile/Desktop - SAP Cloud
Application Clients (STTED Solutions
£ SAP Cloud Identity Services
) Ceon)
- 1AM
*check SAP Help portal for list of
supported solutions for manual
integration or as content channel
E ! & v
Third party identity provider
. /identity management i
Recommended usage of SAP Cloud Identity Services for SAP Joule Lagend
@ Authorization  #  Service «—» Mutual Trust
The diagram shows the major parts of a SAP Joule integration from IAM perspective. [.,‘z';‘;'g., — Data Flow

. Authentication
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|IAM Reference Architecture
for

Unified SAP Joule

Architecture Center (Public Source): IAM for SAP Joule



https://architecture.learning.sap.com/docs/ref-arch/20c6b29b1e/4?_highlight=joule

Customer managed IAM integration

Lo—

Maobile/Desktop
Application Clients

4 I
=27 BTP 2
‘ ‘. SAP Build Work Zone
. 9 o ( com )
validates
SAP Joul "—'f#fl D
Mavigation Role Mapping
Service Sernvice )
\ vy

e ™

@

SAP Private Cloud

SAP S5MHAMA cloud private edition

D

Q\ Cloud Gonnactor

\ E

- ~
SAP Cloud
Solutions

(com )

“check 3AF Help porial tor lkst of

suppored solutions for manual

Imtegration or as content chamna| :
L A
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Customer managed |AM integration
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Customer managed IAM integration

Co—

Mobile/Deskiop
Application Clients
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SAP Cloud Identity Services

Identity Directory Identity
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\%‘Gluuﬂl Connector
N
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SAP Cloud
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| User Group |}
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Imtegratiom or as content channel
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Customer managed 1AM integration
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Customer managed 1AM integration
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SAP |AM integration flows with SAP Joule L2/L3 - Solution Diagram

NETWORK
Customer managed IAM integration [ ™
= w @
® TYBTP \
. SAP Private Cloud
“ SAP Build Work Zone SAP SMHANA cloud private edition
User p \
validates COM
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Recommended usage of SAP Cloud ldentity Services for SAP Joule
Legend
The diagram shows the integrations of SAP Joule and required SAP Services integrating @ Authorization @ Service < Mutual Trust
with the SAP private and public cloud offerings. SAP Joule consumes as mandatory Ideniity — Data Flow
Lifecycle

components the SAP Cloud Identity Services for IAM, the SAP Content Delivery Model
and SAP Build Workzone.

@ ~uthentication
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SAP
Joule Readiness Service
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Joule Setup Process

BTP system landscape
Establish Trust in the

SCI System Landscape SAP BTP Subaccount
Subaccount setup Activate SAP Build
Work Zone

Pre-requisite validation

Joule Learning Journey

Run Joule Booster

User/Role Sync

Validate the User Role / Jobs

Authorization for Joule
Configure IPS Source & S8 S s
Target Systems

Joule Onboarding Guide

© 2025SAP SEor an SAP affiliate company. Allrights reserved.| PUBLIC


https://learning.sap.com/learning-journeys/provisioning-and-implementing-joule
https://help.sap.com/docs/joule/serviceguide/onboarding-joule

The Gap

Customers cannot onboard SAP Joule for more than one
LoB (Unified Joule) without the correct utilization of SAP
Cloud Identity Services for

* User Provisioning (synchronization of Global User-UUID)
e User Authentication

It is common for customers not to utilize the SAP Cloud
Identity Services within their user lifecycle and
authentication processes as SAP originally intended.
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A Guiding Hand to SAP Joule — SAP Joule Readiness Service




SAP Joule Readiness Service - Service Details

Initial Workshop
Unified SAP Joule
Reference Architecture
Service Outline

Public One Pager

System Analysis
Workshops
Tenant Setup (SCI, BTP)
Provisioning (GUUID)
Authentication (IAS)

[£]
Wrap-UP
Findings in Wrap-Up Follow Up
Presentation Follow Up Support
Recommendations for offerings (CS&D)
Production

Book via XM Tool
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https://dam.sap.com/mac/app/p/pdf/asset/preview/YG8AjeB?ltr=a&rc=10&doi=SAP1237002
https://sapxm.qualtrics.com/jfe/form/SV_2ozSvl0Byxi56Ki

Customer

Advisory Role

Account
Executive (AE)

i
.

0

\

\
]
i

’

(AAs / SAs)

N
~

SS
s
/

(CSMs/EAs)

Adoption Role

B
,
/
1
\

{
\

.

\

Customer is interested
in SAP Business Al

Advisory Roles
(AAs & SAs) own,
receive request,
prepare and
deliver the AIDW

AE triggers AIDW request via [ntake Form
Regional Approver approves request

Al Discovery
Workshop
Delivery

In the Big Picture

Advisory Role Recording
Outcome

SAP Joule
Readiness
Service

* AE triggers SIR
request via

Intake Form

Activation

eEnpliE EAs and CSMs

ensure customer

is Adopting and
Consuming

> > —>

CSMs hand-over to the Al
Factory activation
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https://sap.sharepoint.com/sites/200426/SitePages/AI-Discovery-Workshop.aspx
https://sapxm.qualtrics.com/jfe/form/SV_2ozSvl0Byxi56Ki
https://sap.sharepoint.com/sites/200426/SitePages/AI-Discovery-Workshop.aspx

Thank you

Book via XM Tool
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