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Rising cybersecurity challenges
Complexity and skills shortages dominate

How Chronic Staff Shortages Amplify 

Cyber Risk

Which cybersecurity challenges do you 

believe could have been addressed 

effectively with adequate staffing?

1/3
Only

of data breaches are detected 

by a company’s own security 

teams and tools2

71%

Over
of companies are expect to 

adopt cloud sovereignty to 

ensure regulatory compliance 3

Average cost 

of a data 

breach14-10m.

$

Insufficient Time for Comprehensive 

Risk Assessment and Management

Process and Procedural Oversights

Delays in Patching Critical Systems

Inadequate Training Opportunities for 

Cybersecurity Team Members

System Misconfigurations

2

1

2

3

4

5

https://www.the-future-of-commerce.com/2023/10/31/what-is-sovereign-cloud-definition-benefits-examples/


3Public

Defending against 

cyberattacks

Tackling skills and 

technology gaps

Manage regulatory 

compliance

Threats are appearing in a greater 

variety of forms, including 

ransomware, social engineering, and 

DDoS attacks.

Constantly changing directives, 

laws, and regulations vary widely 

across regions.

Repetitive and time-consuming 

tasks prevent security teams from 

focusing on broader strategies, 

increasing vulnerability.

3 key factors for security and resilience
Designing an effective strategy

Cyberattacks are evolving rapidly, 

leveraging AI and other technologies, 

making traditional defense methods 

less effective.

Organizations face challenges in 

assessing compliance and risk fines 

or penalties for non-compliance.

More investment is needed in 

technologies to promptly identify 

threats, manage vulnerabilities, and 

ensure compliance.
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SAP Fast Facts

SAP supports security and 

compliance for more than

of the total global 

economy

One-third

4
1 SAP analysis of internal customer data 

and public financials from S&P Global 
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• Physical data centre security in multiple regions

• Resilient network connectivity and availability zones

• Underlying physical, virtual infrastructure and hypervisor

• Network availability with built-in basic DDoS protection

• Audit, security, and compliance on IaaS

IaaS provider 
(Customer-selected deployment region) Managed by SAP

RISE with SAP
SAP S/4HANA Cloud Private Edition

Shared security responsibility model
Working together to become a secure-by-default company  

Supported hyperscalers

• Resilient platform architecture (HA and DR)

• Single-tenant landscape

• Managed backup and restore

• Building secure virtual machines, operating systems, 

networking, SAP HANA database

• SAP HANA database management

• Technical managed services (R&R Link)

• Operational security and security incident management

• 24x7 security monitoring

• Personal data breach notification

• SLA and support services

• Threat management and patch management

We (SAP Global Cloud Operation)

• Customer data ownership

• Compliance to government and industry regulations

• Application user identity management

• Application user authentication and authorisation 

management

• Application user roles, user groups, access control

• Application users behaviour analysis and monitoring

• Dedicated private connectivity to hyperscalers

• Vulnerability and patch management for applications

• Application security audit logging (SAL)

• Monitoring of security logs at application layer

• Security hardening and penetration testing of applications 

You (Customer)

https://www.sap.com/sea/about/agreements/policies/hec-services.html?sort=latest_desc&search=RISE&tag=language:english&pdf-asset=5c937ca6-647e-0010-bca6-c68f7e60039b&page=1




7Public

Audit and compliance

Operational security

Network security

Application security

Data security
• Secure software 

development lifecycle

• Web application firewall

• Cloud connector

• Identity and authentication

• Application security 

audit logs

• Data-in-transit encryption

• Dedicated application 

and database servers

• Data-at-rest encryption 

• Data-in-transit encryption

• Role-based access control

• Database monitoring

• Secure key management

service

• Customer environment 

isolation with security groups

• Customer tenant isolation

• DDoS protection

• Separate application & database 

for each customer

• Network micro-segmentation

• No default internet exposure

• Business continuity

• Disaster recovery

• Patch and malware 

management

• Security incident management 

• Regular security scanning (VAPT)

• Continuous security logging 

and monitoring

• ISO 27001

• ISO 27017

• ISO 27018

• ISO 22301

• BS 10012

• ISAE 3402 SOC1 Type 2 

• ISAE 3000 SOC Type 2

• C5

SAP cloud ERP: Defense in depth
A multi-layered approach to help protect your data

Customer 

data

Leading frameworks 

(NIST, ISO)
Shared fate

Zero-trust 

architecture 



Security and compliance 

solutions and services
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2. Detect

3. Correct

1. Prevent

A multi-layered security and compliance model
Defend against cyberattacks at every stage

Regular risk management assessments, yearly regulatory audits, certifications, and attestations 

• Network isolation, 

filtering, data 

segregation

• Web application 

firewall & DDoS protection

• Encryption for data 

at-rest and in-transit 

• Access controls     

and privileged  

access management

• Secure 

hardening

• Vulnerability 

& patch 

management 

• Extended Detection 

& Response (XDR)

• Malware 

management

• Centralized log 

aggregation 

and 

normalization

• Immutable 

backups

• Backup 

encryption

• 24x7 security incident response

• Cyber recovery taskforce 

• Business continuity & disaster recovery 

• Vulnerability 

Assessment

• Penetration 

Testing

Threat actors
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Identify, assess, and mitigate security risks to protect the system 

from cyberattacks and help ensure business continuity.

Key objectives: Regular vulnerability scanning and patching, 

incorporating threat intelligence from multiple sources 

and enabling early detection and response.

Threat and vulnerability management

Risk management
Vulnerability

management

Cyber threat 

intelligence

Patch 

management

Threat & vulnerability 

management

Threat 

hunting

Red teaming / 

penetration testing

Purple teaming / 

adversary simulation

Vulnerability

Threat intel

Hunts FindingsScope Results

Risks
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Manage users and identities, implement dynamic access controls 

for SAP cloud operations, and support compliance with security 

policies, and data protection laws.

Key objectives: Managing user identities, implementing strict 

access control policies, and restricting access 

to data.

Identity and access management

Least-privilege 

access policies

Multi-factor 

authentication 

(MFA)

Continuous access 

monitoring and 

validationPeriodic review 

of access

Privileged 

identity and access 

management

Segregation 

of duties
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Protect the confidentiality, integrity and availability of sensitive data 

stored and managed in the cloud, including customers’ business 

and operational data.

Key objectives: Encrypting data at rest and in transit, secure key 

management, backup immutability, preventing data leaks or 

unauthorized access, and enforcing access control policies.

Data protection and sovereign cloud

Key management 

services

Extensive 

coverage 

TLS 1.2, SNC 

encryption in transit Persistent storage 

encryption

Certification programs 

for handling government 

classified information (GCI)

Local data 

centers
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Cases

Incident response

Alerts

Security orchestration, auto-

mation, and response (SOAR) 

Events

Security incident and event 

management (SIEM)

Provide real-time visibility of events within the ERP landscape, 

enabling the detection of suspicious activity and potential security 

incidents.

Key objectives: Implementing centralized log aggregation and 

normalization to detect suspicious activity in real time, along with 

ongoing development of new threat detection use cases.

Security logging and monitoring

External threat 

intelligence

Threat detection 

engineering and 

continuous 

development

24/7 SAP cloud ERP 

security monitoring
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Manage and resolve security incidents to minimize damage and 

quickly restore normal operations. 

Key objectives: Ensuring swift response to security incidents while 

facilitating rapid containment, eradication and recovery.

Incident response

Preparation Detection Containment Eradication
Recovery & 

Forensics

Cyber-legal process engagement & communications

Instrumentation

Contact reports

Communications

Threat intel (CTI)

Discovery & 

response initiation

Analysis

Scope investigation, 

data collection

Detection 

recalibration

Contain activity

3rd party tools 

support

Eradication plan

Continuous 

monitoring

Execution

Recovery 

initiation

Forensics

Restauration of RISE 

with SAP systems

Lessons 

learnt
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Prepare systems and processes to help ensure operational resilience 

and rapid recovery after disruptions.

Key objectives: Regular data backups, replication of critical systems, 

and the ability to restore operations quickly after an outage.

High availability*

Business continuity and disaster recovery

Primary 

data center

Secondary 

data center

Disaster recovery 

plans

Testing of failover 

processes

Backups

Automated Immutable Encrypted
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Manage cybersecurity standards, frameworks, and adherence to 

relevant industry regulations, such as NIST CSF, GDPR, HIPAA, PCI-

DSS, and more.

Key objectives: Meeting data privacy, sovereignty and residency 

requirements, ensuring compliance to global and regional 

cybersecurity regulations required to operate the cloud service.

• Assessing cybersecurity regulations

• Conducting compliance audits throughout the financial year

• Maintaining security certifications

• Enforcing data governance policies

• Supporting compliance with data sovereignty regulations

Governance and regulatory compliance

Current certifications include:

ISO 27001, ISO 27017, ISO 27018, ISO 22301,

ISO 9001, BS 10012, ISAE 3402 SOC1 Type 2, 

ISAE 3000 SOC2 Type 2 , BSI-C5, GDPR-readiness, 

NIST CSF, PCI-DSS, HIPAA, CCPS, ENS, ISMAP



Joule Integration with Cloud 

ERP
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© 2025 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.
CLOSED CAPTION: Avoid content in this area for your presentation. This bar will not show up when presenting in slideshow mode.  

Thank you

Samuele Scarpa

HEAD of SAP Cloud Architect & Advisor Italy 

Global Cloud Operations
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