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Rising cybersecurity challenges
Complexity and skills shortages dominate

Average cost
- of a data
M. breach?

Only
of data breaches are detected
by a company’s own security
teams and tools?2

Over

of companies are expect to
adopt cloud sovereignty to
°/o ensure regulatory compliance 3

Public L21BM, Cost of Data Breach Report 2023 | 3 The Future of Commerce
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How Chronic Staff Shortages Amplify
Cyber Risk

Which cybersecurity challenges do you
believe could have been addressed
effectively with adequate staffing?

1 Insufficient Time for Comprehensive ~
Risk Assessment and Management

2 —— Process and Procedural Oversights r,/_l_
=

3 —— Delays in Patching Critical Systems

4 Inadequate Training Opportunities for (e

Cybersecurity Team Members -
- O-
5 — system Misconfigurations 30-


https://www.the-future-of-commerce.com/2023/10/31/what-is-sovereign-cloud-definition-benefits-examples/

3 key factors for security and resilience
Designing an effective strategy

variety of forms, including
ransomware, social engineering, and
DDoS attacks.

@] Threats are appearing in a greater \

Cyberattacks are evolving rapidly, Repetitive and time-consuming

Defending against leveraging Al and other technologies, tasks prevent security teams from

making traditional defense methods focusing on broader strategies,
cyberattacks less effective. increasing vulnerability.

> Tackling skills and More investment is needed in

technologies to promptly identify
technology gaps threats, manage vulnerabilities, and
ensure compliance.

Constantly changing directives,
laws, and regulations vary widely
across regions.

Organizations face challenges in

assessing compliance and risk fines
Manage regulatory  or penalties for non-compliance.

compliance J
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SAP Fast Facts

SAP supports security and
compliance for more than

@One third

of the total global
economy
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Shared security responsibility model
Working together to become a secure-by-default company

We (SAP Global Cloud Operation)

» Resilient platform architecture (HA and DR)
+ Single-tenant landscape
« Managed backup and restore

+ Building secure virtual machines, operating systems,
networking, SAP HANA database

+ SAP HANA database management

» Technical managed services (R&R Link)

» Operational security and security incident management
» 24x7 security monitoring

» Personal data breach notification

» SLA and support services

» Threat management and patch management

laaS provider
(Customer-selected deployment region) Managed by SAP

+ Physical data centre security in multiple regions
+ Resilient network connectivity and availability zones

» Underlying physical, virtual infrastructure and hypervisor

* Network availability with built-in basic DDoS protection
 Audit, security, and compliance on laaS

Public

RISE with SAP

SAP S/4HANA Cloud Private Edition

Supported hyperscalers

dWS

AAzu re

You (Customer)

Customer data ownership
Compliance to government and industry regulations
Application user identity management

Application user authentication and authorisation
management

Application user roles, user groups, access control
Application users behaviour analysis and monitoring
Dedicated private connectivity to hyperscalers
Vulnerability and patch management for applications
Application security audit logging (SAL)

Monitoring of security logs at application layer

Security hardening and penetration testing of applications

2 Google Cloud


https://www.sap.com/sea/about/agreements/policies/hec-services.html?sort=latest_desc&search=RISE&tag=language:english&pdf-asset=5c937ca6-647e-0010-bca6-c68f7e60039b&page=1

Shared Security Responsibility Model

SAP S/4HANA Cloud,
Public Edition
/,,, . l B \\\\
I, N\ 7 \\
1 |}
SAP S/4HANA Cloud, Public Editon P ~%
* Resilient SaaS architecture ‘\\ —— ,,"  Configuration of the Business Processes
» Advanced Multi-Tenant Logical Separation . L » Tenant Administration and Management
» Backup and restoration and Disaster Recovery TNeeae- o « ldentity Management
» Securing the infrastructure, operating systems, and networking,  Authentication and Authorization
and applications » Business Roles, User Groups, Access Control
* Operational security monitoring & incident management » Customer Data Ownership and Protective Handling
+ Personal Data Breach Notification « Compliance to Regulations
» Hardening and Patching Operating Systems and solution support « Analysis of Application Logs
+ Adherence SLA and Contractual Assurance via SLA, SAP DPA, - API Extension, Integration and 3rd party connectivity
Support Policy

. o . . Supported laaS Providers
» Physical Data Center Security in multiple Regions

* Resilient Network Connectivity and Availability Zones laaS Provider

* Underlying Physical, Virtual Infrastructure & Hypervisor w > l s C—J
» Network Availability with built-in basic DDoS protection
* Audit, Security and Compliance on laaS

Managed by SAP SE




SAP cloud ERP: Defense in depth

A multi-layered approach to help protect your data

Public

pudit and complianc,
operational securjg,

Network Secu,-ily

\ication se,
poP Urg,

pata securiy,

Customer
data

Zero-trust
architecture

Shared fate

Leading frameworks
(NIST, ISO)

ISO 27001
ISO 27017
ISO 27018
ISO 22301

Business continuity
Disaster recovery

Patch and malware
management

Customer environment
isolation with security groups

Customer tenant isolation
DDoS protection

Secure software
development lifecycle

Web application firewall
Cloud connector

Dedicated application
and database servers

Data-at-rest encryption
Data-in-transit encryption

BS 10012
ISAE 3402 SOC1 Type 2
ISAE 3000 SOC Type 2
c5

Security incident management
Regular security scanning (VAPT)

Continuous security logging
and monitoring

Separate application & database
for each customer

Network micro-segmentation
No default internet exposure

Identity and authentication

Application security
audit logs

Data-in-transit encryption

Role-based access control
Database monitoring

Secure key management
service
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A multi-layered security and compliance model

Defend against cyberattacks at every stage

Threat actors

8

0
Op

8

Public

@ 1. Prevent

-
2. Detect
-
3. Correct
N\ N
/

Regular risk management assessments, yearly regulatory audits, certifications, and attestations

Network isolation,
filtering, data
segregation

Web application
firewall & DDoS protection

Extended Detection
& Response (XDR)

Malware
management

Immutable
backups

Backup
encryption

oo

Encryption for data
at-rest and in-transit

Access controls > @]

and privileged
access management

Vulnerability
Assessment

Penetration
Testing

24x7 security incident response
Cyber recovery taskforce

Business continuity & disaster recovery

Secure
hardening

Vulnerability
& patch
management

Centralized log
aggregation
and
normalization

N



Threat and vulnerability management

Identify, assess, and mitigate security risks to protect the system
from cyberattacks and help ensure business continuity.

Key objectives: Regular vulnerability scanning and patching,
incorporating threat intelligence from multiple sources
and enabling early detection and response.

Vulnerability
management

L Risks —1 \( Vulnerability )

(;yber threat — Threatintel => Threat & vulnerability Patch
intelligence management management
Hunts —j\ Scope Results Findings

N I

Purple teaming /
adversary simulation

Risk management

Threat

Red teaming /

hunting penetration testing

Public




Identity and access management

Manage users and identities, implement dynamic access controls
for SAP cloud operations, and support compliance with security
policies, and data protection laws.

Key objectives: Managing user identities, implementing strict
access control policies, and restricting access
to data.

' = Multi-factor
5: authentication
(MFA)

Segregation
<I |> of duties

“= Least-privilege
A= access policies

Privileged
d\ identity and access
management .
Continuous access

monitoring and

== | Periodic review validation
Q of access

Xhe
oM
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Data protection and sovereign cloud

Protect the confidentiality, integrity and availability of sensitive data
stored and managed in the cloud, including customers’ business
and operational data.

Key objectives: Encrypting data at rest and in transit, secure key
management, backup immutability, preventing data leaks or
unauthorized access, and enforcing access control policies.

Certification programs
_ for handling government
Extensive classified information (GCI)

coverage \ /

Key management

services
Local data

centers

I

Persistent storage
encryption

TLS 1.2,SNC
encryption in transit
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Security logging and monitoring

Provide real-time visibility of events within the ERP landscape,
enabling the detection of suspicious activity and potential security
incidents.

Key objectives: Implementing centralized log aggregation and
normalization to detect suspicious activity in real time, along with
ongoing development of new threat detection use cases.

Public

24/7 SAP cloud ERP
security monitoring

N

Threat detection
engineering and
continuous
development

9

X Events

Security incident and event
management (SIEM)

\l/ Alerts

Security orchestration, auto-
mation, and response (SOAR)

\l/ Cases

Incident response

&——

External threat
intelligence

ol

o

New York




Incident response

Manage and resolve security incidents to minimize damage and
quickly restore normal operations.

Key objectives: Ensuring swift response to security incidents while
facilitating rapid containment, eradication and recovery.

A\ 4

Cyber-legal process engagement & communications

Forensics

N

Instrumentation Dlscovg r'y.&' Contain activity Eradication plan Rggoyery
response initiation initiation
Scope investigation, 3rd party tools . Restauration of RISE
Sl S ReL data collection support Execution with SAP systems
Communications Analysis Cont!nugus Forensics
monitoring
Detection Lessons

Threat intel (CTI) T learnt
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Business continuity and disaster recovery

Prepare systems and processes to help ensure operational resilience
and rapid recovery after disruptions.

Key objectives: Regular data backups, replication of critical systems,
and the ability to restore operations quickly after an outage.

High availability™

Disaster recovery _
N
> =]

¥, = Testing of failover

% — processes Secondary

Primary
data center data center

f Baci(ups 1

Automated Immutable Encrypted
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Governance and regulatory compliance

Manage cybersecurity standards, frameworks, and adherence to
relevant industry regulations, such as NIST CSF, GDPR, HIPAA, PCI-
DSS, and more.

Key objectives: Meeting data privacy, sovereignty and residency
requirements, ensuring compliance to global and regional
cybersecurity regulations required to operate the cloud service.

\
Assessing cybersecurity regulations § N [ TR
Conducting compliance audits throughout the financial year w | :
Maintaining security certifications /. ‘

Enforcing data governance policies
Supporting compliance with data sovereignty regulations

Current certifications include:

ISO 27001, ISO 27017, 1SO 27018, ISO 22301,

ISO 9001, BS 10012, ISAE 3402 SOC1 Type 2,

ISAE 3000 SOC2 Type 2, BSI-C5, GDPR-readiness, -

NIST CSF, PCI-DSS, HIPAA, CCPS, ENS, ISMAP

Public
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How Joule Authenticates to Start With

The starting point is the business user authenticating to Joule — not Joule logging directly into S/4AHANA.

m Customer Corporate IdP
(Optional)
Examples: Entra ID, Okta, ADFS

’
/
!

i

E Federation, MFA, conditional access

Business User

Xe

., © .

BRI R

. O X

R . +

Browser / SAP Cloud Identity OIDC Token / Joule Session
SAP Start / Fiori / Services - |IAS Application Session Starts
Joule Ul Identity Authentication IAS issues token/session Authenticated user
i Y H X i 9 for Joule ) L session established

Runtime login behavior

— 1
)
3.

4.

User opens Joule. — = authentication flow @ This step authenticates the |

If no active session exists, Joule redirects to IAS. user to Joule, not directly
IAS may redirect to the corporate IdP for authentication. <« ~-~--% =redirect/ return flow to S/AHANA.
After successful login, IAS returns an OIDC token/session to Joule. : ' \

N — e — e —— =

©

Slide-safe statement

Joule authenticates the user through SAP Cloud Identity Services — Identity Authentication. IAS may federate to the
customer corporate IdP for MFA and conditional access. After successful authentication, IAS issues the token/session
used by Joule.
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RISE with SAP + Joule: secure integration architecture

How Joule-enabled use cases interact with a private RISE environment with secure data flow

( © BusinessU 3 a © SAPEBTP/SAP PRI i © RISE with SAP — SAP-managed b
e s HRANBYOR SOIVICOS customer-specific hyperscaler account
O , \ g T e e \
0 O IAS / Identity Trust ! Customer-specific VPC / VNet !
‘ l ’ - o | - X!
o C® i gl | e Production Subnet 0 }
Browser/ = @|g-——edee——- |
B I !
SAP Start / Fiori * W= T — \ — I
I el > 4] ' B o= | i
+ oule Service > Ly il =) bl I
* Joule Ul Orchestration % Existing outbound | a | QD o ‘ |
IR T TLS tunnel | ‘ |
\ T T < : (reverse invok ee proxy) | SAP Cloud SAP Web SAP S/4HANA SAP HANA |
| < 1 |
Joule-enabled use cases : : I | gonnedor Dispatcher Application | Database |
\ | lL : | (private IP only) | Server |
| | \ ‘ \ ) { ) |
@ Informational L 4 v : N~ : & 7 :
¢ ™ S 1 1
- o . e Opened earlier outbound : ’ 1 1 :
o Navigational Destm::.\tlon Connectivity i from the RISE side through | Customer Gateway Server (CGS) Subnet I
‘ Service Service B - the CGS Proxy/NAT path I |
i I ¢
['__‘/ Tfa{‘iacin"a' ! @ Proxy = NAT/SNAT h-—==dteee—p 5
assistance L ) | J co,,:ma.? |
X J I\ : _______________________________ S 7! |
o Business user signs in and opens Joule. e Cloud Connector valid: the allowlisted . 4
| . - virtual host / path and forwards only
— Request flow e Joule request is processed in SAP BTP. approved traffic to SAP Web Dispatcher.
© ForRISE business context or transactions, ) @ AP Web Dispatcher routes to
—=—=P  Response flow o Joule uses Destination Service + Connectivity Service. SAP S/4HANA Application Server.
Existing outbound TLS tunnel (reverse invoke proxy) . .
===% Intemnal app-to-database access between SAP BTP and SAP Cloud Connector. 9 2/:: :23 Ab ::;rf;ﬁl'yog:n':z::cess
Opened earlier outbound from the RISE side ’
through the CGS Proxy/NAT path. © Response retums to Joule through
the same tunnel.
( ( R,
Security Identity & session trust: (0] Outbound-only connectivity: ' (o) Allowlisted backend access: D Application-layer control:
« 1AS/ OAuth / authenticated + private IP Cloud Connector, [ = pp—— exposes only (= 26l Dispatchar, sog S/ AHATA enfores
controis ¢ priv : : i L ¢ S business logic and authorization;
user access ‘ no inbound internet opening ‘L approved virtual endpoints .- HANA remains behind the app layer

Joule uses SAP BTP services and the existing Cloud Connector reverse-invoke tunnel to securely
reach approved S/4HANA business functions in the private RISE environment.




What S/4HANA Does at the Backend

Cloud Connector forwards only allowlisted access, Web Dispatcher routes the request,
and S/4HANA remains the final business authorization point.

3 N & =)\
(Q) a SAP Cloud
— Connector
SAP BTP / Joule
v — | Allowlisted virtual
v — | host, protocol
approved request e , P )
arrives from SAPBTP  [€ == 1| ™ ] port and path only
- : J \. »
I
B e
Legend

3P Solid black arrow = request flow

= = 9 Dashed blue arrow = response flow

O o

~—3» Thin gray arrow = internal app-to-
database access

°|@

Allowlist control

forwards approved
virtual endpoints.

Cloud Connector only

- k.
SAP S/4HANA
- N Application Layer - N\

Authenticates and authorizes the request

@% SAP Web Final business authorization decision

— Dispatcher |—p happens here —
\
Routes request to A) Preferred for user-context flows SAP HANA
application layer Database
Pnnapal M " S/4HANA checks
<« --{ reverse proxy / < -~ Propagation / . SeRed © e ey Sl Internal access only
routing user-context token l Asiess uoer authonzatnons through S/4HANA
N 7 application logic
NG J N
B) Alternative for integration flows
Technical user / Mapped to S/4HANA checks .
OAuthclient . technical 3| echnical user No direct authentication
credentials / integration authorizations from Joule to HANA
service identity identity
\ - J

Joule does not bypass S/4HANA security.

Cloud Connector restricts reachability. Web Dispatcher routes the call.
S/4HANA authenticates and authorizes. HANA stays behind the application layer.

2

&5

‘ Backend authorization

S/4HANA enforces user or
service authorization.

o5

Database protection

HANA is not directly exposed
or directly authenticated
by Joule.



When Joule Needs to call RISE with SAP Cloud ERP Private

User-context business API flow from Joule to a private RISE backend using Destination Service,
principal propagation, and Cloud Connector reverse-invoke connectivity.

f B
o Business User

o,
(D

Authenticated user
session already
established

**

Joule Ul /
SAP Star / Fiori

O

User asks Joule to
invoke an application
function

o User asks Joule to

e | O

Existing outbound TLS tunnel
(Reverse Invoke Proxy)

9 Joule receives the

4 "
€©) sAP BTP / SAP-managed services
D 4 2 SAP Cloud
= Joule Service / hintios Sarvicas =
{ « P Orchestration 1AS
A
1
:"-"“ User token exchange /
- principal propagation
Destination T Deiltion G icewih ges
Service the Joule user token stored
with IAS to obtain the proper
token for the backend
application call.
Connectivity Service / 1 e
Connectivity Proxy J >
N 7

e Destination Service

perform an request in resolves the
application action SAP BTP approved virtual
backend target

For user-context scenarios, Joule uses Destination Service to call the approved backend
in the name of the logged-in user. The backend response is constrained by the user’s actual

application authorizations.

| a

mTLS / TLS protected,
outbound-only tunnel

No inbound internet
connection to the
private RISE backend

&

RISE with SAP -
SAP-managed customer-specific hyperscaler account

Customer-specific VPC / VNet

A) Production Subnet

(6]

(8]

@ o

SAP S/4HANA SAPHARA
Application @
Server
Valldates stiowedin Appbcabon-layer Applica.tion-layer Internal access
virtual host, protocol, routing and routing and b ukatiod
port, path, and backend backend .
backend mapping authorization authorization

5
B) Customer Gateway Server (CGS) Subnet (supporting network services)

K Internet /
@ prow Ly NAT/SNAT [-—-p R
1\ Used to establish the outbound tunnel from Cloud Connector to SAP BTP

o Destination Service e Connectivity Service e Cloud Connector o Cloud Connector S/AHANA o SAP HANA is @ Response returns
exchanges user sends the request validates forwards to application accessed through Cloud
token with IAS / through the existing allowedlist SAP Web processes internally Connector,
principal propagation reverse-invoke tunnel access Dispatcher the request if needed Connectivity Service,
and Joule
Legend
Identity & trust: Principal propagation: Outbound-only Application ——  Request flow
‘. authenticated user . backend call carries a ¥ : —==»  Response flow
2 Cloud Connector S/AHANA enforces
.0 session and ‘0 approved user a A : —— Internal app-to-database access
IAS token exchange context f o i
invoke tunnel authorizations -———%  Token exchange / principal

propagation path




Secure Data Flow Architecture — SAP Joule with SAP Cloud ERP Private

End-to-end user, identity, orchestration, connectivity, and backend authorization flow

o User authenticates

o User opens SAP

o Joule interprets the intent

e BTP services prepare

e Connectivity reaches the o SAP Cloud ERP Private

through Corporate Fiori Launchpad and selects the supported the governed route to private backend through enforces authorization
IdP / IAS with Joule action the backend Cloud Connector and business logic
: SAP BTP RISE with SAP / Backend Processing in
SAP Cloud ERP Private () SAP Joule / SAP BTP : . ;
O / Integration Services Production Subnet SAP Cloud ERP Private
Business User SAP Fiori Launchpad e ;
Joule Orchestration B Q E SAP Fiori / OData APls
‘ ; @ Intent understanding ey e SAP Cloud SAP Web 4
- @ .I.|.|J. E Understand the user request Work Z::\e / Desstm.:itlon Connector Dispatcher / ABAP Authorization
i ervice )
~—3 Corporate I.dentrty —5 — —» Navigation — API Entry — Q Checks
/1AS/ Single Navigation mapping —»
Sign-On 3 0 CB ‘
g DDZ\ @ oee - Map to content or app targets . a can
oule 0& P ) @ Business Logic
a Q Semantic search 0 i
Find relevant data and context Connectivity Identity Reverse-lnlvoke ‘
. . O Py mnne
Trus:egrst:\s;on Service Prov::l?smg / @ SAP HANA
establis 3 o
g *  Task / action selection {behind the application layer)
‘ User asks a question S:Iect the best action to perform
1 or gives an instruction Confiarea sarices doterni
| o gu:‘d hS:wM :;f etem:me Controlled connectivity path —
| P Wherea fedues - » no unrestricted direct access Joule does not bypass
! ® | "Show overdue is routed the brivat backand backend authorization
: @ purchase orders” : to the private backen
| T A
| | |
\ I !
-------------------------------------- o Ontyittieapproved restuttretiimsto Jotile /iFione dp' o = mrm sim e e i v o o cmiom onmon s mn il ol e o o o e i o e o
Security controls Trusted authentication . Least-privilege roles Approved destinations TLS / encrypted connectivity Backenc? authorization - e
2 ) and business rules v=| controlled response
across the flow via IAS / SSO Jif ﬂ and user context and APls only and reverse-invoke tunnel

remain in S/4HANA to the user



Thank you

Samuele Scarpa

HEAD of SAP Cloud Architect & Advisor Italy
Global Cloud Operations

GE3 | Global Cloud Operations
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