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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 
Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service 
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related document, or 
to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and 
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this presentation is not 
a commitment, promise or legal obligation to deliver any material, code or functionality.  This presentation is provided without a warranty of any kind, 
either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular purpose, or non-infringement. 
This presentation is for informational purposes and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions in 
this presentation, except if such damages were caused by SAP’s intentional or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from expectations. 
Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, 
and they should not be relied upon in making purchasing decisions.
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SAP BTP

Adoption Framework

Your compass for architecting, implementing, and operating solutions 

on SAP BTP
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SAP BTP Adoption Framework

What is the SAP BTP Adoption Framework?

A central hub for decision guides, reference architectures, methodologies, and security best practices

Architects

Integration &

Extension Architecture

Developers

SAP BTP

Developer's Guide

Administrators

SAP BTP

Administrator's Guide

Decision Guides Reference Architectures
Security 

Recommendations
DevOps Principles Methodologies

Continuously evolving · integrates SAP Discovery Center, Learning & Community
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SAP BTP

Developer's Guide

Guided path for building secure, scalable applications on SAP BTP
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SAP BTP Developer's Guide

SAP BTP Developer's Guide

What is it?

Guided path for application development on SAP 

BTP

Consolidated tools, services & best practices

Step-by-step instructions for each development 

phase

First point of entry for building scalable BTP apps

Key Principles

Principle of One

Consistency across service evolutions

Compliance by Default

Best practices & cloud qualities built-in

Continuous Evolution

Always aligned with latest SAP BTP changes

Low TCO

Plug & play integration approach
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Phases of

Secure Development

Security built into every phase — from design to production
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Phases of Secure Development

Security Across the Full Development Lifecycle

1

Explore

Threat modeling

Secure SDLC

2

Discover

Security services

Data flows

3

Design

IAM design

Secure APIs

4

Deliver

CI/CD pipeline

Secrets mgmt

5

Run

Monitoring

Cloud ALM

SAP BTP Developer's Guide — security is embedded across all phases
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Phase 1 — Explore

Explore: Build Security In from Day One

Define Secure SDLC

Establish a secure software development

and operations lifecycle framework

Threat Modeling

OWASP-based — mandatory at SAP since 2018

Identify risks before code is written

Plan for Compliance

Map applicable regulations (GDPR, ISO)

and requirements upfront

OWASP Threat Modeling Steps

Mandatory at SAP since 2018

1 Identify Assets

2 Architecture Overview

3 Decompose Application

4 Identify & Document Threats

5 Assess Risks from Threats

6 Define Mitigation Steps
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Phase 1 — Explore

SAP Cloud Standards & Compliance

Security Standards

ISO 27001, 27017, 27018

ISO 22301

SOC 1 & SOC 2

BSI-C5 (ISAE 3000)

CSA STAR

Privacy & Regulation

EU GDPR

EU AI Act

BS 10012

EU Cloud Code of Conduct

DORA / NIS2

Market Specific

TISAX, PCI DSS

KRITIS, HDS

IRAP, CCSP

ENS, GxP

South Korea CSP

sap.com/about/trust-center/certification-compliance.html
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Phase 2 — Discover

Discover: Essential BTP Security Services

SAP Cloud Identity Services

Authentication, SSO,

user lifecycle management

Authorization & Trust Mgmt

App authorizations &

platform trust configuration

SAP Credential Store

Passwords, API keys,

certificates & keyrings

SAP Audit Log Service

Digitally signed,

tamper-proof audit logs

SAP Malware Scanning

Scan uploaded documents

for malicious content

SAP Connectivity Service

Secure on-premise

connectivity & destinations
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Phase 3 — Design

Design: Five Principles for Secure Architecture

Defense in Depth Layer security controls independently across network, application, and data layers

Least Privilege Use RBAC & ABAC — grant only the minimum permissions required for each role

Secure API Design Enforce OAuth 2.0 & OpenID Connect, encrypt all API traffic with TLS

Identity-First SAP Cloud Identity Services for SSO, provisioning, and token-based authentication

Secure Extensibility Isolate custom logic, validate domain models, prevent injection vulnerabilities
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Phase 3 — Design

Identity & Access Management with SAP Cloud Identity 
Services

Authentication & SSO

OpenID Connect & SAML 2.0

Multi-Factor Authentication

Corporate IdP federation

Short-lived tokens (X.509)

Identity Lifecycle

Centralized user provisioning

SAP Identity Directory

Automated on/off-boarding

Cross-system synchronization

Authorization

Role-based access control

Attribute-based policies

SAP Authorization Mgmt

Segregation of duties

SAP Cloud Identity Services — one platform for all SAP applications
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Phase 4 — Deliver

Deliver: Secure CI/CD Pipeline

Code

SAST / Linting

Dependency scan

Build

Automated testing

Code coverage

DEV

Integration tests

Auth validation

PRE-PROD

DAST / Pen test

Security review

PROD

Deploy

Audit log enabled

Secrets Management

SAP Credential Store for all passwords, keys & certificates. 
Never hardcode.

Transport Management

SAP Cloud Transport Management for controlled 
promotions across landscapes.
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Phase 4 — Deliver

Deliver: Security Assessment & Testing

SAST

Static Application Security Testing

Source code analysis before deployment

SAP BTP CI/CD integration supported

DAST

Dynamic Application Security Testing

Runtime analysis of deployed applications

SAP BTP CI/CD integration supported

Penetration Tests

Internal & external pen tests

APIs, web apps & authentication flows

SAP BTP CI/CD integration supported

Auth End-to-End

Authorization validation across roles

Scenario-based access control testing

SAP BTP CI/CD integration supported
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Phase 5 — Run & Scale

Run & Scale: Continuous Security Operations

SAP Cloud ALM

Monitor security recommendations

across your BTP landscape

BTP pushes configuration status to Cloud ALM

Align services with SAP security recommendations

Shared responsibility — customer applies mitigations

Continuously expanding service coverage

Runtime Monitoring

Detect anomalies & unauthorized access in real time

Patch Management

Regular updates to dependencies and client apps

Config Hardening

Periodic security audits of BTP configurations

Data Protection

Secure user-generated content & privacy compliance
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Phase 5 — Run & Scale

Application Vulnerability Report

Continuous open-source vulnerability scanning for deployed BTP applications

Open-source components in deployed BTP apps carry real 

vulnerability risk — customers are responsible for their own 
patch management.

Benefits

Comprehensive overview of all OSS vulnerabilities across 

your BTP landscape

Act on criticality with mitigation recommendations 

included in the report

Stay ahead with 0-day detections unavailable from 

commercial scanning tools

Unique combination: Commercial + Open Source + SAP-

developed MicroScanners

Applications running on SAP BTP

Scanning Layer

Commercial

(Trivy / OSV)
SAP BTP–specific 0-day

Application Vulnerability Report for SAP BTP

API

SAP Cloud ALM

Q4/2026

SAP BTP Cockpit

Q2/2026

Key Capabilities

API Access

Available now

BTP Cockpit 

Integration

Q2 / 2026

SAP Cloud ALM

Q4 / 2026
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Summary &

Key Takeaways

What to remember from today's session
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Summary

Key Takeaways

1
The SAP BTP Adoption Framework provides architects, developers, and administrators with a proven path for 
secure cloud development

2
The SAP BTP Developer's Guide embeds security into every phase — from explore to run — via the 'principle of 
one' approach

3 Threat modeling early (OWASP-based) prevents costly rework and ensures compliance from day one

4
SAP BTP security services — Cloud Identity, Credential Store, Audit Logging, Malware Scanning — are your 
foundation for compliance

5 SAP Cloud ALM enables continuous monitoring of security recommendations across your full BTP landscape

6
The Application Vulnerability Report provides continuous open-source vulnerability scanning for deployed BTP 
apps — with Cloud ALM and BTP cockpit integration on the roadmap
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Resources

Useful Resources & Next Steps

SAP BTP Developer's Guide

help.sap.com/docs/btp/sap-btp-developers-guide

SAP BTP Security Recommendations

help.sap.com/docs/btp/sap-btp-security-recommendations

SAP Cloud Identity Services

help.sap.com/docs/cloud-identity-services

SAP Trust Center & Certifications

sap.com/about/trust-center/certification-compliance

SAP Discovery Center

discovery-center.cloud.sap

SAP Credential Store

help.sap.com/docs/credential-store

Application Vulnerability Report

Contact: fabian.richter@sap.com
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Resources

Further Reading & Links

Platform & Framework

BTP Adoption Framework

BTP Developer's Guide

BTP Security Recommendations

Explore Phase

SAP Secure SDLC (SDOL)

OWASP Threat Modeling Builder

Trust Center & Certifications

Design Phase

SAP Architecture Center

Ref Arch: Secure Hyperscaler Access

Ref Arch: IAM & Identity

BTP APIs (Business Accelerator Hub)

SAP Cloud Identity Services API

Deliver Phase

SAP CI/CD Service

SAP Credential Store

Run & Scale Phase

Monitor Security Recs. with Cloud ALM

Hands-On Missions

Mission: CAP-Based Extension App

Mission: Observability in BTP

GitHub: Incident Mgmt Code Sample
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https://discovery-center.cloud.sap/protected/index.html#/adoption-framework
https://help.sap.com/docs/btp/btp-developers-guide/btp-developers-guide?version=Cloud
https://help.sap.com/docs/btp/sap-btp-security-recommendations-c8a9bb59fe624f0981efa0eff2497d7d/sap-btp-security-recommendations
https://www.sap.com/documents/2016/03/a248a699-627c-0010-82c7-eda71af511fa.html
https://owasp.org/www-project-sap-threat-modeling-builder/
https://www.sap.com/about/trust-center/certification-compliance.html
https://architecture.learning.sap.com/
https://architecture.learning.sap.com/docs/ref-arch/20c6b29b1e
https://architecture.learning.sap.com/docs/ref-arch/7e558be8f1
https://api.sap.com/products/SAPCloudPlatform/apis/packages
https://api.sap.com/package/SCPIdentityServices?section=Artifacts
https://www.sap.com/products/technology-platform/continuous-integration-and-delivery.html
https://help.sap.com/docs/credential-store?locale=en-US
https://help.sap.com/docs/btp/sap-btp-security-recommendations-c8a9bb59fe624f0981efa0eff2497d7d/monitor-security-recommendations-with-sap-cloud-alm
https://discovery-center.cloud.sap/missiondetail/4426/4712/
https://discovery-center.cloud.sap/missiondetail/4426/4712/
https://discovery-center.cloud.sap/missiondetail/4426/4712/
https://discovery-center.cloud.sap/missiondetail/4432/4718/
https://github.com/SAP-samples/btp-developer-guide-cap


Thank you.
Questions & Discussion

Jürgen Adolf

juergen.adolf@sap.com
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www.sap.com/trademark

© 2026 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of SAP 

SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its 

distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or

warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials. 

The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty 

statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional 

warranty. 

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or 

any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation, 

and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and

functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason 

without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or 

functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ 

materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they 

should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered 

trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names 

mentioned are the trademarks of their respective companies. 

See www.sap.com/trademark for additional trademark information and notices.

www.sap.com/contactsap

www.sap.com/contactsap

Follow us

https://twitter.com/sap

http://www.sap.com/trademark
https://www.sap.com/registration/contact.html
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP
https://twitter.com/sap
https://www.facebook.com/SAP
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