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Unified Connectivity — Introduction and SAP Context

Cogninid  @wrr A =2

5 Finance lé’e\spe»d ?SCM ‘“ HCM 12\ X

SE G
;/ L 'SAP Autonomous Domains J Partner Agents Third-party Al Agents
e e e —
SAP Business Al Platform as the next i Problem Area
evolution of SAP’s unified platform, S
~ = Hybrid Technical Connectivity

bringing together the capabilities of
SAP BTP, the Al Foundation, SAP
Business Data Cloud (BDC), and

2 JA = Connection Configuration Management
= S = Hyperscaler-Agnostic Private

select process-tracking tools from | eesude ‘ Connectivity (OSI Layers 4-7 encrypted)
the SAP Business Transforma o@nin  Avercel 3 S v e B ety
Management (BTM) portfi ® *Cludecode Gaman [

And more

T Al Gt MI™ Scohere {ipepedy PRIOR -Ammer

B8 Microsoft ~ Google Cloud

OSl Layer 4)
jied Experience

Sesnowfloke’ . Andmore

SAP SuccessFactors.

§ ws‘mﬂAch«d—m:Eﬂ‘m;j SAP BUSINESS Al PLATFORM
M

SAP DSC )
o s o) —

SAP Customer Experience

e @ uitescomecy ko) i) @) (@i
ERT— e
Others Lo solutions Rlﬁ%l
AP

‘Amazon Web Services via AWs PrivateLink ic: Private Link \_) ‘Google Cloud Platform via Private Service Connect w SAP Cloud Infrastructure via Archer

Amazon S3 @ Azure Storage b ( Cloud SQL C SAP SCI Services )
e R "
Amazon RDS & Azure SQL Database ) Cloud Storage ) ¢ +more )
& » ) X
Amazon DynamoDB & Azure Cosmos DB ) ( BigQuery \
T 5 = SAP S/4HANA On-Premises
+more { + more ) | +more )

INTERNAL — SAP and External Parties under NDA Only


https://www.sap.com/products/ai-platform.html
https://www.sap.com/products/ai-platform.html

Problem To Solve: Interoperability, Simplification, Unification

Centralized Configuration Private Connectivity

« Technical connection settings managed SAP Connectivity service
centrally via SAP Destination service * Runtime and hyperscaler-agnostic Layer 7
private connectivity, native to SAP BTP

+ Secure access to on-premise and VPC-hosted
systems via SAP Cloud Connector

SAP Private Link service

Reduces configuration duplication and « Hyperscaler-specific network level connectivity
enforces consistent, secure connectivity « Ensures that all traffic stays fully within the
across landscapes hyperscaler’s internal network

Built-in automation for multiple
authentication flows supporting public and
private applications and systems

SAP Connectivity service

SAP Destination service
SAP BTP Connectivity

SAP Private Link service
SAP BTP Connectivity
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Unified Connectivity

Transparent Proxy for SAP BTP Connectivity
provides a unified connection experience for
local, public and private systems

Abstracts technical differences between
connection types, protocols, and authentication
methods. Simplified technical complexities.
Enables virtual transparency when consuming
remote systems, simplifying development,
scaling, and operations

Transparent Proxy for SAP BTP Connectivity

SAP BTP Connectivity



https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/8ff5483fef564eae9f34fe092d1bddcd.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/e54cc8fbbb571014beb5caaf6aa31280.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/bd2d4f45e0494121a058ad9c015ba348.html?locale=en-US&version=LATEST
https://help.sap.com/docs/private-link
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/e54cc8fbbb571014beb5caaf6aa31280.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/e54cc8fbbb571014beb5caaf6aa31280.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/acc64ada71e34f98867f16fbcc471b5e.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/e54cc8fbbb571014beb5caaf6aa31280.html?locale=en-US&version=LATEST

SAP Destination Service
An integral part of SAP BTP Connectivity

Secure, flexible and centralized technical connection
configuration management via key entities

« destinations — key-value parameters holding information about
technically accessing the remote system — protocol, host, port,

credentials, etc.
« destination fragments — partial configurations
« certificates — multiple file and keystore formats

Self-service for issuing X.509 client certificates part of
SAP Cloud PKI.

Multiple storage levels and scopes of visibility.
Administration via BTP cockpit and REST AP!.

Programatic runtime access via REST API:
* tenant-specific destination look-up
* automated access token retrieval

Multi-tenant, cross-environment service consumption.

Simplified consumption via Transparent Proxy and Cloud SDK.

Documentation: https://help.sap.com/docs/CP_CONNECTIVITY
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What is a Destination?

Guided tour of the Destination Ul




SAP Connectivity Service
An integral part of SAP BTP Connectivity

Secure technical connectivity between cloud applications
and such hosted in private, fenced network environments.

BTP environment-native and Hyperscaler-agnostic solution.

Communication protocol-specific processing, enforcement
of access controls, auditing and monitoring.

Multiple communication protocols:
* HTTP, RFC, LDAP — protocol-specific processing
* TCP — generic data transfer of any TCP-based protocol

BTP-native runtime consumption via
+ destinations with ProxyType=0On-Premise

« Transparent Proxy as main entry point for virtually
transparent, unified connectivity experience

Connectivity Proxy as Kyma Module

* enable — configure — use. Supportability SLAs by SAP.

Documentation: https//help.sap.com/docs/CP_CONNECTIVITY
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Guided tour of the Connectivity service
and Cloud Connector Uls




SAP Private Link Service
An integral part of SAP BTP Connectivity

Establishes a private channel between selected SAP

BTP services and selected services in laaS
(Hyperscaler) provider accounts

Traffic remains within the Hyperscaler's secure
network and does not reach public Internet

Available on {0 and @ SAP BTP runtimes

Supported laa$S providers:

I\ Azure AWS o,

"/ Google Cloud Platform

Documentation: https://help.sap.com/docs/private-link
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https://help.sap.com/docs/private-link
https://help.sap.com/docs/private-link
https://help.sap.com/docs/private-link

Transparent Proxy
An integral part of SAP BTP Connectivity

The entry point at runtime for applications and services to
leverage the features and capabilities of SAP BTP Connectivity

Virtually transparent, unified connectivity to any remote target

application modelled as a destination in SAP Destination Service

* Local access to the remote applications via Kubernetes Services

+ Transparent Proxy takes care of client authorization, mTLS, SOCKSS,
principal propagation, etc.

Native integration with SAP Destination service and SAP
Connectivity service

«  Auto-wiring with Connectivity Proxy Kyma Module

*  Automated SOCKS5 handshake with Connectivity Proxy

Transparent Proxy as Kyma Module
« enable — configure — use. Supportability SLAs by SAP

Custom deployment on Kubernetes. Lifecycle management via
Operator and Helm.

Enterprise readyness — multi-tenant, resilient, highly available

Automated scaling based on Kubernetes HPA
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https://help.sap.com/docs/CP_CONNECTIVITY
https://community.sap.com/t5/technology-blog-posts-by-sap/it-has-never-been-easier-connecting-cloud-apps-to-internet-and-on-premises/ba-p/13578208

Unified, virtually transparent, enterprise technical connectivity on SAP BTP

Virtually transparent, unified connectivity to
any remote target application, confiturations
are centrally modelled and managed as
destinations in SAP Destination service

BTP environment-native and Hyperscaler-

agnostic private connectivity via
SAP Connectivity service

Hyperscaler-native private connectivity via
SAP Private Link service

Unifed user experience,

any destination — same code.
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Name: s4-anywhere
Type: HTTP
URL: http://s4hana-virtual. internal: 8000

# Destination config controls the routing — app code stays the same. e OnPremise
Authentication: OAuth2ClientCredentials
. clientId: sb—xsuaa-s4hana-ext!t29874
# — Internet — Google (everyone knows this one) clientsecret: (nanaged by DS)
# Destinat ion : google | PPOXyType: Inter.net | Au-th : None tokenServiceURL: https://d1234567.authentication.eul@.hana.ondemand.com/oauth/token

tokenServiceURLType: Dedicated
scope: uaa.resource

Cur‘l gOOg1E/ HTML5.DynamicDestination: true
sap-client: 400
# > HTTP/1.1 200 OK (Google responds — routed transparently via TP) i

# — BTP Native Service — SAP Authorization & Trust Management (XSUAA)
# Destination: xsuaa-api | ProxyType: Internet | Auth: OAuth2ClientCredentials
# TP auto-injects the OAuth2 token — no credentials passed in the request

curl xsuaa-api/sap/rest/authorization/v2/apps | jq .[@].appid
# - "appl123!b13"

# — On-Premise — SAP S/4HANA via Cloud Connector tunnel
# Destination: s4-anywhere | ProxyType: OnPremise | Auth: OAuth2ClientCredentials

curl s4-anywhere/sap/opu/odata/sap/api_business_partner/A_BusinessPartner \
-s '?sap-client=4008%$top=38&$select=BusinessPartnerFullName&$format=json' \
| jg .d.results[].BusinessPartnerFullName

# - "US Apparel DC" / "US Grocery DC" / "Philadelphia Store"

# — Private Link — service in customer IaaS (never touches public internet)
# Destination: my-private-svc | ProxyType: PrivateLink | Auth: OAuth2ClientCredentials

curl my-private-svc/api/resource | jq .
# > { ... service in customer AWS / Azure / GCP account responds ... }

INTERNAL — SAP and External Parties under NDA Only 12



Manol Valchev

Product Manager
manol.valchev@sap.com

Thank you.

Tsvetan Angelov

Public documentation links: ' g
«  SAP Destination service Have an idea? Product Manager
«  SAP Connectivity Service; SAP Cloud Connector; Connectivity Proxy Open an influnce requst tsvetan.angelovOl@sap.com

+  SAP Private Link service

*  Transparent Proxy .
=7 Bring out your best.

© 2026 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.
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https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/8ff5483fef564eae9f34fe092d1bddcd.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/8ff5483fef564eae9f34fe092d1bddcd.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/bd2d4f45e0494121a058ad9c015ba348.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/bd2d4f45e0494121a058ad9c015ba348.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/e6c7616abb5710148cfcf3e75d96d596.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/e661713ef7d14373b57e3e26b0b03b86.html?locale=en-US&version=LATEST
https://help.sap.com/docs/PRIVATE_LINK/42acd88cb4134ba2a7d3e0e62c9fe6cf/3eb3bc7aa5db4b5da9dcdbf8ee478e52.html?locale=en-US&version=LATEST
https://help.sap.com/docs/PRIVATE_LINK/42acd88cb4134ba2a7d3e0e62c9fe6cf/3eb3bc7aa5db4b5da9dcdbf8ee478e52.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/acc64ada71e34f98867f16fbcc471b5e.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/acc64ada71e34f98867f16fbcc471b5e.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/acc64ada71e34f98867f16fbcc471b5e.html?locale=en-US&version=LATEST
https://help.sap.com/docs/CP_CONNECTIVITY/cca91383641e40ffbe03bdc78f00f681/acc64ada71e34f98867f16fbcc471b5e.html?locale=en-US&version=LATEST
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Upcoming deep-dives in our series
Your Cloud Future Starts Here: Core Capabilities of SAP BTP Explained

m Secure, Compliant, and Al-Ready: The Future of Governance and Compliance on SAP BTP
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