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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this
presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided
without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a
particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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Agenda

Introduction

The four pillars of Enterprise Security Services

Summary
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Intelligent Enterprise

BUSINESS NETWORK

N

N ﬂ W
PROCESS LI Across all functions

EXPERIENCE MANAGEMENT

APPLICATIONS INTELLIGENT SUITE INDUSTRY CLOUD

SUSTAINABILITY MANAGEMENT

TECHNOLOGY BUSINESS TECHNOLOGY PLATFORM

Enterprise Security Services
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Enterprise security services by SAP

Insight

Risk and compliance

Secure development services

Management

Identity services

Hybrid identity and access management
SAP Access Control | SAP Single Sign-On | SAP Identity

-
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SAP Data Custodian
SAP Trust Center

SAP BTP
Data retention manager

SAP BTP
Authorization
Custom domain
Credential store
Connectivity and destination
service

SAP Cloud Identity Services
Authentication
Provisioning

SAP Cloud Identity Access
Governance
SAP Customer Data Cloud

SAP Cloud Application
Programming Model

Audit log

Cloud connector from SAP

Security partners



Enterprise security services by SAP

Insight

Risk and compliance

\
Secure development services

\ \
Identity services
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= SAP Data Custodian
= SAP Trust Center

SAP Cloud Platform
= Data retention manager

SAP Cloud Platform

= Authorization

=  Custom domain

= Credential store

= Connectivity and destination
service

SAP Cloud Identity Services
Authentication
Provisioning

SAP Cloud Identity Access
Governance
SAP Customer Data Cloud

SAP Cloud Application
Programming Model

Audit log

Cloud connector from SAP



SAP Cloud Identity Services

SAP Cloud Identity Services

-

Business user

Identity
authentication @

Identity Cloud applications On-premise
provisioning applications

Corporate
identity management
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Enterprise security services by SAP

Insight

Risk and compliance

Secure development services

Identity services
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SAP Data Custodian
SAP Trust Center

SAP BTP
Data retention manager

SAP BTP
Authorization
Custom domain
Credential store

Connectivity and destination

service

SAP Cloud Identity Services

Authentication
Provisioning

SAP Cloud Identity Access
Governance
SAP Customer Data Cloud

SAP Cloud Application
Programming Model

Audit log

Cloud connector from SAP



SAP Cloud Platform extensions — Security services in action

Administration
SAP BTP Authorization
service

Connectivity - Audit log

SAP Cloud Customer - Credential
Identity Services application store
I:l Authentication| g\ Authorization and
86 &b trust management
. Provisioning : :
Business o) @ Custom
user a2 N @ i1l domains

A 4

Firewall
Corporate identity provider

Q]

v

<— Cloud
connector

SAP S/4AHANA
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SAP Cloud Application Programming Model

SAP Fiori

| SAP Web IDE
Eclipse
| VSCode

SAP HANA

Angular

Core

Cloud Foundry

Node.js I Java

Kubernetes

Core Data Services

XSA

Data Sources

PostgreSQL

local
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https://cap.cloud.sap/docs/
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https://cap.cloud.sap/docs/

Enterprise security services by SAP

Insight

Risk and compliance

Secure development services

Identity services

© 2020 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

SAP Data Custodian
SAP Trust Center

SAP BTP
Data retention manager

SAP BTP
Authorization
Custom domain
Credential store

Connectivity and destination

service

SAP Cloud Identity Services

Authentication
Provisioning

SAP Cloud Identity Access
Governance
SAP Customer Data Cloud

SAP Cloud Application
Programming Model

Audit log

Cloud connector from SAP
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Risk and compliance

SAP Cloud Identity Access Governance SAP Customer Data Cloud

Segregation of duties (SoD) and critical access for on-premise and Registration as a service

cloud solutions Data unification, orchestration, and transformation —

Access analysis and role design, including machine learning bidirectional data flow orchestration for unified profiles,
capabilities consents and preferences across the business
Self-service access request forms with built-in guides and data-driven Delegated administration and end-user self-service
filters

Consent and preference management

Integrated, compliant user provisioning process Efficient onboarding of new customers and partners

Configurable and predefined access policies and rules Extended profile data store — access to a complete
profile and consents and preferences data

Employing self-service preference center

SAP Cloud Platform Data Retention Manager
Helps you with data protection regulations
Integrates easily into your SAP Cloud Platform-based applications

Reduces development time by consuming a prebuilt service
and automated updates by SAP
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Enterprise security services by SAP

Insight

Risk and compliance

Secure development services

\
Identity services
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SAP Data Custodian
SAP Trust Center

SAP BTP

Data retention manager

SAP BTP

Authorization
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SAP Cloud Identity Services

Authentication
Provisioning

SAP Cloud Identity Access
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Insight

SAP Data Custodian

Public cloud data transparency and anomaly
detection, alerts, and notifications

Data placement, movement, and access
controls

Contextual cloud and cloud application access
controls, including for SAP S/4AHANA

Available for Amazon AWS, Google Cloud
Platform, and Microsoft Azure
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SAP Trust Center

Provides transparency into availability and
downtimes of cloud systems

Offers information about secure products,
secure operations and how SAP runs a secure
company

Provides insight in data protection and privacy
at SAP

Informs customers about how our products and
services meet the latest compliance and
security standards

Offers information about the various agreements
for cloud software and service offerings from SAP
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Contact information:

Jurgen Adolf

Product Management

SAP BTP Security

email: Juergen.adolf@sap.com
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© 2020 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional

warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See for additional trademark information and notices.

THE BESTRUN SAP


https://www.sap.com/copyright
https://www.sap.com/registration/contact.html
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP
https://twitter.com/sap
https://www.facebook.com/SAP

