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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this

presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided

without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a

particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in thiaorgasesent a
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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SAP solutions for cyber security and data protection

What cyber attacks do we see?

Structured approach to SAP Cyber Security

NIST Cybersecurity Framework

Cyber Security and Compliance solutions from SAP mapped to NIST
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SAP Secure Operations Map

Organization Awareness Security Governance Risk Management

Process

Application

System

Environment

© 2021 SAP SE or an SAP affiliate company. All rights reserved. & PUBLIC



SAP Depth and Breadth, supporting the Intelligent Enterprise
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NIST Framework
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NST

National Institute of Standards and Technology Cybersecurity Framework

It "provides a high | evel taxonomy of cybersecurity outcomes
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NIST Framework
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Cybersecurity- and Compliance Solutions from SAP based on NIST
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ldentify Protect Detect Respond Recover

SAP EarlyWatch Alert SAP Enterprise Threat Detection

Ul data protection masking & logging

SAP Configuration Validation Business Integrity Screening

SAP System Recommendations

SAP Focused Run

ABAP test cockpit & SAP Code Vulnerability Analyzer
SAP Fortify by Micro Focus

Single Sign-On
2 3 B SAP Standard Tool

I Cybersecurity Solution
AEEESS [T B! M Compliance Solution

SAP Data Custodian M Service & Support

User & ldentity Management
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Cybersecurity- and Compliance Solutions from SAP based on NIST
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Solutions for Control & Insight Process Control Risk Management SAC Cybersecurity Dashboard SAP Privacy Governance
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Cybersecurity- and Compliance Solutions from SAP based on NIST
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ldentify Protect Detect Respond Recover

SAP Enterprise Threat Detection _
Ul data protection masking & logging

Business Integrity Screening

SAP Configuration Validation

SAP System Recommendations

SAP Focused Run

ABAP test cockpit & SAP Code Vulnerability Analyzer
SAP Fortify by Micro Focus

Single Sign-On
2 3 B SAP Standard Tool

I Cybersecurity Solution
AEEESS [T B! M Compliance Solution

SAP Data Custodian M Service & Support

User & ldentity Management
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SAP EarlyWatch Alert Workspace
Centralized application management

Gain overview on your system landscape
health
A Cost free.

A Shows most critical configuration vulnerability's
across prod landscape.

A Prioritized Worklist i share and track progress.

A Accesses the most important systems on a weekly
base.

A SAP Governance and Risk Management Team use
the Security Card to see what urgently is require.
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SAP EarlyWatch Alert Workspace
SAP Product Excellence Award 2018 7 voted by SUGEN customers

A EarlyWatch Alert workspace

A One data lake with 2+ years history of system data
A Designed for Predictive and Preventive service
A Basis for Continuous Quality Checks
A Build for Simplicity with Design Thinking
A Build on SAP Cloud Platform & SAP HANA
A
A
Visits in August 2019 Customer systems Systems based on SAP HANA SAP HANA objects analyzed

every week to predicted
2 billion record limit
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SAP EarlyWatch
Display Security Alerts in SAP EarlyWatch Alert Workspace

Security Status

144 o

Systems with Security Alerts

Standard Users including DDIC or SAP* have default passwords

HANA Internal or System Replication Communication is not secured

ystems (Red Alerts: 3, Yallow ¢ A40) Weak Password POI|Cy (ABAP’ HANA)
HANA: SQL Trace configured to display actual data

Users having critical basis authorizations |
HANA users having critical authorizations like DATA ADMIN privilege

Audit Log is not active or written to an unsecure audit trail target
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Cybersecurity- and Compliance Solutions from SAP based on NIST
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SAP Focused Run
The ultimate solution for Operations

Addresses advanced customer needs in
scalability, data volumes, security, automation,
openness, dashboarding & artificial intelligence

A Manage landscapes with thousands of systems with minimal
operations costs

A Monitor real as well as synthetic user requests across systems
and technology

A Manage complex landscapes with millions of interface calls
and/or message flows

A Efficiently operate thousands of system, user, and integration
alerts, including integrated IT infrastructure events

A Enable central governance of software levels and configuration
settings

A Deep detailed root cause analysis capabilities tailored to your
needs
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