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THE BEST RUN '



Agenda

1.  Warm-up
2. Adoption Journey (SAP & Custom Baseline — Security Notes — Authorizations, RFC, ...)
3. Adoption Journey (Integration with Alerting and Reporting processes)

4.  Questions & Discussion
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Goal: Automated Security Monitoring & Dashboard for static security checks




Security & Compliance — Aspects addressed by SAP Focused Run
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&)
SAP Focused Run for Configuration & Security Analysis

 Enable central governance of software levels and configuration settings
* Integrate Security and Compliance into automated Operation Processes
e Support flexible evolution of a comprehensive configuration and security monitoring

Configuration and Security Analysis SAP Analytics Cloud

W compuens scmyAes @@= 4

Embedded into comprehensive set of IT Operations Use Cases

Configuration System Event & Alert Analytics &
Monitoring Management Management Intelligence
(ACM) (ASM) (AEM) YY)
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From ... data ... to ... validation ... to ... dashboard

HANA System(s)

System (ABAP)

|

CCDB_DATA_001

1
m\\\\\ y

System (JAVA)
[I— ‘

CCDB_DATA_XXX

Collector Inbound Queue
Configuration and Change
Database

\ \%\\\\

Scheduled Config Stores &
Data Collection Change History
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Scheduled Policies
& Alerts

Dashboard Pages

FRUN2SAC

API



Customer Journey to Security
with SAP Focused Run

track security improvements

stay ahead analyze latest threats Custom Policies

analyze prerequisites of planned
security measures

. react on HotNews
keep running _ N 3 SAP or Custom
monitor expiring certificates, mandatory transports, ... Policies

new SAP Security Notes

timely transparency - report vulnerability and deployment PatchDay Policies

(monthly)
automate operational processes
SAP Security Baseline Template Baseline Policies
detect & analyze - define/automate security baseline -2 validate and verify (250+ Checks)

___ SAP Github Content
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Adoption Journey — SAP Baseline



Prevent Breaches with a strong Security Baseline
Keep doors and widows closed. Have keys on a safe place. Ensure cameras are switched on...

“appropriate technical and
organisational measures”

Environment . Operating System . :
Environment Network Security & Database Security Client Security

AS ABAP AS JAVA HANA DB WebDispatcher CloudConnect v Automation of a comprehensive security baseline
r . .
‘ ‘ ‘ ‘ ‘ v High coverage of common requirements
N / N / N / ) | v' SAP Security Baseline Template: > 95%

v' Custom-specific Baselines: > 80%

Typical Achievement with SAP Focused Run

v Stores covering old and new security features of S/4 HANA
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The SAP Security Baseline

Document Structure

Secure Operation Map 2 Document Content
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SAP Security Baseline Template: (SAP Note: 2253549)

Specific Technical Rules on a Detall Level

3

341

3141

3.1.2

3.1.3

4

41

411

4.1.1.1
41111
41112
41113

Overview, Requirements and Guidelines

Purpose of this document

Regulations
Infrastructure Security (Identifier-Prefix I)
Network Security

Operating System Security

Database Security

Frontend Security

Secure Code (ldentifier-Prefix C)

Security Maintenance of SAP Code
Custom Code Security

Secure Setup (ldentifier-Prefix S)

Secure Configuration
Communication Security
Data Security

Secure Operation (Identifier-Prefix O)
Users and Authorizations ..

Authentication and Single Sign-On

Support Security

Security Review and Monitoring

Security Compliance (ldentifier Prefix X)

Security Governance

Cloud Security
Emergency Concept

Verifying Compliance

Configuration Stores
Configuration Stores for HANA based systems
Configuration Stores for ABAP based systems
Configuration Stores for Java based systems..

Annotations and Additional Information

Infrastructure Security

Network Security
Network Zones and Firewalls

Client — Server Communication — ABAP Systems

Client — Server Communication — Java Systems

Server — Server Communication

4.1.1.2
4.1.1.21
4.1.1.2.2
4.1.1.3
4.1.2
4.1.2.1
412141
41212
41213
41214
41215
4.1.2.2
41221
41222
413
4.1.3.1
413141
4.131.2
4.1.3.2
4.13.21
41322
41323
41324
41325
41326
41327
41328
4.1.3.3
4.1.3.3.1
41332
41333
41334
41335
4.1.3.3.6
41337
41338
41339
4.1.3.3.10
4.1.3.3.11
4.1.3.3.12
4.1.3.4
413441

SAP provided Gateways and Reverse Proxies and standalone components.
SAProuter.

SAP Web Dispatcher

Administrative Access to SAP Systems

Operating System Security.

Windows

Windows Groups and Users in an SAP System Environment

Windows Operating System User Settings in an SAP System
SAP Systems in the Windows Domain Concept

Securing Data Relevant to the SAP System

Security Settings for Shared Memory

Protecting Specific Properties, Files and Services

Setting Access Privileges for SAP System Directories Under UNIX/LINUX ..
Database Security
General Recommendations .

Authentication and Encryption

Authorization

SAP HANA Security
Change Passwords of Users after Handover

Deactivate SYSTEM user

Limit Password Lifetime

Password Policy
System privilege DATA ADMIN

System privileges must be Granted to Database Administrators Only

SQL Trace Level

Audit Trail

SAP MaxDB Security

Changing Passwords of Standard Users

Restricting and Checking Log Files for Failed Logon A

Use secure Authentication

Implement Backup and Disaster Recovery Procedures

Network Split for Administrative Protocols

Implement Database Configuration Hardening

Use Dedicated Database Hosts for Productive Database:

Defining Clear Authorizations for Users

Securing Communication Channels

Dispensable Functions with Impact on Security.

Checking User Input in SQL Statements

Trace and Log Files

Oracle

User Management

SAP Security Baseline Template
Version 1.9

The structure of the template is based on the SAP Secure Operations Map:

Security Security
Compliance Govemance

Secure
Operation

Secure Code

Infrastructure

Last update: 11/2021




Example 1: SEO6 — Change Options (Configuration)

System Change Option AP Configuration & Security Analytics

B Client Setting  Cancel More™ Store Browser

Global Setting Modifiable Config Stores of FRNADM type Application Server ABAP - Items: 92 - displayed: 2

Software Component Technical Name Modifiable
- Description Config Store Name Landscape Landscape Type TimeStamp
SAP Focus RUN Tool FRUN not modifiable (enhanceable
Namespace change settings NAMESPACES FRN on vhcalhdbdb sap_bcsystem 5/19/22, 1:11 AM

Customer Developments HOME Modifiable Namespace change setting... NAMESPACES_CHANGE_L... FRN on vhcalhdbdb sap_bcsystem 5/19/22, 8:28 AM
Local Developments (No Automatic Transport) ~ LOCAL Modifiable
MDG Foundation MDG_FND Modifiable
Foundation S4FND Modifiable

Cross-Application Component SAP_ABA restricted modifiability
<>

Namespace/Name Range Modifiable

ElsiomeiilameliRanye modifiable Namespace change settings (NAMESPACES) - Items: 139 - displayed: 139
General SAP Name Range Modifiable

Incl. Deleted

Test Generation Namespace for BW /1AP0O/ Not modifiable
r

/1B0/ Not modifiable ConfigitemKey value Type of event valid since
L

Bank Analyzer: Generated Objects /1BA/ Modifiable . TEXT = Customer Name Range
. NAMESPACE = | PREFIX = 5/18/21, 1:12 AM
ABAP & GUI Tools /1BCABA/ Modifiable CHANGEABLE = MODIFIABLE

Non-DDIC Objects in <sapsid> Schema for Use in AMDP /1BCAMDP/ Modifiable TEXT = General SAP Name Range

PREFIX 5/18/21, 1:12 AM

ABAP Workbench /1BCDWB/ Modifiable LE = MODIFIABLE

Engueue Function Groups /1BCDWBEN/ Modifiable

< NAMESPACE =1/ PREI I1APO/ UPDATED 5/18/22, 7:44 PM

BLE = NOT MODIFIABLE

PREFIX

/ f UPDATED 5/18/22, 7:44 PM
CHANGEABLE =NOT MODIFIABLE

@ Changes were saved
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Example 1: SEO6 — Change Options (Change Log)

System Change Option SAP~ Configuration & Security Analytics

Store Browser

@ Client Setting Cancel More™
> Systems

Global Setting Modifiable
v Config Stores

Software Component Technical Name Modifiable © Filter on Landscape Types
SAP Focus RUN Tool FRUN not modifiable (enhanceable only) All Types beapplicationserver | sap._b

Customer Developments HOME Modifiable
Local Developments (No Automatic Transport)  LOCAL Modifiable Config Stores of FRNADM type Application Server ABAP - Items: 92 - displayed: 5

MDG Foundation MDG_FND Modifiable
Foundation S4FND Modifiable

Description Config Store Name Landscape Landscape Type TimeStamp
Cross-Application Component SAP_ABA restricted modifiability Clients - Change I CLIENTS_CHANGE LOG RN on vh i N P —
<2 Component cl e settings - Ch C ONENTS_CHANGE_LOG FRN on vheal /18 7:28 PM
Global change setting - Change l... GLOBAL_CHANGE_LOG FRN on vhcal y: ,7:28 PM
Namespace/Name Range Modifiable 4 Logged Tables LOGGED_TABLES on vhez b ap_bcsyster 5/18/22, 1:37 AM
. Namespace change settings - Ch NAMESPACES_CHANGE_LOG FRN on vhealhdbdb sap_bcsystem 7:29 PM
Customer Name Range Modifiable = -

General SAP Name Range Modifiable
v |tems

Test Generation Namespace for BW /1APO/ Not modifiable

/180/ :Not modifiable Switch tak
Bank Analyzer: Generated Objects JUEY pod1T1able Namespace change settings - Change log (NAMESPACES_CHANGE_LOG) - Items: 2 - displayed: 2
ABAP & GUI Tools /1BCABA/ Modifiable
Non-DDIC Objects in <sapsid> Schema for Use in AMDP /1BCAMDP/ Modifiable Date Range: | 1/16/22 To 5/18/22
ABAP Workbench /1BCDWB/ Modifiable . Configitemkey Value Type of event valid since

Enqueue Function Groups /1BCDWBEN/ Modifiable PREVIOUS = Modifiable
AFTERWARDS = Not Modifiable

<2 ! MUELLERHEN
20220518173902

5/18/22, 7:39 PM

/S = Modifiable
ot Modifiable
AUELLERHEN
MP = 2022051817390

5/18/22, 7:39 PM
@ Changes were saved ‘
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Policies — SAP Recommended and Custom Validations

v Build your own validation policies or get them ready-to-use as SAP Service (Github or tailor-made)

v~ Report on what you actually are able to get clean and keep clean

o Security Policy Document e Policy Definition is an XML file

2.3.2 Communication Security

S$-6: RFC Connectivity

a) All RFC destinations must be required and must be assigned to
an owner responsible for the destination and who can provide in-
formation on the need and usage of this destination. RFC destina-
tions not or no longer required must be removed.

b) RFC destinations with stored user credentials or using trusted
system logon must only exist between systems of the same secu-
rity classification or from system of higher security classification to
systems of lower security classification.

¢) The RFC authorization check has to be activated with the sys-
tem profile parameter auth/rfc authority check. This pa-
rameter must be set to the value ‘1’.

d) Systems of higher security classification may never trust sys- 13 ¢noncomplian
tems of lower security classification. ompliantt

BL_S-6 [0000]

e) If a SAP system technically allows for the use of UCON, then
UCON should be activated and RFC services not required should
be switched of through UCON.

f) The inbound RFC or GUI connections have to be encrypted. Use
the parameters snc/accept_ins i 3
cept_insecure rfc to make sure that the logon inbound con-
nection is secured with SNC.

Validation Result
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Views on Validation anda Trendanalysis

SAP™ CSA - Trend Analysis

Shotsa_iaa_Bc_z019
Compliance

Vv Trend Analysis - Policies
Table of Policies scheduled for Trend: 1
8/11/21, 3:35 PM - 11/1 35PM Percentage of Non Compliant

~ Complianc SEC_JAVA_HIGH+BASE

Technical Systems - items; 17

Sample with new security
parameters were introduced and
Non-Compliant rate increased

v Systems
Table of Systems; Policy: SEC_JAVA_HIGH+BASE; Items: 74 - displayed: 74; Up: 51; Down: 21

Percentage of Non Compliant

System Attributes

N NNYNY YN

Compliance Complianca

Checks
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Create Alerts from Policies and Store Changes

Examples

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

Change Alert Definition

Alert ID
SE06_NAMESPACE
*Alert Description

BEOG Change Options for at least 1 Names
have been changed within last 24 hours

Policy:
SE06_Settings
Aggregation Level

System

Frequency
Hourly
Severity

9 - Critical

Save

Cancel

Define Alert

*Alert ID

SE06_CLIENT_CHANGE

*Alert D iption
SEO06 Client Change options got changed (any
detected change in the Config Store)

Alert Source
Store content Change
*Select a Config Store..

Select a Config Store..

Save

Cancel

16



CSA Alert Processing

SAP™ Alert Management Last refresh : May 19, 2022,9:33:348M (D & @ Eo0 8

SE06_NAMESPACE - Policy: SE06_Settings - System

METRICS (1)

SE06_NAMESPACE - Policy: SEO06_Settings -

System

GUIDED PROCEDURES

DOCUMENTATION

Error Analysis

For chec

INCIDENTS
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Alert provides a link to CSA Validation Result for further details

Validation

*Policy:

Validated at 5/19/2022, 9:30:07 AM - Less than 1 hour ago

Systems Checks

v Compliance

Systems / Checks

Checks - Items: 1 - displayed: 1

2 Display Check Filter Area

Compliant Policy

O No SE06_Settings

v ltems

Check SE06_Settings - SE06_1 - ltems: 4

Check

| Display only Items that have Compliant = No

Compliant System ID

O No FRNADM

FRNADM

FRNADM

.
© 2021 SAP SE or an S FRNADM

System Type

Application Server A...

Application Server A...

Application Server A...

Application Server A...

SE06_1

Check Description

[p1-critical] Namespaces (Change Options)

Landscape

FRN on vhcalhdbdb

FRN on vhcalhdbdb

FRN on vhcalhdbdb

FRN on vhcalhdbdb

Configuration & Security Analytics

Z

Compliance
B No
W ves

% Non Compliant # Non Compliant

4

Configuration ltem

COMPONENT = /1DH/

COMPONENT = IMFND/

COMPONENT = ISMFND/

COMPONENT = /SYCLO/

Check Items 7
Compliance

B No
W ves

# Compliant

Compliance Rule

Systems / Checks V4

Compliance
B No
W ves

vy M

2 No: NonCompliance Rule: (component like ‘%' and previo... [i]

Value

PREVIOUS = Not Modifiable
AFTERWARDS = Modifiable
CHANGEUSER =DDIC

PREVIOUS = Not Modifiable
AFTERWARDS = Modifiable
CHANGEUSER =DDIC

PREVIOUS = Not Modifiable
AFTERWARDS = Modifiable
CHANGEUSER =DDIC

PREVIOUS = Not Modifiable
AFTERWARDS = Modifiable
CHANGEUSER =DDIC

Yy oL

Valid since

12/15/21, 7:44 PM

12/15/21, 7:44 PM

12/15/21, 7:44 PM

12/15/21, 7:44 PM




Adoption Journey — SAP Security Notes



Example 2. SAP Security Notes Validation
After each SAP PatchDay

< P Configurtion & Secully Anshtics B @ =0 8
]
- = o)
@&  SAP sap security Notes Knowledge Base | Entersearch term Q Wi @ & Hendrik Mueller (D029599) v -
Number
[CVE-2022-22965] Central Secur ] CVS5:3.0/AV: N Program
317/ 8 ws 2 2.04.202
170990 Execution yulnerabili g ework 9 IUENIS:UIC:H error HotNews  10.08.2022 12042022
P
err
] Remate ¢ -
5BO-CRO-SEC Program " 10.05.2022 10.05.2022
error
rd

AP~ Configuration & Security Analysis - Policy Management & @ =o

aintenance

Changed by

(e e s s o o [ UELLERHEN

»

ABAP / HANA from GitHub (SAP-Samples)
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https://launchpad.support.sap.com/#/securitynotes

Numbe ~ Title

~ [CVSS Sc¢ ~ |CVSS V¢ ~ Priority

Security Notes (High, Hotnews) — Coverage with SAP Focused Run
Recent Examples (Excel-Download from

-¥ Released (-T First Released ( ~ Comment

3170990 [CVE-2022-22965] Central Security Note for Remote Code Execu

9,8 CVSS:3.0//HotNews

10.05.2022

12.04.2022

Collective note (Spring Framework)

2998510 [CVE-2022-28214] Central Management Server Information Dis:

7,8 CVSS:3.0/4Correction with high priority

10.05.2022

10.05.2022

BOBI Platform

3189409 [CVE-2022-22965] Remote Code Execution vulnerability associa

9,8 CVSS:/AV: HotNews

10.05.2022

10.05.2022

Business One

3145046 [CVE-2022-27656] Cross-Site Scripting (XSS) vulnerability in adm

8,3 CVSS:3.0/4Correction with high priority

10.05.2022

10.05.2022

Webdispatcher, ABAP, JAVA

3171258 [CVE-2022-22965] Remote Code Execution vulnerability associa

9,8 CVSS:3.0//HotNews

18.04.2022

18.04.2022

Hybris Commerce

April ‘22

3189635 [CVE-2022-22965] Remote Code Execution vulnerability associa
Numbe ~ Title

9,8 CVSS:3.0//HotNews

~ CV/SS Sc ~ | CVSS V¢ ~  Priority

14.04.2022

Released (-7

14.04.2022

First Released ( ~

(XSA App) MTA TELCO BIG DATA CORE 2.0
Type

3187290 [CVE-2022-22965] Remote Code Execution vulnerability associc

9,8 CVSS:3.0//HotNews

12.04.2022

12.04.2022

native JAVA Application (BTP)

3189429 [CVE-2022-22965] Remote Code Execution vulnerability associc

9,8 CVSS:3.0//HotNews

12.04.2022

12.04.2022

native JAVA Application (Sybase)

3158613 Update 1 to Security Note 3022622 - [CVE-2021-21480] Code in,

9,1 CVSS:3.0//HotNews

12.04.2022

12.04.2022

JAVA

3155609 Privilege escalation vulnerability in Apache Tomcat server comj

7 CVSS:3.0//Correction with high priority

12.04.2022

12.04.2022

Hybris Commerce

3130497 [CVE-2022-27671] CSRF token visible in one of the URL in SAP B

8,2 CVSS:/AV:ICorrection with high priority

12.04.2022

12.04.2022

BO BI Platform

3111311 [CVE-2022-28772]Denial of service (DOS) in SAP Web Dispatche

7,5 CVSS:3.0//Correction with high priority

12.04.2022

12.04.2022

Kernel, WebD, XSA, XSC

3022622 [CVE-2021-21480] Code injection vulnerability in SAP Manufact

9,1 CVSS:3.0//HotNews

12.04.2022

09.03.2021

JAVA

2622660 Security updates for the browser control Google Chromium de

10 CVSS:3.0//HotNews

12.04.2022

10.04.2018

Business Client

3189428 [CVE-2022-22965] Remote Code Execution vulnerability associc
3170990 [CVE-2022-22965] Central Security Note for Remote Code Exect

9,8 CVSS:3.0//HotNews
9,8 CVSS:3.0//HotNews

12.04.2022
12.04.2022

12.04.2022
12.04.2022

HANA (XSA)
Collective Note

3123396 [CVE-2022-22536] Request smuggling and request concatenatic

10 CVSS:3.0/4HotNews

22.03.2022

08.02.2022

Kernel, WebD

3123427 [CVE-2022-22532] HTTP Request Smuggling in SAP NetWeaver /

10 CVSS:3.0//Correction with high priority

22.03.2022

08.02.2022

JAVA

3080567 [CVE-2021-38162] HTTP Request Smuggling in SAP Web Dispatc

8,9 CVSS:3.0//Correction with high priority

22.03.2022

14.09.2021

Kernel/WebDispatcher

" 18] g 4’4 Numbe - Title

3149805 [CVE-2022-26101] Cross-Site Scripting (XSS) vulnerability in SAP

8,2 CVSS:3.0// Correction with high priority

~ CVSS Scor = CVSS V¢ ~ Priority

22.03.2022

¥ Released (-7 First Released ~

08.03.2022

ABAP

Type

3131047 [CVE-2021-44228] Central Security Note for Remote Code Exec

10 CVSS:3.0//HotNews

08.03.2022

15.12.2021

Collective Note (Log4j)

3154684 [CVE-2021-44228] Remote Code Execution vulnerability associ
3149805 [CVE-2022-26101] Cross-Site Scripting (XSS) vulnerability in SA

10 CVSS:3.0//HotNews

8,1 CVSS:3.0/4Correction with high priority

08.03.2022
08.03.2022

08.03.2022
08.03.2022

Mobile
ABAP

3145987 [CVE-2022-24396] Missing Authentication check in SAP Focuse

9,3 CVSS:3.0//HotNews

08.03.2022

08.03.2022

Hostagent / Simple Diagnostic Agent
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3123396 [CVE-2022-22536] Request smuggling and request concatenat

10 CVSS:3.0//HotNews

@ Deployment measureable with SAP Focused Run

08.03.2022

08.02.2022

Kernel/WebDispatcher (only Textupdate)

@ Deployment not measureable



https://launchpad.support.sap.com/#/securitynotes

Installed Product Versions

Example 3: Service Pack Aging
24 Month Rule for Security Notes (AS ABAP, AS JAVA) 2 2=

Component Release | SP-Level Support Package Short Description of Component

SAP_BASIS 751 0004
SAP_ABA 75B 0004
SAP_GWFND 751 0004
SAP_UI 752 0001

SAPK-75104INSAPBASIS SAP Basis Component
SAPK-75B04INSAPABA Cross-Application Component
SAPK-75104INSAPGWFND SAP Gateway Foundation 7.40
SAPK-75201INSAPUI  User Interface Technology

Finding:

= Starting June 11, 2019, for all new SAP Security Notes with high
or Very h|gh priority SAP de”\/ers f|X for Support PaCkageS ST-PI 740 0012 SAPK-74012INSTPI SAP Solution Tools Plug-In

Shlpped W|th|n the IaSt 24 months* See SAP_BW 751 0004 SAPK-75104INSAPBW  SAP Business Warehouse
. UIBAS001 300 0000 -

GRCPINW  V1100_731/0020
MDG_FND 801 0003
WEBCUIF 801 0003

Ul for Basis Applications 1.0
SAPK-11520INGRCPINW SAP GRC NetWeaver Plug-In
SAPK-80103INMDGFND MDG Foundation
SAPK-80103INWEBCUIF SAP Web Ul Framework

= Especially the ABAP Basis components and their age are critical
because these components are usually affected by security
patches.

Impact:

= Unpatched systems are prone for the misuse of vulnerabilities.
Depending on the criticality of the patch it could lead to
complete system compromise.

Recommendation:

= Bring the Service Pack age up to date and develop a SP patch
plan especially for the critical components which are more
affected from security flaws than others. See therefore the
corresponding components like listed in the Patch advisory or
system recommendation.

= Setup a SP age monitoring instance to detect and rate the SPs
which are running out of the 24-month rule

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC

MDG_APPL 801 0003

SAP_BASIS
SAP_ABA
SAP_GWFND

UIBAS001
GRCPINW

SAP_HRCAR
SAP_HRCAT
SAP_HRCAU
SAP_HRCBE
SAP_HRCBG
SAP_HRCBR
SAP_HRCCA
SAP_HRCCH
SAP_HRCCL
SAP_HRCCN
SAP_HRCCO
SAP_HRCCZ
SAP_HRCDE
SAP_HRCDK
SAP_HRCEG
SAP_HRCES
SAP_HRCFI

SAP_HRCFR
SAP_HRCGB

751

751
752
740
751
300

V1100_731

801
801

0004 SAPK-75104INSAPBASIS
0004 SAPK-75BO4INSAPABA
0004 SAPK-75104INSAPGWFND
0001 SAPK-75201INSAPUI
0012 SAPK-74012INSTPI

0004 SAPK-75104INSAPBW
0000 -

0020 SAPK-11520INGRCPINW
0003 SAPK-80103INMDGFND
0003 SAPK-80103INWEBCUIF
0003 SAPK-80103INMDGAPPL
0003 SAPK-80103INMDGUX
0003 SAPK-10103INS4CORE
0045 SAPKE60845

0045 SAPK-60845INSAPHRCAE
0045 SAPK-60845INSAPHRCAR
0045 SAPK-60845INSAPHRCAT
0045 SAPK-60845INSAPHRCAU
0045 SAPK-60845INSAPHRCBE
0045 SAPK-60845INSAPHRCBG
0045 SAPK-60845INSAPHRCBR
0045 SAPK-60845INSAPHRCCA
0045 SAPK-60845INSAPHRCCH
0045 SAPK-60845INSAPHRCCL
0045 SAPK-60845INSAPHRCCN
0045 SAPK-60845INSAPHRCCO
0045 SAPK-60845INSAPHRCCZ
0045 SAPK-60845INSAPHRCDE
0045 SAPK-60845INSAPHRCDK
0045 SAPK-60845INSAPHRCEG
0045 SAPK-60845INSAPHRCES
0045 SAPK-60845INSAPHRCFI
0045 SAPK-60845INSAPHRCFR
0045 SAPK-60845INSAPHRCGB

SAP Basis Component
Cross-Application Component

SAP Gateway Foundation 7.40

User Interface Technology

SAP Solution Tools Plug-In

SAP Business Warehouse

Ul for Basis Applications 1.0

SAP GRC NetWeaver Plug-In

MDG Foundation

SAP Web Ul Framework

MDG Applications

MDG Additional User Interface
S4CORE

Human Resources

Subcomponent SAP_HRCAE of SAP_HR
Subcomponent SAP_HRCAR of SAP_HR
Subcomponent SAP_HRCAT of SAP_HR
Subcomponent SAP_HRCAU of SAP_HR
Subcomponent SAP_HRCBE of SAP_HR
Subcomponent SAP_HRCBG of SAP_HR
Subcomponent SAP_HRCBR of SAP_HR
Subcomponent SAP_HRCCA of SAP_HR
Subcomponent SAP_HRCCH of SAP_HR
Subcomponent SAP_HRCCL of SAP_HR
Subcomponent SAP_HRCCN of SAP_HR
Subcomponent SAP_HRCCO of SAP_HR
Subcomponent SAP_HRCCZ of SAP_HR
Subcomponent SAP_HRCDE of SAP_HR
Subcomponent SAP_HRCDK of SAP_HR
Subcomponent SAP_HRCEG of SAP_HR
Subcomponent SAP_HRCES of SAP_HR
Subcomponent SAP_HRCFI of SAP_HR
Subcomponent SAP_HRCFR of SAP_HR
Subcomponent SAP_HRCGB of SAP_HR

SAPK-80103INMDGAPPL

MDG Applications

05.10.17
05.10.17
05.10.17
11.09.17 29 §
02.12.19

11.09.17 29

19.10.17 28 }AT of SAP_HR

24.10.17
24.10.17
24.10.17
24.10.17
24.10.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17
14.09.17

5 JAE of SAP_HR
05.10.17 29 JAR of SAP_HR
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https://support.sap.com/en/my-support/knowledge-base/security-notes-news.html

Validation of the Age of Support Package
based on SP Release-to-Customer date of any Software Component known in SAP PPMS***

SAP Configuration & Security Analytics M @ ® E0 &

Systems 7 Check Items Y Systems / Checks V4

Select..
Compliance 0.0% Compliance 0.0% Compliance

M o M o M o
W vYes W ves W ves

Validated at 17.11.2021, 13:26:30 - 5 hours ago =
e

Systems Checks Systems / Checks

v Compliance of systems

;\f
Compliant Customer System ID System Type % MNon Compliant # Non Compliant # Compliant IT Admin Role Lifecycle Status

Yes DLM MT8DLM Application Server Java o 66 Undefined Active
DLM N72DLM Application Server Java o Demo System Active

SSC FQJSSC Application Server Java o Production System Active

Tyrell Motors JC5TMO Application Server Java o £ Undefined Active

Tyrell Motors JCETMO Application Server Java o £ Undefined Active

***currently an issue with SP00
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Age of Support Package Validation
Just a few lines of xml code — applicable to all AS ABAP and AS JAVA Software Components

O Why GitHub? ~~ Team Enterprise Explore -~ Marketplace Pricing - Search / Sign in

& SAP-sam ublic L\ Notifications

<> Code ® 2 [T s [0 wiki

P main v frun-csa-policies-best-practices / MiscPolicies / Go to file
&/ ManfredAch S h Day 11 2021 ABAP Poli justed - ) O History

Blame O (3

IP_LEVEL"

THEN SP_REL_DATE WHE

THEN SP_REL_DATE

EL_DATE WHEN

THEN SP_REL_DATE
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Adoption Journey — Users & Authorizations



Get Clean Projects — Users*** and Authorizations

Data on Users, Authorizations and Roles is

available only after store customizing

Focused Run — Immediate Benefits:
v Templates of customizable data collectors
ABAP Profiles

Role and User relation

. . Role Authorization Combination
Policy Creation Role by patiern
Sensitive Table Access by Role
Sensitive Transaction Access by Role
POlicy Scheduling User Authorization Combination

User Types

ABAP: Name / Value Store by function module

Alert ProceSSing HANA: NAME / VALUE Store from database by SQL

HANA Granted Privileges

N N N N T U N N N N NN

HANA Granted Roles

Alert Configuration

v Mostly equivalent to Solution Manager (some enhancements)

v For critical privileges, you can directly create alerts from CSA
(flexible severity and aggregation — even on item-level)

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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474 Store Customizing

USer CO nfl g u ratl O n | n RFC Destl n a.tl O nS Customizing
(ReqUIrement User Type — Syste m) 152 /| Id | Users of Type other than Dialog « [ create

Customizing Data

Check ID User Name User Type
1. ldentify RFC Destinations with user names

(e.g. if exist: compliant naming convention) s

User Types for RFC (RFC_USER_TYPE_INFO) - ltems: 51 - displayed: 51

2. Validate users, e.g.:
a.  Type for users is compliant to naming convention
b. User name is in list of users of type System

ConfigltemKey Type of event Valid since

ID =RFC USER
D =RFC_USER INITIAL 11/14/21, 5:19 PM

INITIAL 11/14/21, 5:19 PM

Limited capabilities for validation of users and . __
authorizations. VPE_STSTEM ‘ oup - INITIAL 11/14/21, 5:19 PV
y .- LO SE

AIM_ETD

May complement Access Control systems for
users that are part of technical configurations.

INITIAL 11/14/21, 5:19 PN

INITIAL 11/14/21, 5:19 PN
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Adoption Journey — Dashboard



Operation Dashboard — Example
CSA Alerts included as of FRUN 3.0 FP0O2

‘g_ ‘ — SAP Operations Dashboard < @ 4 _ M0n|tor AlertS (Or Met”CS) that
. are critical to Operations

(including Security
Configurations)

Predefined Page Structure:
Map

Tiles w/ Drill-down

Alert Ticker

Filter by Alert Category and
Severity

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC 29


https://ldcifq4.wdf.sap.corp:44390/sap/bc/ui5_ui5/sap/fiope/index.html?sap-client=200&sap-language=EN

OCC Dashboard — Example

Jon-compliant Ite

SAP Operations Control Center

Save Restore to Default

> Ul Personalization

Vv View Personalization

Vv 4 General

V] Discoverable Q

v O Time Range
Period
Granularity
n-compliant

v / Renderer

HETD~Number_ mpliant

v & Type

Area Chart
Hotl =

|€ Line Chant
Baseline -
& Piechant

aintenance

Standard Us

© 2021 SAP SE or an SAP affiliate company. All rights reserved.

PUBLIC

Audit v 4§} SLR Table Settings
Communication e e
Authoriza
& Thresholds
Yellow:
Red:
[E] Groups Name +
— Policies | | — Security Notes || — HotNews
— Baseline  — Standard Users | | — Maintenance
— Communication — Authorizations — Audit
[=) Categories Name + 3
— ABAP || — FRN (ABAP)
— Number non-compliant
v [ Queries + B
C V Group Category Actions
® Security.. v |Number.. v — A A T

| = BarChan
al Column Chart | 2% Column &Li...
| & Donutchan | @8 Dynamic Table

© History Table [ESSEECGRETICENY =X

B Treemap Ch... | §§ Analytics Map | @ Not Defined

<8 0o 7 8
®

Current 7 Days | Daily 2
Current 7 Days /

Daily /

& SLR Table

| 7% Bar&inec...

Charts  Tables

Heatmap Ch.
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https://frun.almdemo.com/sap/bc/ui5_ui5/sap/fiocc/index.html?sap-client=100&sap-language=EN

OCC Dashboard —Example

3 T T —— =0 0O @ ¢ g8

Exceptions
(Debug/Replace events)

+taeeen el

CSA Policies
(Baseline Compliance
per Topic)

B S

CSA Alerts
(stacked by System)

CSA Policies
(Baseline Compliance
per System)

Parcent_non_Compliant
TR

© 2021 SAP SE or an SAP affiliate company. All rights reserved. | PUBLIC
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https://ldcifq4.wdf.sap.corp:44390/sap/bc/ui5_ui5/sap/fiocc/index.html?sap-client=200&sap-language=EN&page=98F2B3032CD31EECAD9B824D1C0556A0

@] () (39 https://frun.almdemo.com/sap/opu/odata/sap/frn_fi_dp_srv/SeriesSacSet?$filter=ldDashboard%20eq%20%270AB3AC7C85C51EECA2E372EAG2ADB615%27%... A Y& o=
o

This XML file does not appear to have any style information associated with it. The document tree is shown below.

sas

v<feed xmlns="http://www.w3.org/2005/Atom" xmlns:m="http://schemas.microsoft.com/ado/2607/68/dataservices/metadata" xmlns:d="http://schemas.microsoft.com/ado/20887/08/dataservices”
xml:base="https://FRUN.ALMDEMO.COM:443/sap/opu/odata/sap/frn_fi_dp_srv/">
<id>https://FRUN.ALMDEMO.COM:443/sap/opu/odata/sap/frn_fi_dp_srv/SeriesSacSet</id>
<title type="text">SeriesSacSet</title>
<updated>2022-05-089T16:01:127</updated>

v <author>

<name/>
</author>
<link href="SeriesSacSet" rel="self" title="SeriesSacSet"/>

v<entry>

<id>https://FRUN.ALMDEMO.COM:443/sap/opu/odata/sap/frn_fi_dp_srv/SeriesSacSet(IdDashboard="'0AB3AC7C85C51EECA2ZE372EA62ABB615 ", IdGadget="guid_b608e625b-87f6-4902-a5fe-26982a44bfbe" )</id>

<title

type="text">SeriesSacSet(IdDashboard="0AB3AC7C85C51EECA2E372EAG2A0B615" , IdGadget="guid_b60e625b-07f6-4902-a5fe-26982ad4bfbe" )</title>

<updated>20822-85-09T16:01:12Z</updated>

<category term="FRN_FI_DP_SRV.SeriesSac" scheme="http://schemas.microsoft.com/ado/2@@7/88/dataservices/scheme"/>

<link href="SeriesSacSet(IdDashboard='@AB3AC7C85C51EECA2E372EAG2ARBE15",IdGadget="guid_b6@e625b-87f6-4902-a5fe-26982a44bfbe’ )" rel="self" title="SeriesSac"/>»
v<content type="application/xml">

v<m:properties xmlhs:m="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata” xmlns:d="http://schemas.microsoft.com/ado/2007/08/dataservices">

<d:
<d:
:DashboardName>SAP Baseline (Number Nencompliancies)</d:DashboardName:>
:GadgetName>Non-compliant Items by System</d:GadgetName>

<d:
<d:
<d:
<d:

<d
<d

<d

<d

<d

IdDashboard>@AB3AC7C85C51EECA2E372EA62ARB615</d: IdDashboard>
IdGadget>guid_b6@e625b-07F6-49082-a5fe-26982a44bfbe</d: IdGadget>

Name>Number non-compliant-S4HETD~Number_Non_Compliant</d:Name>
QueryNumber>1 </d:QueryNumber>

GROUP>Security Notesc</d:GROUP>

G2Y>20</d:G2Y>

:¥Y2R>38</d:Y2R>
<d:
<d:
<d:
<d:

TREND>DOWN</d: TREND>

METHOD/ >
SOURCE>DP_CSA</d:SOURCE>
RESOLUTION>DAY</d:RESOLUTION>

:VALUE>254.88</d:VALUE>
<d:
<d:
<d:
<d:

TIMESTAMP>202285083000000</d: TIMESTAMP>
DATE>20220503</d:DATE>
WEEK>282218</d:WEEK>
WEEKDAY>2</d:WEEKDAY >

:HOUR>»©@</d:HOUR>
<d:
<d:
<d:
<d:
<d:
<d:

DIMENSION1>NO_PD_ABAP</d:DIMENSION1>
DIMENSION2>Number_Non_Compliant</d:DIMENSION2>
DIMENSION3>S4HETD</d:DIMENSION3>
DIMENSION4>ABAP</d:DIMENSION4 >

DIMENSIONS/ >
DIMENSION6>0AB3AC7C85C51EECA3FB881157BCD615<,/d: DIMENSIONG >

</m:properties>
</content>

</entry>
v<entry>

<id>https://FRUN.ALMDEMO.COM:443/sap/opu/odata/sap/frn_fi_dp_srv/SeriesSacSet(IdDashboard="0AB3AC7C85C51EECA2E372EA62ARBE15 ", IdGadget="guid_b60e625b-07f6-4902-a5fe-26982a44bfbe" )</id>

<title

type="text">SeriesSacSet(IdDashboard="0AB3AC7C85C51EECA2E372EAG2A6B615" , IdGadget="guid_b608e625b-07f6-4982-a5fe-26982ad44bfbe" )</title>

<updated>2022-85-09716:01:127</updated>

<category term="FRN_FI_DP_SRV.SeriesSac" scheme="http://schemas.microsoft.com/ado/2@e7/@8/dataservices/scheme"/>

<link href="SeriesSacSet(IdDashboard="0AB3AC7C85C51EECA2E372EAG2ABBEL5" ,IdGadget="guid_b60e625b-87f6-4982-a5fe-26982a44bfbe' )" rel="self" title="SeriesSac"/>
v<content type="application/xml">

v<m:properties xmlhs:m="http://schemas.microsoft.com/ado/2007/08/dataservices/metadata” xmlns:d="http://schemas.microsoft.com/ado/2607/68/dataservices”>

<d:

IdDashboard>@AB3AC7C85CS1EECA2E372EAG2ARB615< /d: IdDashboard>



Security Dashboard Apr 6, 2022

Debug & Replace Activities per system Configuration & Security Analysis Alerts & sID Qv [ wen: |
1 Filter 0
All
Mrsr Mra7 Mers MMex B B
Apr 4, 2022 4:00:00 PM E2E
Apr 4, 2022 5:00:00 PM
i E73
Apr 4, 2022 6:00:00 PM @
Apr 4, 2022 7:00:00 PM V| FA7
Apr 4, 2022 8:00:00 PM
Apr 4, 2022 9:00:00 PM [v] FBT
Apr 4, 2022 10:00:00 PM
Apr 4, 2022 11:00:00 PM [:] FD4
Apr 5, 2022 12:00:00 AM
ADr S, 2022 10000 AM LI Foa
Apr 5, 2022 2:00:00 AM Ma...  Ma.. Apr.. Apr.. Apr.. Apr.. Apr.. Apr.. Apr.. Apr.. Apr.. Apr.. | Apr.. Apr.. Apr.. Apr..
5 Ap r r D FQ7

Total Number of Security Alerts % of Non Compliant Items per Policy (ABAP)
1 Filter | 2 Explorer Views

234 ABAP Default Users Handling
ABAP Instance Parameter
Alerts Limit SICF Content

Message Server Security

Open Clients

Overall Compliancy % Password Hashes
Profile Parameters

46.91 RFC Connectivity

R :

% Non Compliant RFC Gateway

53.09

) Security Audit Log
% Compliant

Users with Critical Profiles

Web Dispatcher Security

E2E E73 FA7 FBT



$=  Overall Security Status by System_Live

SAP

Overall Security Status by System

System ID Systems Status
All Explorer Available
FRN © RN @ saH
v
SAH 6,000
w0
3
2
2
v 4,000
2
2
i
Q
£
g 2,000
0 100 200 300 400 500 600 700
Alerts Status

Vulnerability Status per Policy, System

Explorer Available (Initiate Remediation Action)

Audit

Authorizations

Baseline

Communication

HotNews

Maintenance

Modification Protection

Security Notes

Standard Users

l
el
=

S4H

Count per Category, System
Explorer Available

Audit -®- FRN
-#= S4H
Staz:;rd Authorizations
2,000.00
S;g:;zy Baseline
Modification .
Protection Communication
Maintenance HotNews
Alerts Overview
Measures Alert Score
MainSystemld Alert Name FRUN Category Severity Status Alert Date
(Null) Low Log Amount per system Baseline MEDIUM OPEN Mar 30, 2022 100
Mar 31, 2022 100
Apr 1, 2022 100
Apr 5, 2022 100
Apr 6, 2022 100
Apr 8, 2022 100
Apr 12, 2022 100
Apr 13, 2022 100
Apr 15, 2022 100
Apr 19, 2022 100
Apr 20, 2022 100
Apr 21, 2022 100
Apr 26, 2022 100
Apr 27, 2022 100
Apr 28, 2022 100
Apr 29, 2022 100
$T1 Authorization assignment by non-admin-group ... Baseline HIGH OPEN Mar 29, 2022 12,900
Mar 30, 2022 19,800

Mar 212029

19 nnn



SAP Focused Run for Configuration & Security
Summary

Policy Maintenance Search & Browse

Create and adapt validation policies based on
= SAP Best Practice and latest vendor expertise

= Custom-specific governance rules

= Custom-specific improvement focus

= Ad-hoc requirements

Validation Exemptions

Report on
= Actual Deployment Status
= Actual Management Status (including grace periods, process SLA, accepted risk)

Alert Inbox
Report into

= Standard Processes
= Central Infrastructures

R s PR
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Thank
You!

THE BEST RUN w




Thank you.

Contact information:

Dr. Hendrik Mueller
SAP SE
hendrik. mueller@sap.com

THE BEST RUN '


mailto:Hendrik.mueller@sap.com

Follow us
°
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www.sap.com/contactsap
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The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
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These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
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