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Take protection of your crown jewel data assets 
to the next level

SAP UI Data Protection Suite

Solution overview & features2

3 Demo

Business needs and use cases1

Tobias Keller, Product Management, SAP

Sept 15, 2022 ïSAP Security Webcast Monthly Series
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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service 

or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related 

document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and 

functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this 

presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality.  This presentation is provided without 

a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a particular 

purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP assumes no 

responsibility for errors or omissions in this presentation, except if such damages were caused by SAPôs intentional or grossnegligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from expectations. 

Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, 

and they should not be relied upon in making purchasing decisions.

Disclaimer
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addressed by the SAP UI Data Protection suite

1

Get insight on data access activities toé

Åunderstand user behaviors and interpret intentions

Ådecide on the best course of action

2

3

Business Needs

Manage access to sensitive data across the organization toé

Åsafeguard business-critical operations

Åprevent data leaks and misuse by internal employees

Keep an audit trail of data access toé

Åcomply with increasing regulatory and business 

requirements

Åprovide evidence during an investigation
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P u b l i c  p e r s o n s

D e m e r g e r s ,  s p i n - o f f s

Private data e.g. address of celebrities, political or 

business leaders; specially protected dependentsR e g u l a t o r y  &  c o m p l i a n c e

3 r d p a r t y  a c c e s s

Common use cases around UI Data Protection

SAP systems host mission critical data and the processes underpinning business integrity and success

M a n i p u l a t i o n  o f  d a t a

Data inconsistencies to redirect payments; cloaking an 

attack; causing cost/effort; damaging reputation

3rd party users; call center agents; suppliers having 

access for updating their data and pricing

GDPR/data privacy, ITAR, auditability, reporting

Segregation of data pertaining to multiple entities 

residing in one system

Exploiting segregation of duties gaps, cracking password 

hashes, spying out system weaknesses

E x p l o i t s

B u s i n e s s  c r i t i c a l  i n f o r m a t i o n

Recipes, pricing, BP informationé



Protecting data on the UI layer:

two step approach
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UI Data Security: two step approach to protect data from insiders

keep data accessible ïand create a 

broad + deep log of data access

Č induce compliant behavior 

Č identify & prove irregular data usage

conceal specific data ï

unless required for tasks

Č make sensitive data 

unavailable for data abuse

UI Masking UI Logging

Lock ité éor log it!
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UI Data Protection Masking & Logging 
High level solution architecture

SAP Backend SystemSAP UI  (user)

Dynpro Processor

Request

Response

Database LayerBusiness Logic

logging

alerting log analysis UIsSAP Enterprise 

Threat Detection 

(optional) 

masking

Attribute/policy based 

authorizations

changed data

original data
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Configuration is offered through Fiori app guided 

procedure

F i o r i  g u i d e d  c o n f i g u r a t i o n s

F i o r i - b a s e d  d a s h b o a r d

Monitoring UI Data Protection Masking for SAP 

S/4HANA

R e v e a l  O n - D e m a n d  

Hyper-critical data always masked ïauthorizations 

processed on demand, with workflow and auditable results

ñData blockingò (GUI, UI5) 

Dynamically deny access into a data object, remove 

lines from tables; control actions

D a t a  p r o t e c t i o n  i n  S A P  U I s

Recipes, pricing, BP informationé

A t t r i b u t e  b a s e d  a c c e s s  c o n t r o l

Real-time dynamic evaluation of rules, highly 

modular policy creation and evaluation engine

Key Capabilities of SAP UI Data Protection Masking
Concealing sensitive data on the UI layer in addition to existing authorizations
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Fiori based, streamlined analysis UI for business users

Detailed log analysis tools for technical users

D P O  c o c k p i t  &  l o g  a n a l y z e r

A l e r t i n g

Near-real time notifications when a data access 

matches a pre-defined condition, or through 

integration with SAP Enterprise Threat Detection

D a t a  t a g g i n g

Grouping key and critical context in a semantic  structure 

for fast and user-friendly analysis

M u l t i p l e  D P O  r e s p o n s i b i l i t i e s

multiple data responsible persons get access to only 

the logs in their responsibility

V e r s a t i l e  l o g g i n g  d e p t h s

Static or policy-determined logging of complete screens ï

or just key and tagged context fields 

C o n f i g u r a b l e  l o g g i n g  s c o p e

Determine scope on application level (GUI 

transaction, Fiori appé)

Key Capabilities of SAP UI Data Protection Logging
Enabling UI level data access logging with real -time alerting and analysis tools



Demo time!
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Demo scenario: DeltaBike ïbusiness background
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Demo scenario: DeltaBike ïauthorization challenge
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Demo scneario: DeltaBike ïauthorization setup
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Demo scenario: DeltaBike ïprocess flow


