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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other 

service or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or 

any related document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms 

directions and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The 

information in this presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This 

presentation is provided without a warranty of any kind, either express or implied, including but not limited to, the implied warranties 

of merchantability, fitness for a particular purpose, or non-infringement. This presentation is for informational purposes and may not 

be incorporated into a contract. SAP assumes no responsibility for errors or omissions in this presentation, except if such damages 

were caused by SAP’s intentional or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from 

expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their 

dates, and they should not be relied upon in making purchasing decisions.

Disclaimer
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Detecting a possible attack

Ask what logs can do for you

– Importance of logging

– Raw materials for detection & investigation

Logging for Security in SAP S/4HANA

– Challenges in SAP S/4HANA logging

– What to look for in SAP S/4HANA logs

Tools for the Trade

– SAP Enterprise Threat Detection

– SAP Data Custodian

– SAP UI Data protection Logging

Key Takeaways & Resource

Agenda

The damage related to 

Cybercrime

is projected to hit 

$6 trillion USD

by 2022
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Detecting a possible attack

• Unrecognized login / Multiple login attempts

• Unknown use/change to data or application

• Multiple requests from the same IP

• Change of permission by non-admin account

• Access from unknown location

Malicious insider or 

an external attack ?

How can we find out & prevent?

Answer: Logs

Logs can help identify, possibly 

prevent and  investigate the attacks
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Ask what logs can do for you!

Open Web Application Security Project -
OWASP

Security Logging and Monitoring Failures 

is the 9th Vulnerability

on the OWASP Top 10

Vulnerability list of 2021!

Insufficient Logging Vulnerability 
was 

number 10 in 2017

It moved up in ranking!!

 Logging can give detailed information about -

◼ suspicious activities 

◼ configuration changes within the system.

 Different log sources can provide a comprehensive 

view onto the activities.

 You can learn to improve your current security 

setup based on the events you discover in the logs.

 The security detection process becomes more 

agile.
▪ If logging is taken seriously you could provide 

quicker response time to security events and better 

security program effectiveness.
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Use logs to detect or investigate an attack
Raw Materials for Investigation

• Timestamp

• Aggregation

• Alerts

• Tools

 Timestamped logs are MUST in investigation

 Aggregating logs into centralized repository

 Create the baseline

 Generate Alerts

 Right tools for the trade
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Logging for Security in SAP S/4HANA

 Is (somewhat) challenging!!

 Many different logs are available

 SAP logs are complex  and user must know the 

system to evaluate

 Traditional SIEM (Security Information & Event 

Management) tools do not work well

 Not all logs are enabled by default
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Examples of Logs in SAP S/4HANA

Logs we focus on

Security audit logs 

Read access logs

User change logs

Business transaction logs 

 Security Audit  logs

 System logs

 SAP Web Dispatcher logs

 ICM logs

 Security logs, HTTP access logs, Gateway logs

 Business transaction logs 

 Application specific change logs

 Change document logs

 User change logs

 Read access logs
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Security Audit Logs Display Security Audit Logs

 Captures security relevant information

◼ Successful and unsuccessful logins

◼ Starting and stopping of an app by a user

◼ Changing data fields while debugging sessions

◼ Download of files from backend

◼ RFC calls to function modules

◼ Successful and unsuccessful transaction starts

◼ Changes to the security audit logs configuration

 Who can access SAL?

◼ External auditor

◼ Administrator

◼ Data privacy specialist

What to look for in SAL?
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Read Access Logs RAL Configuration

 Logs access to sensitive data

◼ Who is trying to read the sensitive information?

◼ Who is accessing employees’ personal 

information?

◼ Which employees are accessing the company’s 

financial information?

◼ Who is accessing trade secrets of the business?

• Read Access Logging: Configuration

• Read Access Logging: Monitoring

 Who can access RAL?

◼ Administrator

◼ Data privacy specialist

RAL Monitoring
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User Change Logs How to use User Change Logs? 

The user change log is a useful tool in the incident response as 

well as in forensic analysis. The logged data could provide 

evidence of user misbehaviors, if any.

 Records changes to users and authorization

◼ User password

◼ User type

◼ User group

• User Change Log can identify:

❑ User creeping,

❑ Privilege escalation, and

❑ Other changes to user information within the system

• Useful in identifying whether the user is acting beyond 

the given scope

Not to confuse with IAM. 

The user changes included here are not part of IAM or 

central user access, but rather are local to the SAP 

S/4HANA system.
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Business Transaction Logs

 Contains primary events related to business transactions 

within the system

 Provides statistical data for all the transactions and 

programs

 The business transaction logs provides:

◼ Server name

◼ Program or transaction

◼ User

◼ Response time

◼ Wait time and 

◼ Many other details for any given transaction Use of BTL in investigation

In the event of an attack, BTL can provide information 

such as 

which RFC call was executed in a certain time period.
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SAP Enterprise Threat Detection
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Which logs are ingested from S/4HANA?

• System log

• Security audit log

• Business transaction log

• HTTP server log

• Gateway log

• User change log

• Change document log

• Read access log/UI log

• SOAP-based web services log

• HTTP access log

• Security log
• The heart of the SAP Enterprise Threat Detection is to provide 

the ability to configure, analyze, and process log data or log 

events.

• You can define the baseline pattern, configure alerts, or 

investigate and create tickets. 

SAP Enterprise Threat Detection
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SAP Data Custodian

 SAP Data Custodian provides two services:

◼ Transparency and Control Service (TCS)

◼ Key Management Service (KMS)

 Transparency and Control Service (TCS)

 Identify any anomalies or misuse of the data 

through transparency 

 Protects the data through control by applying 

policies through the transparency and control 

service.

Transparency & Control Service

– Activity monitoring

– Policy definition

– Contextual access control

– Compliance management

– Data governance 

– Audit reporting

Advance monitoring 

&

complete control 

over the 

data and resources 

in the cloud.
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SAP Data Custodian

 Key Management Service

◼ key management service lets customers keep 

complete control over the encryption key

◼ Customers can manage the complete key life cycle 

and assign or revoke access as needed.

◼ The key can be accessed and managed through 

the user interface or using REST APIs.

◼ The key management service is available globally.

Key management service

Customers can generate keys or can bring their own 

key (BYOK) from their on-premise hardware security 

module (HSM) to encrypt data in public cloud, hybrid 

cloud, or on-premise environments. 

SAP Data Custodian’s key management service 

also offers an export feature that allows customers 

to export to key to encrypt their other resources.
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NIST’s Cybersecurity Risk Framework

ProtectProtect Detect Respond Identify

SAP Enterprise Threat DetectionSAP Data Custodian

NIST = National Institute of Standards & Technology
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User Interface (UI) Data Protection Logging

What UI data protection logging can do for 
you?

Offers very robust protection from insider threats

Although it does not prevent malicious users proactively, it 

definitely helps indirectly because users are less likely to commit 

wrongdoing if they know they are being watched.

 Logs data at the user interface

 Logs all data that is presented to the user as well as 

entered by the user

 Rich in features

◼ Alerting

◼ Basic logging

◼ Change logging

◼ Conditional logging

◼ Data transfer with adjustments

◼ Log analyzer

◼ Integration with SAP Enterprise Threat Detection

◼ Pseudonymization
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Best Practices

 Blueprint

 Access Control

 Format

 Timestamp

 Storing, retaining & Deleting the logs
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Resources

 SAP Help Portal

 Whitepaper: Log Management Guide

 Logging for SAP S/4HANA Security – SAP Press

 SAP Trust Center

Key Takeaways

Proper configuration, baseline & retention 

are the key to successful logging

Centralized logging helps in 

identifying & responding

Logs are very important to security -

helps detecting & investigating attacks

https://help.sap.com/docs/
https://support.sap.com/content/dam/support/en_us/library/ssp/my-support/trust-center/sap-tc-01-5009.pdf
https://www.sap-press.com/logging-for-sap-s4hana-security_5573/
https://www.sap.com/about/trust-center/security.html
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