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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this

presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided

without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a

particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in thiaorgaseEsent a
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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SAP Security Management
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Cyber-attacks are increasing dramatically

participants in the
Ponemon study say the
level of application
security risk is high, but
only of the data
protection and security
budget is allocated to
application security!

In contrast, only rate Over of breaches The data breach lifecycle of a The average data breach
network risk as high, but within Hacking involved malicious or criminal attack in costs in 2021 is
of the budget is brute force or the use of 2020 took an , a rise from
designated for network lost and stolen 2020.
security. credentials.

éprotecting SAP applications organizations have to
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Cyber-attacks are increasing dramatically

@ There are unfilled cyber security jobs worldwide.

@ IS identified as a key factor to reduce cyber risks.
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eéand your SAP systems hold mission critical
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What can be the consequences of a hacker attack on an SAP application?

Availability

Processes or systems are not available
when needed by a user, the organization,
or customer

cannot create new contracts

cannot process customer request
process bill &6s
change contracts

cannot process new orders Integrity
P System itself can or has been modified

A modification of a system configuration

A Modification of business documents &
data

A Modification of business related
configuration (e.g. tax information)

Too T T To Do

Confidentiality

Data has been disclosed to unauthorized
individuals

A Reputational damage Q
A Financial loss (loss of business)

A Legal action
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What can be the consequences of a hacker attack on an SAP application?

Logistics Sales and Distribution
Planning gets delayed Customers are unable to make purchases
Confidential partner and customers information Credit card, bank details, customer PII, pricing
(0ship too) can be | ost information can be lost
Manipulation of delivery quantity and changes of Modification of business documents & data
recipients can occur misstatement of the financial books

Controlling Finance and Treasury
Business units unable to work, business Financial data might not be available therefor
processes can be interrupted decisions based on that information must be
Loss of pricing and revenue information delayed
Modification of business documents & data can Revenue information can be lost
lead to misstatement of the financial books Modification of business documents & data can
lead to misstatement of the financial books
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Examples of real life security incidents

Information about new products stored in SAP applications appeared in the internet before product launch.

O New published SAP Security vulnerability was used
access critical data.

O Financial reporting information has been sent automatically to an external e-mail address, to
help to predict stock growth.

O Download of chemical compositions in the ERP test environment via developer rights. The employee left
the company and started at a competitor.

Privileged user manipulated his/her salary.
Press published salary information and travel costs of a CEO.
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SAP Enterprise Threat Detection
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SAP Enterprise Threat Detection

SAP Enterprise Threat Detection gives

to identify and stop security breaches in real-

< SAP Investigation Reports

SAP Enterprise Threat Detection uses highly
efficient and automated processes based on HANA
technology and machine learning to track hacker
activity using SAP's predefined and easy
customizable attack paths.

Severiity D Creation Date Description Customer Notification

443 02/02/2022 12:28:03 AM GMT+01.00 Potential User Account Miss-Use No

Low 400 02/02/2022 03:15:13 PM GMT+01:00 Debugging in Prod Systems No

Medium 417 02/02/2022 04:18:03 PM GMT+01:00 Critical Function call No

Cloud provisioning

Integrated managed security service

Ships with over 45 standard attack use cases

24x7 alerting & 8x5 risk based & prioritized investigation of
alerts

Monthly reporting of all incidents and all log data
Collecting and storing of audit relevant information
Integration to generic SIEM solution
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Why customers prefer SAP Enterprise Threat Detection over a generic SIEM
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Protecting the crown jewels with SAP Enterprise Threat Detection
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Log Collector

SAP Enterprise Threat Detection

System events and contextual data are sent to SAP Enterprise Threat Detection
Data is efficiently enriched, normalized, pseudonymized, analyzed and correlated
Huge amounts of data can be processed

Integration of SAP and non-SAP log data

Automatically evaluate attack detection use cases with real-time alerting

Forensic analysis and modeling of existing and new attack detection use cases and dashboards
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Protecting the crown jewels with managed security service in the cloud

Log Collector
(On-Prem or PCE)

Source SAP Enterprise Threat Detection Cloud Edition

(Business Technology Platform)

Basis service Cloud provisioning w

Integrated managed security service

Ships with over 45 standard attack use cases
24x7 alerting & risk based & prioritized investigation of alerts

Monthly reporting of all incidents and all log data Different datacenters*
Collecting and storing of audit relevant information Local Service provision*
Integration to generic SIEM solution Language: English

* Europe available. USA and Australia planned. Further Data Centers on Demand
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Protecting the crown jewels with managed security service in the cloud

‘M-

Log Collector
(On-Prem or PCE)

* Source SAP Enterprise Threat Detection Cloud Edition
(Business Technology Platform)

Extended service *** /A Committed response times w
Individual adapted security analysis |

Customized service level agreements

Basis service Cloud provisioning w

Integrated managed security service

Ships with over 45 standard attack use cases
24x7 alerting & risk based & prioritized investigation of alerts

Monthly reporting of all incidents and all log data Different datacenters*
Collecting and storing of audit relevant information Local Service provision*
Integration to generic SIEM solution Language: English

* Europe available. USA and Australia planned. Further Data Centers on Demand
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How SAP Enterprise Threat Detection integrates with
generic SIEM and SOAR solutions

Collect analyze

Integrate
react
3" Party SIEM SIEM Solution focuses on
Database
IT Infrastructure Operating System
Network IT Infrastructure

SAP Enterprise Threat Detection SAP ETD focuses on

SAP Applications
SAP Basis
SAP HANA Database Application Layer

Application Layer

rd
3 Party SOAR SOAR

Application Layer & IT Infrastructure Automated response

Application Layer & IT Infrastructure

eéand your SAP systems hold mission critical data wh
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Use case categories
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Use of critical resource
Execution of critical functions, reports and transactions
Change, manipulation or spy out of business data
Change or manipulation of critical configuration

User Manipulation
Critical authorization assignment
User role create, drop or manipulation
Reference user assignment
User morphing by changing type or probable identity theft

Debugging
Debugging with change of control flow while debugging
Debugging with change of variable values during debugging
Debugging in critical systems
Debugging in systems assigned to critical roles

System Access
Failed logon with too many attempts
Failed Logon with too many password logon attempts
Logon with SAP standard users, or high privileged users

Suspicious Actions
Dynamic program execution, download
Dynamic code and system changes
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Benefits

Security professionals take over so you can concentrate on your business.

Help safeguard the operation of your SAP applications and improve the continuity
of your business.

Improve Threat Detection with the support of security professionals to help
minimize financial & IP loss as well as legal and reputational damage.

Sleep better.
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SAP Enterprise Threat Detection
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SAP Enterprise Threat Detection - Cloud Edition

-

SAP On-Premise

Managed Service

oo

~

SAP Ariba

SAP C/4HANA

SAP Concur
SAP Business

Technology Platform
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ERP

ERP

SAP Enterprise Threat Detection
Cloud Edition

ERP

SAP HEC / PCE / RISE
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