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Critical SAP Security Notes

Bibin Mathew, SAP



Very High Priority Security Notes (April 2023)

Very High Priority (CVSS > 8.9) Security Notes Released

3305369 - [CVE-2023-27497] Multiple vulnerabilities in SAP Diagnostics Agent (OSCommand
Bridge and EventLogServiceCollector)

3298961 - [CVE-2023-28765] Information Disclosure vulnerability in SAP BusinessObijects
Business Intelligence Platform (Promotion Management)
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3305369 - [CVE-2023-27497] Multiple vulnerabilities in SAP Diagnostics
Agent (OSCommand Bridge and EventLogServiceCollector)

Released on: April 2023 Patch Day

Priority: Very High

Product Affected: SAP Diagnostics Agent (OSCommand Bridge and EventLogServiceCollector)
Impact: Complete compromise of confidentiality, integrity and availability

Vulnerabilities:

Unauthenticated RCE in EventLogServiceCollector — Very High
CVSS Score: 10.0; CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/l:H/A:H

Unauthenticated RCE in OSCommand Bridge — Very High
CVSS Score: 9.0; CVSS:3.0/AV:N/AC:H/PR:N/UI:N/S:U/C:H/I:H/A:H

FAQ: 3309989
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https://launchpad.support.sap.com/#/notes/3309989

3298961 - [CVE-2023-28765] Information Disclosure vulnerability in SAP
BusinessObjects Business Intelligence Platform (Promotion Management)

Released on: April 2023 Patch Day

Priority: Very High

Product Affected: SAP BusinessObjects Business Intelligence Platform (Promotion Management)
Impact: Complete compromise of confidentiality, integrity and availability

Vulnerabilities:

Information Disclosure vulnerability — Very High
CVSS Score: 9.8; CVSS:3.0/AV:N/AC:L/PR:N/UIL:N/S:U/C:H/I:H/A:H

Workaround: Refer to solution section
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Thank you.

Contact information:

Bibin Mathew
bibin.mathew@sap.com
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