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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP. 

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service 

or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related 

document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and 

functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this 

presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided 

without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fitness for a 

particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP 

assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross 

negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from 

expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates, 

and they should not be relied upon in making purchasing decisions.

Disclaimer
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Source: https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/

Why is Cybersecurity important?

https://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
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Amount of monetary damage caused by reported cyber crime to the IC3 from 2001 to 2022
(in million U.S. dollars)

Source: https://www.statista.com/statistics/267132/total-damage-caused-by-by-cyber-crime-in-the-us/

https://www.statista.com/statistics/267132/total-damage-caused-by-by-cyber-crime-in-the-us/
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• Businesses that had not deployed security automation saw an average total cost of $6.03 million, more than 
double the average cost of a data breach of $2.45 million for businesses that had fully deployed security 
automation.

• $5.52 million average total cost of a breach at enterprises of more than 25,000 employees.

• Mega Breaches: In breaches of more than 50 million records, the average cost was $392 million, more than 100 
times the average.

• The time to contain a security breach on average is 280 days.

• Lost business costs $1.52 million accounted for nearly 40% of the average total cost of a data breach.

• It’s not a question of experiencing a data breach. It’s only a question WHEN! 
(The percentage chance of experiencing a data breach within two years was 29.6 percent in 2019.)

…and your SAP systems hold mission critical data which can be a blind spot for IT security teams.

Sobering Statistics
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In cloud solutions, many administrative tasks are taken over by the cloud provider. 
This includes taking care of security protection and secure operation of the cloud solution.  

Nevertheless, certain security-relevant topics remain in the responsibility of the customer as they relate to customer-specific 
decisions and tasks. Without the customer’s contribution, the overall solution will not be secure. 

Examples for such security tasks in responsibility of the customer are:
➢ User lifecycle including processes for creation of users, adaption to changed needs during lifetime and decommissioning.

➢ Assignment of proper authorizations to internal users, external partners, power user and administrators.

➢ Proper authentication of users.

– Control of those components which verify the true identity of users (“Identity Providers”).

– Control of authentication methods (passwords, chipcards, authentication via mobile devices, two-factor authentication).

➢ Connectivity between systems and components in the landscape.

– Definition and enforcement of who may communicate with whom.

– Verification / Authentication of communication partners to prohibit malicious impersonation by attackers.

➢ Audit readiness

– Definition, evaluation and archiving of security-relevant logs.

– Definition, enforcement and control of a security policy to not only “get secure” but also “stay secure” over time.

➢ Security of the software

➢ Security of custom-developed code – e.g. custom-developed extensions.

➢ Security maintenance of standard code. At least the responsibility for triggering such updates may reside with the customer.

Security for Cloud Customers
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SAP Secure Operations Map Overview
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The Secure Operations Map

– is a Reference Model

to structure the broad area of security for content, discussions and as a basis for a 

360° view on security i.e. you can’t “order” a block, but you can allocate discussions, needs and solutions 

to specific security areas.

– focuses on the Operational Aspects of security

i.e. on the tasks and considerations which a customer or service provider has to take into account to 

maintain and operate their systems and landscapes in a secure manner.

– is further interpreted in the concrete context of SAP Systems, Solutions and Cloud Offerings, 

(although the model also could be applied to non-SAP realms).

Secure Operations Map – Fundamentals
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→ looks at the non-SAP technical environment of SAP cloud offerings, solutions and systems.

→ addresses the SAP platform layer → provides the foundation for all applications operated upon it

→ integrity and robustness of this platform is key to ensure that application layer controls 

(e.g. the authorization systems).

→ controls that are available in SAP standard applications and non-standard applications built by customers.

→ protective measures are discussed on users and privileges level as well as proper application design.

→ security view with compliance aspects.

→ robust SAP applications preventing intentional and unintentional malfunctioning. 

→ no compromise of confidentiality, regulatory compliance deals.

→ environment for SAP systems and SAP cloud solutions.

→ sets the stage and gives needs and requirements as input to be considered.

Secure Operations Map

Five layers

Environment

System

Application

Process

Organization
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Process

Application

System

Environment

Organization Awareness Security Governance Risk Management

Regulatory Process 

Compliance

Data Privacy & 

Protection

Audit & 

Fraud Management

User & Identity

Management

Custom Code

Security

Roles & 

Authorizations 

Authentication 

& Single Sign-On

Security Hardening Secure SAP Code
Security Monitoring 

& Forensics

Network Security
Operating System

& Database Security
Client Security

Secure Operations Map

Sixteen tracks

SAP 

focus
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Be aware!

▪ Security is not a property which you have or don’t have. 

It is a risk measure, where you can have a 

higher or lower level of Security.

▪ Maximum Security is often not what you want, since this requires high effort and may limit functionality. 

You require adequate security:

– Baseline measures / Security best practices should always be applied.

– For systems with security needs beyond such baseline measures, a risk analysis is required to derive 

corresponding suitable additional security measures.

– Tip: SAP uses the SAP Security Operations Map to structure the SAP Security Baseline template which 

is prepopulated with concrete best practice values to give customers an accelerated start. Note 2253549.

▪ Security often is invisible.

The fact that you don’t notice security weaknesses or successful attacks, does not mean that there 

are not any.

▪ Security does not only protect against malicious attacks but also against unintended failures.

How to use the 

Secure Operations Map (1/2)

https://me.sap.com/notes/2253549
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▪ Therefore, use the Secure Operations Map as a structure to informally identify areas and topics which are 

most important to address.

▪ Do not try to cover at once every area in all details.  That can be overwhelming!

▪ Revisit security on a regular (e.g. yearly) basis.

▫ New functionality and new technologies require new security measures. 

▫ New attack patterns arise and need to be countered.

How to use the 

Secure Operations Map (2/2)
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▪ Get an understanding of your current situation

– Collect improvement needs which you already may know
− Do security-related audit findings exist from internal or external audits?
− Are you aware of certain weaknesses, e.g. based on internal warnings or incidents?
− Leverage the Secure Operations Map! Have a look at each of the blocks! Does any of it raise concerns?

– Make use of Enterprise Support Services available to you from SAP.
− Look at the Security Card in the EWA Workspace.
− Run or order the SAP Security Optimization Service (SOS) for key SAP systems or SAP services in your landscape.
− Leverage the resources in the SAP Enterprise Support Value Map for Security.
− Consider going for a Security Workshop with SAP to start a Security Improvement Cycle.

▪ Take action – “Get Secure”

– Identify up to 5 issues or areas which you want to address and improve.

– Set a date for review of the achieved improvements to ensure impact.

▪ “Stay Secure”

– Establish controls to ensure staying at the achieved security measures and level.

▪ Repeat

– Security is constantly changing: new threats, new software & services, new components in your landscape. 
Thus, repeat the above on a regular (e.g. yearly) schedule.

Next steps in Cybersecurity and Compliance 
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SAP Enterprise Support Academy
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Proactive

and preventive

support

Across all 

deployment

options

SAP Enterprise Support

powered by application lifecycle management capabilities

Empowerment Innovation and 
value realization

Mission-critical 
support

Collaboration

SAP Enterprise Support helps you address the digital skills gap and build the know-how you need to thrive in the digital economy by providing high-impact 

empowerment and collaboration programs such as SAP Enterprise Support Academy and SAP Enterprise Support value maps. Utilizing SAP Learning Hub as the 

delivery platform, both programs leverage a learning environment that is scalable, intuitive, social, and collaborative, bringing SAP much closer to understanding 

and fulfilling your needs.

Protect business 

continuity

Benefit from

continuous innovations
Gain required knowledge 

and skills

Receive prescriptive 

guidance

SAP Enterprise Support
Establish the foundation for your success
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SAP Enterprise Support Academy
Establish the foundation for your success

1. SAP Support Portal Home

2. Offerings & Programs

3. SAP Enterprise Support

4. SAP Enterprise Support Academy

https://support.sap.com/en/index.html
https://support.sap.com/en/offerings-programs.html
https://support.sap.com/en/offerings-programs/enterprise-support.html
https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy.html
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SAP Enterprise Support Academy
Establish the foundation for your success

Learn More and Sign Up

https://esasupportportal.hana.ondemand.com/esa2
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SAP Enterprise Support Value Maps
How to register and access value maps in 2 steps

Step 2
Access SAP Enterprise Support Value Maps Learning Room platform. If you 

reach the SAP Learning Hub login page, please login and click on

Access Value Maps again.

Step 1
Request access to SAP Learning Hub, edition for SAP Enterprise Support. 

Watch the video and refer to our tutorial to learn how to sign up and use the hub. 

If you are already registered you should use ‘Access Value Maps’ button.

Sign Up

Access Value Maps

| Learn more: https://support.sap.com/valuemaps

SAP Enterprise Support Value Maps  – an empowerment and support program, which leads you through the knowledge, skills, and services needed to 

address business challenges and adopt intelligent technologies. Value maps provide direct access to SAP experts, collaboration forums, high-impact learning, 

and prescriptive guidance, to help you achieve meaningful results and unlock new potential for growth.

SAP Enterprise Support Value Maps 

Your Benefits

✓ Achieve deployment and operational goals with prescriptive guidance 

✓ Advance employee skill level with interactive learning formats

✓ Maximize the value of your SAP software

✓ Reduce training expenditures 

✓ Access to SAP experts and industry peers for advice and recommendations

✓ Stay informed with latest news and releases 

✓ Attend virtual events with leading specialists 

Request access to SAP Learning Hub, edition for SAP Enterprise Support. Watch the 

video and refer to our tutorial

to learn how to sign up and use the hub.If you are already registered you should use 

‘Access Value Maps’ button.

Access SAP Enterprise Support Value Maps Learning Room platform. If you reach the 

SAP Learning Hub login page, please login and click on Access Value Maps again.

Sign Up Access Value Maps

http://support.sap.com/valuemaps

https://enrollment-ac82d52a4.dispatcher.hana.ondemand.com/index.html?itemID=LR_ValueMaps_EN
https://wpb101101.hana.ondemand.com/wpb/wa/wa_esa/~tag/published/index.html?show=project!PR_9712A06E7F284A2:demo
https://wpb101101.hana.ondemand.com/wpb/pub/wa_esa/index.html?library=library.txt&show=book!BO_A221505CF3DC49C#slide!SL_D4C1D0791403D8B0
https://esasupportportal.hana.ondemand.com/esa2
https://enrollment-ac82d52a4.dispatcher.hana.ondemand.com/index.html?itemID=LR_ValueMaps_EN
https://support.sap.com/valuemaps
https://wpb101101.hana.ondemand.com/wpb/wa/wa_esa/~tag/published/index.html?show=project!PR_9712A06E7F284A2:demo
https://wpb101101.hana.ondemand.com/wpb/pub/wa_esa/index.html?library=library.txt&show=book!BO_A221505CF3DC49C#slide!SL_D4C1D0791403D8B0
https://enrollment-ac82d52a4.dispatcher.hana.ondemand.com/index.html?itemID=LR_ValueMaps_EN
https://esasupportportal.hana.ondemand.com/esa2
https://enrollment-ac82d52a4.dispatcher.hana.ondemand.com/index.html?itemID=LR_ValueMaps_EN
http://support.sap.com/valuemaps
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SAP Enterprise Support Value Maps
Learning Room

Be sure to ‘Join’ the Security Value Map

SAP Enterprise Support Value Maps will provide

you with foundational knowledge, prescriptive

guidance, and access to SAP Experts to help you

along your cloud transformation journey.

Take advantage of our Available Experts
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SAP Enterprise Support Value Maps
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• Advance digital skill level with interactive learning formats

• Achieve deployment and operational goals

• Maximize the value of your SAP solutions

• Reduce training expenditures

• Get quick advice form SAP experts and peers

• Easy access to latest news and releases

• Access to virtual events with leading experts

• Record of learning accomplishments

• Prescriptive guidance - Structured content enables guided journey, 

simplification, and accelerated consumption of content 

• Expert access - SAP experts provide prescriptive guidance, best 

practices and technology insight

• Social Collaboration - Forums allow you to exchange ideas and best 

practices with SAP experts and peers

• Empowerment - Interactive learning formats to empower you with the 

knowledge and skills for realizing your deployment strategy

Program Offerings User Benefits

SAP Enterprise Support Value Maps  

SAP Enterprise Support value maps – an empowerment and support program, which leads you through the knowledge, skills, 

experts and services needed to address business challenges and adopt intelligent technologies. Learn more here. 

https://support.sap.com/valuemaps
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SAP Enterprise Support Academy
Learning Delivery Formats
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SAP Enterprise Support Academy
Learning Assets

SAP Enterprise Support Learning Assets – SAP Enterprise Support Academy offers a wide range of educational training 

offerings augmented with an ever-evolving database of learning assets, supporting different learning styles and needs, from ad 

hoc problem solving to structured, long-term knowledge acquisition

Expert-Led Learning

Self-Paced Learning

https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/delivery-formats.html#tabs--1033979939-1
https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/delivery-formats.html#tabs--1033979939-0
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SAP Enterprise Support Value Maps 
Learning Assets (continued)

SAP Enterprise Support Learning Assets – SAP Enterprise Support Academy offers a wide range of educational 

training offerings augmented with an ever-evolving database of learning assets, supporting different learning styles and 

needs, from ad hoc problem solving to structured, long-term knowledge acquisition

Guided Learning

https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/delivery-formats.html#tabs--1033979939-2
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This value map guides you through the different sources of information, tools, and services available from SAP Enterprise Support to help you efficiently build 

and run your SAP systems and landscapes in a secure manner.

SAP Enterprise Support Value Maps
Explore the Security Value Map

• Eliminate basic risks and improve your overall security

• Create your own security baseline and thresholds for alerts

• Keep track of your security notes 

• Learn about SAP’s security and privacy standards and Web-based SSO

• Secure the user access across your landscape

• Keep your SAP S/4HANA environment protected

• Get deep knowledge of SAP SuccessFactors and SAP Cloud Platform security

• Learn how SAP helps customers to be EU-GDPR-compliant

Complete your learning and empowerment path for various 

security topics by accessing set of enablement content

Request a call to get personalized guidance

Ask questions to get quick advice from SAP experts and industry 

peers

Sign up for upcoming events and stay in the know with our topic-

specific articles written by leading product and support specialists

SAP Learning Hub

Overview What's New Learning Programs Events Ask Questions    … 
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SAP Enterprise Support Value Map for Security
Secure Operations Map Learning Journeys

A learning journey is an interactive visual guide designed to help you complete your learning and

empowerment path for a particular SAP topic by exploring, filtering, and accessing a curated set of

SAP Enterprise Support offerings and learning assets.

SAP Secure Operations Map - Organization Layer

The Organization layer is the foundation required to set the stage for a secure organization, 

providing the awareness, governance, and solutions to support overall security policies.

Access learning journey

SAP Secure Operations Map - Process Layer

The Process layer extends the pure security view with compliance aspects, like regulatory 

compliance and legal demands coming from the various jurisdictions SAP systems are operated in, 

enhanced with additional audit requirements.

Access learning journey

SAP Secure Operations Map - System Layer

System hardening, secure code and monitoring and forensics help ensure that application controls 

are not circumvented by lower level vulnerabilities. We will touch upon these topics in this journey.

Access learning journey

Security for SAP Solutions – Application Layer 

Learn to build and run your SAP systems and landscapes in a secure manner and efficiently.

Access learning journey

https://jam2.sapjam.com/groups/nNZzUw58bEnzWfS4oZRn1X/overview_page/OlAJ4t56OHtU3KxgVVzRCk
https://jam2.sapjam.com/groups/nNZzUw58bEnzWfS4oZRn1X/overview_page/YQQLNgeA9vp5sEV2mxvSGJ
https://jam2.sapjam.com/groups/nNZzUw58bEnzWfS4oZRn1X/overview_page/Z95N2ZoLuCQwtadCy21BQ6
https://jam2.sapjam.com/groups/nNZzUw58bEnzWfS4oZRn1X/overview_page/koTNGSzqydvdNVVQGWaS7U


Demo

SAP Learning Hub

Overview What's New Learning Programs Events Ask Questions    … 
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SAP Enterprise Support Value Map for Security
New Learning Journeys Coming Soon

A learning journey is an interactive visual guide designed to help you complete your learning and

empowerment path for a particular SAP topic by exploring, filtering, and accessing a curated set of

SAP Enterprise Support offerings and learning assets.

SAP Secure Operations Map – Environment Layer

The Environment layer is the foundation required to set the stage for a secure organization, 

providing the awareness, governance, and solutions to support overall security policies.

SAP Secure Operations Map – Application Layer  (UPDATED)

Learn to build and run your SAP systems and landscapes in a secure manner and efficiently.

SAP Secure Operations Map – SAP Analytics Cloud

UPDATE TEXT.

Security for SAP Solutions – SAP Cloud ALM

UPDATE Learn to build and run your SAP systems and landscapes in a secure manner and 

efficiently.

Security for SAP Solutions – SAP Ariba

UPDATE Learn to build and run your SAP systems and landscapes in a secure manner and 

efficiently.
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05
Questions

Victoria Carroll, SAP Senior Support Engineer and 

Service Developer for Security

Kathryn Rennard, SAP Global Topic Owner, 

Enterprise Support Security Value Map
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06
Useful Links

SAP Security
• SAP Security landing page on SAP Support portal (no login required, public page)

https://support.sap.com/sos -> Media Library.

• Whitepaper: 'The Secure Operations Map: Highlights and Best Practices for Securing SAP Solutions'

https://www.sap.com/documents/2017/03/14cf06b2-af7c-0010-82c7-eda71af511fa.html

• SAP Security Whitepapers

https://support.sap.com/en/security-whitepapers.html

• Background information and the current download link to the SAP Security Baseline Template can be 

found in SAP Note 2253549 – The SAP Security Baseline Template. 

Or using following path: https://support.sap.com/sos → Media Library → SAP Security Baseline 

Template.

• General SAP Security queries (e.g. SAP Security Baseline template) SecurityCheck@sap.com and 

component XX-SER-SECCHK.

SAP Enterprise Support.

• One-time registration for SAP Learning Hub, edition for SAP Enterprise Support, is required.

https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/learn.html.

• The SAP Enterprise Support Value Maps Learning Room platform

https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/value-

maps.html

https://support.sap.com/sos
https://www.sap.com/documents/2017/03/14cf06b2-af7c-0010-82c7-eda71af511fa.html
https://support.sap.com/en/security-whitepapers.html
https://me.sap.com/notes/2253549
https://support.sap.com/sos
mailto:SecurityCheck@sap.com
https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/learn.html
https://support.sap.com/en/offerings-programs/enterprise-support/enterprise-support-academy/value-maps.html
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