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Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission of SAP.

Except for your obligation to protect confidential information, this presentation is not subject to your license agreement or any other service
or subscription agreement with SAP. SAP has no obligation to pursue any course of business outlined in this presentation or any related
document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms directions and
functionality are all subject to change and may be changed by SAP at any time for any reason without notice. The information in this
presentation is not a commitment, promise or legal obligation to deliver any material, code or functionality. This presentation is provided
without a warranty of any kind, either express or implied, including but not limited to, the implied warranties of merchantability, fithess for a
particular purpose, or non-infringement. This presentation is for informational purposes and may not be incorporated into a contract. SAP
assumes no responsibility for errors or omissions in this presentation, except if such damages were caused by SAP’s intentional or gross
negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ materially from
expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which speak only as of their dates,
and they should not be relied upon in making purchasing decisions.
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The new System Assistant in SAP’s Maintenance Planner
What is in for you...

“The new system assistant in SAP’s enhanced maintenance planner
identifies critical SAP Notes for your SAP system landscape and
provides you with smart recommendations around implementation and
operations.”
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Recommended SAP Notes in SAP’s Maintenance Planner

Key Features:

= Tailored recommendations for each individual
system, based on system landscape and SAP
Notes metadata

SO CEO #& maintenanceplanner.cfapps.eu10.hana.ondemand.com/?force=gKBoKXLtqjEWNSbq Q ©L % »

= w Maintenance Planner ‘ Enter a search term...

What's new

= Filter and sort systems, get the total number of
recommendations for each system

= Display SAP Note implementation status and
I|nk tO SAP NOte details a.nd implementation New Innovations for Digital Transformation
pre req uiSlteS Hvyik?rid Fangiscape \f“"sflﬁt,izétipﬁ PI{{duq Anat,mcg R Plan for Ctogli? \meg@twon”S;c‘gnrarrvio:7 .

cate your Use this tool t

= Current SAP Notes with automatic correction 2] N o
instructions for ABAP systems are recommended

= The recommendation comprises of following SAP
Notes categories: Py o 0 AP SHAN g o 47
=  SAP Security Notes E
= Hot News
= Performance-Relevant Notes
= Legal Change Notes
= License Auditing Notes
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Recommended SAP Notes Live Demo




System Assistant What’s New?
Release Update

Features available in current release:

» Custom processing status for recommended SAP Notes (personalization setting)
» Enhanced status filters for recommended SAP Notes

» New system types, adding Java systems

» Recommendations for Java SAP Notes
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Thank you.

Contact information:
= Wilhelm Jutte, CPO Support, SAP
= wilhelm.juette@sap.com

= Romy Sachse, ALM Support, SAP
romy.sachse@sap.com

= Vinit Kumar, PO SAP’s Maintenance Planner, SAP
vinit. kumar@sap.com
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Filter and select systems to display SAP Notes

Filter Systems e.g. by Product Version
SAP S/4HANA 2020

Product Version

View Recommended Notes e
SAF S/I4HANA 2022

System Role Landscapes Last Changed On
SAP S/4HANA ON-PREMISE 1511

System | Type  System Number Customer Number Data So Leading Product Version System Role Transport Domain Last Changed On
SAP S/4HANA 1610

A1550115 — r i .
800305344 000330 N AS ABAP 7.52 MAIN_A15 71612022, 12:18:07 AM
e 0000033018 Vhear i eon NW AS ABAP 7.52 DOMAIN_A15 7/6/2022, 12:18:07 A
@  View Recommended Notes

System Role Landscapes Last Changed On Product Version (SAP S/4HANA 2020)

System | Type  System Number Customer Number Data Source Leading Product Leading Product Version System Role Transport Domain

QO1PX293
ABAP

0000033018 SAP S/4AHANA SAP S/4HANA 2020

S4H-7VBK
ABAP

0000033018 SAP S/4HANA SAP S/4HANA 2020

S4H4HSRV

820544393 0000033018 SAP S/4AHANA SAP S/4AHANA 2020
ABAP Select Systems and
SAHPHOST display SAP Notes

v AEAD 300579 0000033018 SAP S/4HANA SAP S/4HANA 2020 DEMO
A

R3ZG1UsZ
312458192 0000033018 SYS SAP ERP 81212022, 11:4 ¥42 AM
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Filter SAP Notes and Download List of SAP Notes

< View Recommended Notes

System SAP Component  Note Number

S4HPHOST
[ABAP]

800579118

BC-DOC-TTL

BC-CTS-ORG
WP-WSR
BC-INS-TC-CNT
BC-UPG-NZ 3089831
FI-LOC-SAF 3124094

FI-FIO-AP 3112928
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Select Priority/Criticality

System

Note Name

[CVE-2021-44231] Code Injection vulnerability in SAP ABAP Server & ABAP Platform
(Translation Tools)

[CVE-2021-38178] Improper Authorization in SAP NetWeaver AS ABAP and ABAP
Platform

[CVE-2022-22540] SQL Injection vulnerability in SAP NetWeaver AS ABAP (Workplace
Server)

[CVE-2021-44235] Code Injection vulnerability in utility class for SAP NetWeaver AS
ABAP

[CVE-2021-38176] SQL Injection vulnerability in SAP NZDT Mapping Table Framework

[CVE-2021-44232] Directory Traversal vulnerability in SAF-T Framework

[CVE-2022-22531] Multiple vulnerabilities in FO743 Create Single Payment application
of SAP S/AHANA

SAP Component

Version

Released On

Category

Program error

Program error

Program error

Program error

Program error

Program error

Program error

View and Download
List of SAP Notes

Priority (2)

Priority

HotNews

HotNews
Correction with high
priority

Correction with high
priority

HotNews
Correction with high
priority

Correction with high
priority

Released On

12/14/2021, 5:30:23
AM

10/12/2021, 5:30:12
AM

2/8/2022, 5:30:06 AM

1/11/2022, 2:15:01 PM

11/23/2021, 5:35:43
AM
12/14/2021, 5:30:09
AM

1/25/2022, 6:30:00 PM
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© 2023 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional

warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See www.sap.com/trademark for additional trademark information and notices.
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