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Critical Security Notes (December 2023)

Critical Severity (CVSS > 8.9) Security Notes Released 

1. 3411067 - [Multiple CVEs] Escalation of Privileges in SAP Business Technology Platform 

(BTP) Security Services Integration Libraries

2. 3399691 - Update 1 to 3350297 - [CVE-2023-36922] OS command injection vulnerability in 

SAP ECC and SAP S/4HANA (IS-OIL)

We strongly advise our customers to apply these security notes immediately to protect 

against potential exploits and to ensure secure configuration of their SAP landscape.
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3411067 - [Multiple CVEs] Escalation of Privileges in SAP Business 

Technology Platform (BTP) Security Services Integration Libraries

• Released on: December 2023 Patch Day

• Severity: Critical

• Product Affected: SAP Business Technology Platform (BTP) Security Services Integration Libraries

• Impact: Complete compromise of confidentiality and integrity

• Vulnerabilities:

1. Escalation of Privileges– Critical

CVSS Score: 9.1; CVSS:3.0/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:N

• FAQ: 3411661

• Workaround: None

• Blog: https://blogs.sap.com/2023/12/12/unveiling-critical-security-updates-sap-btp-security-note-3411067/

https://me.sap.com/notes/3411661
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3399691 - Update 1 to 3350297 - [CVE-2023-36922] OS command injection 

vulnerability in SAP ECC and SAP S/4HANA (IS-OIL)

• Released on: December 2023 Patch Day

• Severity: Critical

• Product Affected: SAP ECC and SAP S/4HANA (IS-OIL)

• Impact: Complete compromise of confidentiality, integrity and availability

• Vulnerabilities:

1. OS command injection – Critical

CVSS Score: 9.1; CVSS:3.0/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:H

• Workaround: None



Contact information:

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.

Thank you.

Bibin Mathew

bibin.mathew@sap.com
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