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The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission 
of SAP. Except for your obligation to protect confidential information, this presentation is not subject to your license 
agreement or any other service or subscription agreement with SAP. SAP has no obligation to pursue any course of 
business outlined in this presentation or any related document, or to develop or release any functionality mentioned therein.
This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms 
directions and functionality are all subject to change and may be changed by SAP at any time for any reason without notice. 
The information in this presentation is not a commitment, promise or legal obligation to deliver any material, code or 
functionality. This presentation is provided without a warranty of any kind, either express or implied, including but not limited 
to, the implied warranties of merchantability, fitness for a particular purpose, or non-infringement. This presentation is for 
informational purposes and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions 
in this presentation, except if such damages were caused by SAP’s intentional or gross negligence.
All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ 
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which 
speak only as of their dates, and they should not be relied upon in making purchasing decisions.

Disclaimer
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Cybersecurity concept

Overview of SAP Financial Compliance Management

Demo

Agenda



Cybersecurity concept
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Cybersecurity management systems

OPERATIONAL

TACTICAL

STRATEGIC

■ Definition of a comprehensive security 
strategy for the company

■ Establishment of the information security 
management system

■ Definition of a fundamental security 
structure for the company

■ Definition of information security policies 

■ Definition of required security controls
■ Identification / documentation of information 

security risks 
■ Monitoring and review of operational actions 

■ Realization of policies, structures and 
controls defined 

■ Implementation of response and control 
measures 

Definition of 
objectives

Identification and 
definition of 
measures

Selection and 
implementation 
of measures

Tasks, activities and resources
Executes and maintains the process

Process Manager
Controls the process and reports

Process Owner
Defines goals and reporting instance

Operational structure Information security management system
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Three domains of cybersecurity governance

OPERATIONS

Support the day-to-day operational 
tasks of cybersecurity officers by 
centralizing alert and issue 
management across your entire IT 
landscape and facilitating immediate 
automated remediation in found 
cases.



COMPLIANCE

Implement a control framework with 
policy management capabilities and 
continuous control monitoring, 
aligned with your organizations 
processes, to facilitate compliance 
with, auditability for and certification 
in e.g. NIST SP 800-53 or ISO27001.



RISK MANAGEMENT

Aggregate and assess all IT relevant 
risks in one place to keep oversight 
and plan and execute risk 
remediation all the way to asset 
level. Key risk indicators and risk 
event management ensure timely 
reaction to threats and vulnerabilities.





Overview of SAP Financial Compliance 
Management
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Vision of SAP Financial Compliance Management

COMPLIANCE 
MANAGEMENT

RISK 
MANAGEMENT

Control Execution

Risk-Based Control Management

Result Processing

Compliance Reporting & Optimization

Issue and Remediation Management

Risk Reporting

Risk Monitoring

Risk Identification

Risk Mitigation

Risk Assessment

§ Leverage one platform for many uses cases across the enterprise 

§ Transform governance, risk, and compliance (GRC) from a cost 
factor (imposing task) to a strategic differentiator (business 
optimization)

§ Process integration into S/4HANA Public Cloud, Private Cloud 
Edition, on premise as well as hybrid scenarios

Next-generation
GRC control & risk
solution for the cloud



9Public

Business flow in SAP Financial Compliance Management

S/4HANA Source 
Systems

Build Automated 
Procedure

Build Manual 
Procedure

Define
Organization Hierarchy

Build ControlDefine Regulation 
or Policy

Define Process 
Hierarchy

Use Signavio

Build Risk Assess Risk

Apply Response / 
Treatment

Report Issue Assign and Execute 
Remediation Plan

Run Work 
Package

(e.g. SOX, China Cyber 
Security, Company’s Travel 

Policy)

(e.g. Automated 
Procedure, 

Manual 
Procedure)

Run Report
(e.g. SAP Analytics Cloud 

dashboards)

define ethos

maintain context

mitigate 
risk

update risk

mitigate 
risk

update control
re-asses 

risk

define accountability

execute control

integration
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Build a centralised agile compliance 
function to rapidly react to new and 
changing regulatory requirements: 

§ Easily onboard new entities, 
departments, or activities in your 
centralised compliance program

§ Develop a “compliance culture” 
through efficient technology 
support

Move from a reactive compliance 
function to a proactive one:

§ Embedded controls in the source 
systems for full visibility and 
performance

§ Realtime alerting on exceptions 
raised for faster remediation

§ Increase the number of 
automated controls, include 
associated manual controls

Leverage predefined automated 
content to reduce manual workload 
and improve efficiency:

§ Customizable ready to run work 
packages for automated 
monitoring of controls

§ Consolidate controls
§ “Document once, comply with 

many” type approach for reduced 
compliance effort 

Objectives of SAP Financial Compliance Management 

Improve compliance process 
efficiency and reduce costs

Improve early detection and 
lower impact of control and 

risk failures
Simplify and consolidate 
compliance requirements



11Public

High level architecture of SAP Financial Compliance Management 

SAP Business Technology Platform

HANA DATABASE

BACKEND

FIORI FRONTEND

CDS view

data table

ODATA 
SERVICE

procedure & parameters

result table

Work Package

Control

Automated Procedure

SAP Financial Compliance Management

Use of CDS views deployed in S/4HANA (Cloud or On-Premise) or on 
SAP ERP (ECC 6.0)* exposed through OData services for SAP Financial 
Compliance Management

SAP Financial Compliance Management brings the 
logic to the data, only results are returned
à Use OData Service as communication protocol
§ Call the back-end system via OData Service
§ Return results once CDS run is complete

§ S/4HANA Cloud, Public Edition
§ S/4HANA Cloud, Private Edition1

§ SAP ERP (ECC 6.0) on HANA1,2

1 Requires Cloud Connector
2 Baseline Automated Procedures & OData connection has to be
created in SAP ERP 6.0 as part of the implementation
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Main entities overview control management

WORK PACKAGE CONTROL

AUTOMATED 
PROCEDURE

MANUAL
PROCEDURE

FOUND ITEMS
‘execption report’

OVERALL 
FAILURE

ISSUE & 
REMEDIATION 

+
TASK 

TEMPLATES

ORGANIZATION

PROCESS

REGULATION

RISK

§ Bundling of Controls

§ Manage parameter 
values of Procedures

§ Manage Scheduling 
for execution

§ Bundling of 
Procedures, either 
automated or manual

§ Provide business 
documentation

§ Link/References to 
master data

Controls:

§ Automated Procedure 
implementation as 
CDS view

§ Manual Procedure as 
description of step 
sequence

§ Assurance activities: 
Control Effectiveness 
Test & Control 
Performance 

Results: 

§ Pass/Fail

§ Completed without 
Found Items / 
Completed with Found 
Items
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Scope of risk management services in SAP FCM at release (Q4 2023)

Configurable risk settings
§ Risk category

maintain custom risk categories
§ Risk objective

definable strategic and operational risk objectives 
§ Cause category

maintain custom cause categories
§ Impact category

define custom impact categories
§ Impact level

define custom impact levels, based on value ranges
§ Likelihood level

define custom likelihood levels, based on probability 
thresholds

§ Risk level (colour matrix)
maintain custom colour flags reflecting the individual impact 
and likelihood level

§ Custom fields
add and maintain fields for custom risk attributes

+ Organization-dependant thresholds and risk 
responsibles, centrally maintainable

+ Event-based API for risk upload/sync
+ API (OData) for SAP Analytics Cloud reporting

Risk qualities
§ Organizational unit

responsible for that risk, unique, common organization 
hierarchy shared with control framework

§ Risk manager and risk owner
assign responsibility to each risk

§ Risk objectives
assign (multiple) operational objectives

§ Causes
define causes driving the risk

§ Impacts
define, describe and value potential impacts

§ Treatments
define (descriptive) or assign (controls in the system) 
treatments and assess their individual impact and likelihood 
reduction

§ Risk analysis
calculate inherent, residual and target residual (“planned”) 
risk and qualify them with respective risk levels

§ Comments and attachments
upload files and maintain links and comments

§ Risk lifecycle
maintain the respective risk status as “in definition”, “in 
assessment”, ”assessed” or “retired” to qualify auditable 
and reportable data points



Managing content with the GRC Content 
Hub service



19Public

Ready-to-use content with SAP S/4HANA

Partners will produce and sell their own content packages too, via the GRC 
Content Hub Service.

These can be added to by customers.

SAP Financial Compliance Management ships with over 70 rules for use as 
Automated Procedures (3 for tax compliance), refer to the documentation for the 
detailed list.

https://help.sap.com/docs/FINANCIAL_COMPLIANCE_CF/eb2cb166f76248bdba43bf04fccd143e/7230ac7b867045c9940905911a1112a3.html?locale=en-US
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Partners and SAP offer content via standardized offerings 
in order to support a scalable business model and 
distribution channel, that enables an easy and fast 
consumption by cloud customers for cloud GRC solutions 
like Financial Compliance Management

GRC Content Hub service

Development Commercialization Sell & deliver Maintenance

SOFTWARE CONTENT SOLUTION
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Business content providers*

general

industry specific

company specific

baseline

CONTENT PROVIDER CONTENT TYPE CONTENT AVAILABILITY

* full release to end-users planned Q2/24

internally

SAP Content 
Store

GRC Content 
Hub

Customers can provide content within their organization to support (roll-out) 
scenarios into different locations with localized business content that may be 
based on standard offerings from a partner.

SAP provides baseline content with the software that 
enables a quick start and supports demos and 
education.

Partners and SAP offer content via standardized offerings in the SAP 
App Store and SAP Content Store in order to support a scalable 
business model and distribution channel that enables an easy and 
fast consumption by the customer.



Demo
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Resources

List of out the box controls on help.sap.com
SAP FCM Administration Guide
SAP FCM Setup Guide
Typical end user setup steps
Videos for setup, subscription and user authorization
Short YouTube intro to solution video
S/4HANA Fiori App catalogue (to allow FCM users to access S/4HANA system 
directly for remediation etc)
Roadmap roadmaps.sap.com

SAP Learning Hub FCM overview and onboarding course

SAP Consulting FCM starter pack one-pager

Turnkey FCM brochures in English and German

Turnkey FCM starter pack on SAP Store

https://help.sap.com/viewer/eb2cb166f76248bdba43bf04fccd143e/1.0/en-US/c6bccce22805495c8c2432209bf80474.html
https://help.sap.com/docs/FINANCIAL_COMPLIANCE_CF/dc9590073546445684529f40040a2f2b/7e6149e1fa3c45c7bda55e7333c0fe57.html?locale=en-US
https://support.sap.com/content/dam/SAAP/Sol_Pack/Library/Setup/3KY_Set-Up_EN_XX.pdf
https://help.sap.com/docs/FINANCIAL_COMPLIANCE_CF/9524282e146045e9ae6e007c69c23286/e17e75ef421e4cf6b32d1e6204400321.html?locale=en-US
https://help.sap.com/docs/FINANCIAL_COMPLIANCE_CF/dc9590073546445684529f40040a2f2b/28c29a65a67e4e9fb4d171ed8563fba0.html?locale=en-US
https://youtu.be/avM0BeVO4P8.
https://fioriappslibrary.hana.ondemand.com/sap/fix/externalViewer/index.html
https://roadmaps.sap.com/board?PRODUCT=73554900100800002693&range=CURRENT-LAST
https://saplearninghub.plateau.com/learning/user/catalogsearch/catalogSearchDispatchAction.do?searchType=filteredSearch&OWASP_CSRFTOKEN=AC4M-2GSZ-OA8H-495Z-7W0H-ITOP-HXCB-JCX3&keywords=SUP_ELE_0310_2306+&srcSel=ESAC&ILBlend=&ILSchd=&sbArSel=&ILDateTo=&ILDateFrm=&delMthSel=&fromSF=Y&selKeyWordHeader=SUP_ELE_0310_2306+&catSel=&fromDeepLink=true
https://workzone.one.int.sap/site
https://www.turnkeyconsulting.com/integrated-risk-management-service/sap-fcm
https://www.turnkeyconsulting.com/de/integrated-risk-management-service/sap-fcm
https://store.sap.com/dcp/en/product/display-0000061129_live_v1/Starter%20Package%20for%20SAP%20Financial%20Compliance%20Management
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Resources

FCM how-to YouTube Videos:
§ Create & Maintain Organizations, Processes and Regulations
§ Create & Maintain Controls and Procedures
§ Schedule Controls and Procedure Runs
§ Review Control Results

Partner Edge Test and Demo license: search here for Financial Compliance 
Management (material code 8013502)

https://youtu.be/2E8nYLOizZA
https://youtu.be/QRvIHLlaVl8
https://youtu.be/yEqS7TcerKM
https://youtu.be/S8dQdjEYH9s
https://partneredge.sap.com/en/welcome.html
https://sappartnerpricing-a35699dc5.dispatcher.hana.ondemand.com/webapp/index.html
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