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Legal disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed
without the permission of SAP. This presentation is not subject to your license agreement or any other
service or subscription agreement with SAP. SAP has no obligation to pursue any course of business
outlined in this document or any related presentation, or to develop or release any functionality
mentioned therein. This document, or any related presentation and SAP's strategy and possible future
developments, products and or platforms directions and functionality are all subject to change and
may be changed by SAP at any time for any reason without notice. The information in this document is
not a commitment, promise or legal obligation to deliver any material, code or functionality. This
document is provided without a warranty of any kind, either express or implied, including but not
limited to, the implied warranties of merchantability, fithess for a particular purpose, or non-
infringement. This document is for informational purposes and may not be incorporated into a
contract. SAP assumes no responsibility for errors or omissions in this document, except if such
damages were caused by SAP “s wilful misconduct or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual
results to differ materially from expectations. Readers are cautioned not to place undue reliance on
these forward-looking statements, which speak only as of their dates, and they should not be relied
upon in making purchasing decisions.
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SAP Cloud Identity Services — Identity Provisioning
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Migrating to SAP Cloud Identity Services
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Towards Integration Aspects
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Aligned domain Seamless user Sustained high-

Out-of-the-box ,
: ) quality of master
Integrations
data

Consistent security

models, APIs, and experience across
events all SAP solutions

and identity
management
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Enabling of Single Sign-On Throughout Your Application Landscape

8,
@/bf@

SAP SuccessFactors O

You have successfully logged out. Please close your

browser or re-login:

A @

L 9 ) )) Identity and Access Management

| SAP S/4HANA Cloud | I | SAP Ariba |
D Activate Mobile App Using QR Code | SAP Concur | |  SAPFieldglass |
| SAP SuccessFactors |

Customer challenge Solution
Multiple Sign-On’s and heterogenous Consistent way of enabling Single Sign-On (SSO) and
authentication mechanisms in one and the easy, centrally administered user management,

same end-to-end process and identity provisioning
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Bundles: Predefined connectivity with
SAP Cloud Identity Services

Bundling ensures out of the box configuration for user
provisioning and authentication during SAP Cloud solution's
order fulfilment process for the customers.

Automated Service Enablement

The Identity Services will be enabled in an automated manner
as part of the product delivery process.

Default pre-configuration

SAP cloud solutions come integrated with the Identity
Services and with these pre-configurations customers are set
up for the most common scenarios

All new SAP SuccessFactors are bundled with Identity
Services.
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SAP Cloud Identity Services

ldentity & Access Management
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Identity Access Management - Domains

IDENTITY AUTHORIZATION

LIFECYCLE

How users are being How authorizations are being
maintained, replicated, maintained,

authorized from creation until analyzed from creation

AUTHENTICATION

4

How users securely
authenticate to
applications with as few

deletion. until deletion.

CUSTOMER

user-interactions as possible.



Identity Access Management — SAP Portfolio

CUSTOMER

ENTERPRISE USER

SAP Customer
Data Cloud /
Platform

IDENTITY
LIFECYCLE

AUTHORIZATION

AUTHENTICATION

SAP Cloud Identity
Access Governance

SAP Secure Login Service

SAP Cloud Identity Services

Identity Provisioning

Identity Directory Authorization Management Identity Authentication

CUSTOMER

SAP ldentity Management

SAP Access Control

SAP Single Sign-On

On-
Premise /

Private
Cloud
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SAP Cloud Identity Services

SAP Cloud ldentity

Services

.
.s®
.
“

e

-
Corporate
|dentity
Provider
” ™
3" party Corporate
Identity
Management
. y,
Single-Sign-On _

/a5y ) Identity Authentication

Token & OAuth Service

@®

Identity Lifecycle Management
Identity Directory

Identity Provisioning

®©
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—) Sl provisioning

OIDC: OpenID Connect
=== =3 Authentication

N\
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‘ ’ Authentication |
J

Enterprise Resource Management

N

S

Identity
directory

Human Capital Management

N

S

Spend Management

N

S

Customer Relation Management

N

S

Business Technology Platform

N

S

SAML: Security Assertion Markup Language

SCIM: System for Cross domain Identity Management



SAP Cloud Identity Services

Identity Provisioning
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High-level Reference Architecture with the SAP Cloud Identity Services

Fast adoption of SAP solutions through out-
of-the-box integrations (bundles)

Rapid scenario extensions with optimized
SAP connectors

Reduced point-to-point connections effort
Modular architecture with fast adoption

Standard integration with SAP Identity
Management available

SCIM compatible integration with 3rd party
|dentity Management solutions

Only one provisioning target for the SAP
cloud landscape

Optimized connectivity for the SAP BTP
applications

Public

Identity Governance and Administration

SAP Cloud Identity Access
Governance

3

A 4

Business
User

" Authentication

Corporate Identity
Provider

SAP Cloud Identity Services

Authentication & Single Sign-On

-

SAML/

OpenlID Connect

G’ public cloud

Identity Lifecycle & Authorization

| ldentity

<
«

SAP S/4HANA Cloud

Provisioning

Authorization

vV V

\ 4

SAP SuccessFactors

Management

Identity
Directory

SAP Cloud Connector

%
(for on premises stores)

User stores

=% SAP BTP

Legend

- Authentication
====p  Delegated Authentication
=P Provisioning
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Capabilities of the Identity Provisioning transformation engine

Assignment

 Define rules for assignments based on the input data

» Take for example the value of an identity’s organizational
unit to decide on the required roles

Mapping between identity models

« Map between attributes in different models, for example
surname to family name

 Adjust the data format, for example for time- or number-
formats

Filtering

 Decide in detail which objects shall be read or written

Public
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SAP Cloud
Identity Services

Identity
Provisioning

_| Target System

a

Source System
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Connector Types

Source systems

A source system is the connector used for reading entities (users, groups,
roles). Source systems can be on-premise or cloud-based, SAP or non-SAP,
and usually represent the corporate user store where identities are currently
maintained.

Target systems

A target system is the connector used for writing (provisioning) entities.
Target systems are usually clouds, where Identity Provisioning creates or
updates the entities taken from the source system.

Proxy systems

A proxy system is a special connector used for "hybrid" scenarios. It exposes
any ldentity Provisioning supported backend system as a SCIM 2.0 service
provider, which can be consumed by any SCIM 2.0 compatible client
application

Public
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SAP Cloud

Identity Services

Identity _| Target System

Provisioning g

y 3
. J
Source System
:" Supported Systems in .

r ~ E Proxy Mode

SAP Cloud Provisioni ¢

Identity Services rovisioning o H X

users and groups : | SAP Business
Identity %: Technology Platform
Provisioning
4 SAP S/4HANA Cloud

\\ / SAP SaaS

\ 4

External Consumer

Provisioning of
users and groups

. >
---------------------------
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SAP Cloud Identity Services

Identity Authentication
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Identity Authentication

..............................

: Application

Client :

Business : Browser :
User :

SAP Business Applications

/"« Biometric authentication N
Authentication  <off iy E0g S
" *Kerberos/ SPNEGO
Identity Federation \\\£.iﬁA --------------------------------------------- \

Corporate Identity Provider

@ 3rd party IdP

Public

see also Single Sign-On: Authentication with a Single SAP Cloud Identity Services Tenant and a Single Corporate Identity Provider
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https://help.sap.com/docs/SAP_CLOUD_IDENTITY/b95c3d5bab324a3a8409eee5267a5b75/4970fecabf6b4848ac6403494bac7c8d.html?locale=en-US

Delegated authentication towards multiple identity providers
Conditional authentication

8 % Member of . .
24 User Group Partner Identity Providers

Partners
@ IP-Address
Range
& )
Externals Identity
Email Authentication
Domain

User . .
8 Type L EI Corporate Identity Provider

Employees
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Control access to the application — risk-based authentication

8 Member of

User Group
@ Authentication
Method
@ IP-Address
Range
\/ Allow

O 2-factor
User @ N %
@ % 8 Type Authentication Application

User ldentity x Deny
Authentication

\/ Assignment
| ] to Application

9 Self- Email

registered? verified?

Supports both local authentication and IdP proxy
19
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SAP Cloud Identity Services - Identity Authentication

Value proposition for customers with existing IdP

Authentication

= All SAP cloud applications can offer their users the
same authentication mechanisms

= |dentity Authentication acts as authentication broker
* easy separation mechanism for multiple user stores
* flexible configuration where to validate user’s credentials

= Strong authentication: configurable MFA enforcement

Single Sign-on
= Central SSO endpoint for all SAP Cloud applications

= Choice between SAML and OpenlID Connect

= Service provider specific attribute mapping/rewriting
and enrichment of assertions by corporate IdP

= Pre-configured or semi-automated trust configuration

Public

Integrating SAP applications

Common identity for users
Unified way for user management

Data across applications can be correlated
(precondition for central foundation services)

Security Token Service for service based SSO
Authorization management

Compliance

Single audit log for authentication/SSO for all SAP
cloud applications

20



Migrating to SAP Cloud

ldentity Services

Identity Authentication &
Identity Provisioning

Public



Step 1 — Set up Integration

Run “Initiate the SAP
Cloud Identity
Services Identity
Authentication
Service Integration”
task on Upgrade
Center

IAS/ IPS
Tenants
Configured

Default Configurations on IAS/ IPS side:
Password-based logins only
Standard password policy
Authentication rules configured to send all users to password-
based login
No user groups configured
No corporate identity provider (IdP) configured to handle single-
signon
User Sync is not enabled by default

Password Policy
Conditional
Authentication
Risk — Based

Authentication
Corporate IdP

Step 2 — Configure IAS
(U

J

Password logins are the default scenario that comes preconfigured after the “Create IAS Integration” task on the Upgrade Center. Some

additional configuration you can consider:

SR A

Do you need to set up a Corporate IdP

-

Step 4 — Enable IAS

Initiate “Enable IAS
integration Task” on
UC”

Add Necessary
Transformation in
IPS

Set up Scheduled
User Sync

Step 3 — Setup IPS
(&

J

Do you need to set a more secure password policy ie Enterprise or Custom?

Do you need a login method other than Password?

If yes, do you need to establish Conditional Based Authentication and Risk-Based Authentication
Do you need to set up groups to send users to various login methods

Note these are high-level steps for SuccessFactors, refer to complete implementation guide for all configuration steps

Public
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When is it mandatory to provision all users into IAS?

-Conditional Authentication: To set up with rules that authenticate based on email, user type, or
group.

‘People Analytics, Internal Career Site, and other SAP SuccessFactors product areas: User
identifiers can change between product areas and the Identity Authentication service can only map
these identifiers correctly when your users are in the Identity Authentication service.

-Global Assignment & Concurrent Employment: when users log on from different sources,
|dentity Authentication service needs to convert their identifiers so that the Identity Authentication
service understands them. That only happens when user sync has been done and the users are
loaded into the Identity Authentication service.

-Enablement of Partial SSO: If you intend to user partial SSO, your users should exist in Identity
Authentication service.

‘-Two-factor Authentication: Your users need to exist in Identity Authentication service so that you
can take advantage of two-factor security features.
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Migration to SAP Cloud Identity Authentication (IAS/IPS)
Innovation Alert & Open Office Hours

E7 SamanthaMunoz ©
Employee 07-14-2023 9:00 AM
[ (ﬁ 9 Kudos ]

Watch the IAS Open Office Hours Introduction to call video here.

How is your organization impacted?

If your organization is currently using a Corp IDP solution such as (Microsoft Azure AD, Okta, Google,
OnelLogin, etc.) or Basic Authentication (username and password) and because SAP SuccessFactors’
goal is to move all customers to the preferred method for SAP Cloud Identity Authentication, we are asking
your organization to move to IAS/IPS by June 2, 2025.

See the section "How to Check Whether Your Tenants is Impacted by Migration to IAS/IPS" to check if
you are impacted.

Public
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https://groups.community.sap.com/t5/product-and-customer-updates/migration-to-sap-cloud-identity-authentication-ias-ips-innovation-alert-amp/ba-p/271407
https://groups.community.sap.com/t5/product-and-customer-updates/migration-to-sap-cloud-identity-authentication-ias-ips-innovation-alert-amp/ba-p/271407
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4 )

End User Experience \

"/

«  Password Login 4 N\
M «  Corporate Identity
Provider/ — User is logged into
End User — Opens Customers 550 SuccessFactors
SAP SuccessFactors *  2Factor Login
S - _/ N\ J \
/ SuccessFactors
requests login via *
IAS 4 )
IAS sends login
response to
< SuccessFactors
4 ) % )

the relevant login

IAS sends user to

method

\ Y,

Backend Processes, transparent to end-user /

~

ongoing IPS sync to IAS
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Migrating to SAP Cloud

Identity Services
Steps

Public



Cloud Identity Services enablement in SAP SuccessFactors

SAP SuccessFactors

7
Upgrade Center

-
Step 1.

Run “Initiate the SAP Cloud Identity Services Identity

Authentication Service Integration”

N

-
Step 4:
Run “Enable IAS integration Task” on UC”

S

Public

4 )
SAP Cloud Identity Services
4 )
Identity Authentication Identity Provisioning
4 4
Step 2 Step 3:
Configure: Configure:
»| ¢ Password Policy + Transformations
» Conditional Authentication * Schedule provisioning
» Risk — Based Authentication
» Corporate IdP
\. .
L J
\. J
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( (
SAP Success| Factors SAP Cloud Identity Services

( 4 ) 4
Upgrade Center Identity Authentication Identity Provisioning

Step 1 - Initiate Upgrade \ (o | (e

Run “Initiate the SAP Cloud Identity Services Identity Configure: Configure:
Authentication Service Integration ” + Password Policy * Transformations
« Conditional Authentication + Schedule provisioning
« Risk— Based Authentication
) + Corporate IdP
. 4 S N\
tep 4:
- L toS Fact
Ogl n O u Ccess a C O rs Run “Enable IAS integration Task” on UC”
A deC - .
- Access Upgrade Center N ) | | )\

- Search for “Initiate SuccessFactors Identity Authentication Service Integration”

- You will have two options:

» If your company has an existing IAS, you will see the tenant(s) listed. You can choose to integrate with an
existing IAS or,

> Request a new tenant

Follow additional on-screen instructions

Public



Upgrade Center

Public

Admin Center

()

Admin Center v

Welcome to the SuccessFactors Upgrade Center

RELEASE CENTER UPGRADE CENTER

Important Upgrades

Resume Parsing
Learn More & Upgrade Now

View Recently Completed Upgrades

Recommended Upgrades

Report Center
Learn More & Upgrade Now

Compensation and Variable Pay
Role-based Permissions Upgrade
Learn More & Upgrade Now

Beta Calibration Executive Review
Learn More & Upgrade Now

Filter By = All Modules

Q Searchforactionsorpeople v A (@ ! AdminZ QA (adminz) v

View Saved for Later Iltems

~

I Optional Upgrades

appluLavle)
Learn More & Upgrade Now

Enable SuccessFactors to SAP
Cloud Platform Identity
Authentication Service Integration
Learn More & Upgrade Now

~

Create SuccessFactors Identity
Authentication Service Integration
Learn More & Upgrade Now

DRTM Compensation and
Variable Pay
Learn More & Upgrade Now

Shared Groups
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Step 1 Complete

NQOTE: The connection to IAS is disabled at this point. The customer will complete the appropriate steps below
before enabling the new process.

» Next you will complete:
— Step 2 Basic Configuration/Setup Identity Authentication Service (IAS)

— Step 3 Basic Configuration/Setup of Identity Provisioning Service (IPS)
— Step 4 - Enable IAS

Public
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( (
SAP Success| Factors SAP Cloud Identity Services

e N\ ' N\
[ ] Upgrade Center Identity Authentication Identity Provisioning
Step 2 — Configure IAS , )
Step 1: Step 2: Step 3:
Run “Initiate the SAP Cloud Identity Services Identity Configure: Configure:
Authentication Service Integration ” + Password Policy + Transformations
« Conditional Authentication + Schedule provisioning
« Risk— Based Authentication
) + Corporate IdP
. (" S N\
tep 4:
- L to IAS
Ogl n O Run “Enable IAS integration Task” on UC”
A he IAS Admi d - .
- Accessthel In Page an \ J \ )\
. J .
L]
configure:
L]

Admin, Groups, Users

» Applications, Conditional and
Risk Based Authentication

» Corporate Identity Provider

Password logins are the default scenario after the “Initiate the SAP Cloud Identity Services..” task. Some additional configuration you can
consider:

Do you need to set a more secure password policy?

Do you need a login method other than Password?

If yes, do you need to establish Conditional Based Authentication and Risk-Based Authentication

Do you need to set up groups to send users to various login methods

Do you need to set up a Corporate IdP

akrwbhNE
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Applications and Resources

w Identity Authentication Service [Europe] Demo Tenant Admin User (@
@ Home Applications Application
& Users & Authorizations > search Q ‘ ~
% Applications & Resources v ~ AZQ BIZX

Applications Custom Applications . o ‘ A

This application name appears on the logon and registration pages.
; AZ2 >
Tenant Settings Home URL
Terms of Use Documents AZQ BIZX N
X 2 https://www.successfactors.com/AZQ...
Privacy Policy Documents Trust Authentication and Access Branding and Layout
E-Mail Template Sets BizX QACAND SR8

https://www.successfactors.com/Suit... : .
Password Policies P Single Sign-On

Custom CSS BizX QACAND STEConHR Type
https://www.successfactors.com/STE... Choose SAML 2.0 or OpeniID Connect.

SAML2.0 >
+ v Identity Providers >

| Monitoring & Reporting > BizX SFSALES003175 pmsalesd...
https://www.successfactors.com/SFS...

SAML 2.0 Configuration
Configure trust with a service provider by uploading metadata for web-based 'www.successfactors.com/A... >
authentication.

DC40MON1802H Sub;ect Name Identifier o -
> Configure the attribute which the application uses to identify the users. The Login Name 5
https://www.successfactors.com/DC4... attribute is sent as name ID in SAML 2.0 authentication requests to Identity
Provider.
MOVED TO SFDA IAS - BizX SF... S Default Name ID Format
https://www.successfactors.com/SFS... Configure the default Name ID format. The attribute is sent as name ID format in Unspecified >
SAML 2.0 authentication requests to Identity Provider.
newcert 3 .
> Assertion Attributes 5
freshcert Configure user attributes sent to the application with the specified assertion attribute names.
sapcai-dev-pal .
: . > Default Attributes 5
sapcai-dev-pal.aws-live-eu10 Attributes sent to the application with fixed values.

SFSF_CoPilot SFSF E2E test (a2...
httne://eni1 hana andemand cam/a%2a v API Authentication v
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Conditional Authentication

w Identity Authentication Service [Europe] Demo Tenant Admin User (®)
% Home Applications (4 Conditional Authentication
& Users & Authorizations > Saarch Q
& Applications & Resources v A Authentication Rules
Applications Custom Applications
. AZ2 > Configure rules to manage authentication. Each rule is evaluated by priority until the criteria of a rule are
Tenant Settings fulfilled

AZQ BIZX
Terms of Use Documents N + AddRule
https://www.successfactors.com/AZQ...

Privacy Policy Documents

Priority Identity ... E-MailD... User Type UserGr... IP Range
-Mai BizX QACAND SR8
E-Mail Template Sets A N R NG ABC Any Any e Any
. https://www.successfactors.com/Suit...
Password Policies 10.10.10.0/
. ADFS An An An R i
Custom CSS BizX QACAND STEConHR ) nNoV y y y i VAR
i X https://www.successfactors.com/STE...
+¥ Identity Providers >
itori i BizX SFSALES003175 pmsalesd... i . :
N BemignRgEaE ) P > Default Authenticating Identity Provider
https://www.successfactors.com/SFS...
DC40MON1802H Set a default identity provider for users with any user domain, group and type. This identity provider is
https://www.successfactors.com/DCA... 4 used when none of the above authentication rules meets the criteria. To use Authentication rules you need

to select "SAP Cloud Platform Identity Authentication".

MOVED TO SFDA IAS - BizX SF...
https://www.successfactors.com/SFS...

> Default Identity Provider: | SAP Cloud Platform Identity Auth...

newcert
For more information about authentication rules, see SAP Cloud Platform Identity Authentication
Documentation.

freshcert

sapcai-dev-pal
sapcai-dev-pal.aws-live-eu10

SFSF_CoPilot SFSF E2E test (a2...

httne:/le111_hana andamand cam/a2a 2

EED 6o
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Risk-Based Authentication

Public

New Risk-Based Authentication Rule

Select action for the authentication of the user when
all conditions specified below are met.

*Action

Allow

Define the rule by specifying at least one of the
conditions below.

IP Range

|

Authentication Method

|

User Type

|

Group

(® cloud Group () On-Premise Group

Dﬂ

Cancel
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Corporate Identity Provider

w Identity Authentication Service [Europe] Demo Tenant Admin User
% Home Identity Providers Identity Provider
& Users & Authorizations > Sauich Q ]
[® Applications & Resources > 7 7
Aeme : Acme
++ Identity Providers vV i NWAS IdP ) ) )
Corporate identity provider that provides user authentication to an application.
Corporate Identity Providers
Abc $
Social Identity Providers abc.accounts400.ondemand.com
TRUST
Source Systems
ADFS > . 7
o . SAML 2.0 Configuration
|& Monitoring & Reporting > Configure trust with an identity provider by uploading metadata for Web-based NWAS IdP >
DemolDP authentication.

demoidp.accounts400.ondemand.com
s " SAML 2.0 Configuration
Identity Provider Type

2 ¢ 5 - . . SAML 2.0 Compliant >
Configure identity provider type by choosing from the list.

Name ID Format
Configure preferred Name ID format. The attribute is sent to the corporate identity Default >
provider as name ID format in SAML 2.0 authentication requests to Identity Provider.

SINGLE SIGN-ON
Forward All SSO Requests to Corporate IdP

O OFF;\\ Send all authentication requests to this corporate IdP when it is chosen as default identity provider.
S For more information about all SSO requests forwarding, see SAP Cloud Platform Identity Authentication
Documentation.

Identity Federation
Choose if user attributes will be taken from the corporate IdP assertion or from Configured >
Identity Authentication user store. Restrict access based on user profile.

Logout Redirect URL

X 3 Not Configured >
Configure URL to redirect users after successful logout.
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Step 2 Complete

» Next you will complete:
— Step 3 - Basic Configuration/Setup of IPS
— Step 4 - Enable IAS

Public
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( (
SAP SuccessFactors SAP Cloud Identity Services

e e N\
Upgrade Center Identity Authentication Identity Provisioning

Step 3 — Configure IPS \ oz | ez

Run “Initiate the SAP Cloud Identity Services Identity Configure:
Authentication Service Integration ”

Configure:
« Password Policy + Transformations

« Conditional Authentication + Schedule provisioning
« Risk— Based Authentication

« Corporate IdP

. ("
b Logl n to I PS g}r?%n‘laéle IAS integration Task” on UC”

- Configure/Setup: . ) \ J

Source Properties
Source Transformation
Target Properties
Target Transformation

vV V Y VYV
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SAP Cloud Identity Services - Identity Provisioning Service

Management of identities & authorizations

SAP SuccessFactors SAP Cloud ldentity Services
Identity Provisioning @ Identity Authentication
éUser Repository € — = |> Source : Identity Lifecycle Target / € — - > éUser Repository
e seensannes : System : Management Proxy SRS
................................ Connector System
User Manage Connector User
Management : Groups & Roles Management
............. APl ... i Assignments SO o L SRS
Public 38



Source Properties

Public

SAP

Home

Source Systems

Target Systems

Job Logs

Security

Source Systems

SFSALES003175
SFSALES003175

SFSF

https://qacand.sflab.ondem...

STEConHRPREO3
STEConHRPRE03

Enabled

Enabled

Enabled

Enabled

Identity Provisioning Service Administration

Authentication

ips.trace.failed.entity.content

Password

ProxyType

sf.user filter

Type

URL

User

J  Export / Edit

Source System Details

BasicAuthentication

true

Internet

username in 'adminfixd','adminfix’,'br...

HTTP

https://api4.successfactors.com/odat...

admin@AZQuartzTest

Daniel Hayes (1832325)

v
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Source Transformation

Public

SAP

Home

Source Systems

Target Systems

Job Logs

Security

Source Systems /

AZQ Enabled

SFSALES003175
SFSALES003175 Enabled

SFSF
https://qacand.sflab.ondem...  Enabled

STEConHRPREO3

STEConHRPREO3 Enabled

Identity Provisioning Service Administration

vcans

Source System Details

Hansinnau... rivpciucs oS

Transformations

"sourcePath": "$.lastName",
"targetPath": "$.name.familyName"

"sourcePath": "$.email",
"targetPath": "$.emails[0].value"

"condition": "$.email == null",
"sourcePath": "$.username”,
"targetPath": "$.emails[0].value",
"functions": [
{
"type": "concatString",
"suffix": "@dummy.email.com”
}
]

"constant": "urn:ietf:params:scim:schemas:core:2.0:User",
"targetPath": "$.schemas[0]"

Daniel Hayes (1832325)
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Main IPS Page Showing Target

Public

a2

=3

®

Identity Provisioning

Target Systems Vi Target System Details
[ 4 IGIECL Ui 1AD UL T .
Enabled
AZQ-IAS target
SecurityWS_SFSF 5 Type: Identity Authentication
Enabled
e\ o) e
Target - IAS \ @ = ( 4;?4, ] ( [E] )
Enabled N S S S
Details Transformations Properties Certificate
Test Cloud Prospects .
Enabled Details Edit
train-01_techrig . Type: dentity Authentication
Enabled
System Name: AZQ-IAS target
train-03_techrig \
Enabled Destination
Name:
. ) Description:
train-05_techrig .
Enabled
Source SFSF
Systems:
More
[20/33]

Enabled

Export
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Jobs

Public

SFSALES003175
SFSALES003175

SFSF

STEConHRPREO3
STEConHRPREO3

Source Systems

https://qacand.sflab.ondem...

Enabled

Enabled

Enabled

Enabled

Identity Provisioning Service Administration

AZQ

Type: SAP SuccessFactors

Details Transformati... Properties

Jobs
Job Type
Read Job

Resync Job

Daniel Hayes (1832325) (1)

Source System Details

Enabled

Actions

Run Now Schedule Resume

Run Now

43



Step 3 Complete

* Next you will complete:
— Step 4 - Enable IAS

Public
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( (
SAP SuccessFactors SAP Cloud Identity Services

e e N\
Upgrade Center Identity Authentication Identity Provisioning

Step 4 — Activate IAS \ oz | ez

Run “Initiate the SAP Cloud Identity Services Identity Configure: Configure:
Authentication Service Integration ” « Password Policy * Transformations
« Conditional Authentication + Schedule provisioning
« Risk— Based Authentication
« Corporate IdP

- Login to SuccessFactors (S04, gt

- Access Upgrade Center \ ) | \ J L

- Search for “Activate SuccessFactors SAP Cloud Platform Identity Authentication Service
Integration”

Public



Upgrade Center

7y  Admin Center v Q Search for actions or people v QA @ ’ AdminZ QA (adminz) ~

Admin Center

Welcome to the SuccessFactors Upgrade Center

RELEASE CENTER UPGRADE CENTER

View Recently Completed Upgrades View Saved for Later Items

Filter By = All Modules v

Important Upgrades Recommended Upgrades gj Optional Upgrades |

appucavic)

~

Resume Parsing Report Center Learn More & Upgrade Now
Learn More & Upgrade Now Learn More & Upgrade Now
Enable SuccessFactors to SAP
Compensation and Variable Pay Cloud Platform Identity :

Learn More & Upgrade Now Learn More & Upgrade Now

Beta Calibration Executive Review Create SuccessFactors Identity
Learn More & Upgrade Now Authentication Service Integration

Learn More & Upgrade Now

DRTM Compensation and
Variable Pay
Learn More & Upgrade Now

Shared Groups

mava Alaca B tlaccada Ko,

Public
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Step 4 Complete

* |AS is now activated and users will be authenticated through IAS

Public
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Embedded Learning Tutorials
a P e o ©

Help & Tutorials -

Embedded across your
SuccessFactors suite and provided as
standard, these context sensitive help
& learning tutorials can provide Good morning!
administrators or end users with out of
the box guidance.

Quick Actions

C (i @
--
.-

For You Today

These are available to enable in your
SuccessFactors Instance today. Once
enabled, they are accessed by clicking
the “?’ next to the action search bar.

@ Learning Assignments & Complete Calibration

Anti-Discrimination Policy w/Quiz Annual Calibration Review

CUSTOMER



Customer Community

The Customer Community allows
you to find solutions, share
knowledge and get answers from
customers and experts.

You need an SAP User Account (S-
user ID) to join. Your SAP System
Administrator within your Company
will be able to provide you with
access.

To request new S-User IDs
please refer to Knowledge
Base Article (KBA) 1271482.

CUSTOMER

Featured Content

SAP SuccessFactors 1H
2023 is around the corner!

To prepare for 1H 2023 Preview
Release (April 28) and Production
Release (June 2), make sure to
regularly visit the SAP
SuccessFactors Customer
Community Product Release and
Roadmap Information page. We look
forward to sharing all the new
features and functionality to come!

SAP SuccessFactors
Community Migration
Webinar Recording

Watch the demo recording and
download the slides about the SAP
SuccessFactors Community
migration to see the new experience.

Access recording and slides
(Authentication required)

Search community content

Browse this topic

SAP SuccessFactors
All SAP SuccessFactors Products
Architecture Leading Practices

Growth and Insights HR Research
Library

Implementation Design Principles

Product Advisory

View all...

Useful Links

Access Private SAP SuccessFactors
Customer Corner (Authentication
Required)



https://community.sap.com/topics/successfactors
https://userapps.support.sap.com/sap/support/knowledge/en/1271482

Digital Library

You can access the Digital Library,
which includes materials on various
topics. You can access module
guides, HR transformation or project
team orientation materials, all
delivered by subject matter experts
and thought leaders.

= ]Upcoming and Recent Webcasts

The Digital Library contains Uncovering EC Module Integrations
recordings of community webinars

and also allows registration to live T —
webinars which you can attend to e —

Release Q&A Series

learn more.

Pre-Work

CUSTOMER

Filters

E)(perience SAP SuccessFactors ()
Technology

Home Page, Shellbar, Mobile, Data Analytics, and
FioriNext

Release Q&A Series

Pre-Work
A th Wt ew

bt queston 1 the 49 Succentacors Commuenty)

May 25, 2023 10:00 AM EDT
May 2023 Global 1H 2023 Release -

Experience Technology Q&A Session

Ecosystems & SAP SuccessFactors ()
Whole Self

Work Zone for HR, Center of Capabilities, Qualtrics,
Opportunity Marketplace

Release Q&A Series

Pre-Work



https://gateway.on24.com/wcc/eh/1892128/SAP+SuccessFactors+Digital+Library

Value Map SAP SuccessFactors

Value Maps support and empowerment program which leads you through the knowledge, skills, and services
needed during HR transformation journey. They provide direct access to SAP experts, collaboration forums,
high-impact learning, and prescriptive guidance, to help you achieve meaningful results.

= S

Start Learn Discover Choose
your HR digital about security and privacy the roadmap and value of the appropriate integration
transformation journey with implications with SAP SAP SuccessFactors methodology and data
SAP SuccessFactors SuccessFactors migration strategy
Collaborate Safeguard Stay Current Extend
with SAP experts and other your go-live with SAP with SAP SuccessFactors SAP SuccessFactors
industry peers Enterprise Support services releases and innovation scenarios to meet your

adoption business needs

CUSTOMER



Register & Access for Value Map

Step 1

Request access to SAP Learning Hub, edition for SAP

Enterprise Support. Watch the video and refer to

our tutorial to learn how to sign up and use the hub. If you

are already registered you should use ‘Access Value Maps’ = -

button. e
BVl

H SAP SuccessFactors HXM Suite Value
Sign Up )\ v

This value map provides prescriptive guidance to SAP Enterprise Support
| customers during thelr HR transformation joutney with SAP
SuccessFactors HXM Suite

|

Step 2

Access SAP Enterprise Support Value Maps Learning
Room platform. If you reach the SAP Learning Hub login
page, please login and click on

Access Value Maps again.

Access Value Maps \%

s performance with automated processes,
interfaces, and impactful incentive
gement

| https://support.sap.com/valuemaps

CUSTOMER


https://jam2.sapjam.com/groups/bV0MUAjcUmkwpkNqLTVrE6/overview_page/CmChP8nrwK0qYcyHBXEloi
https://wpb101101.hana.ondemand.com/wpb/wa/wa_esa/~tag/published/index.html?show=project!PR_9712A06E7F284A2:demo
https://wpb101101.hana.ondemand.com/wpb/pub/wa_esa/index.html?library=library.txt&show=book!BO_A221505CF3DC49C#slide!SL_D4C1D0791403D8B0
https://esasupportportal.hana.ondemand.com/esa2
https://jam2.sapjam.com/groups/bV0MUAjcUmkwpkNqLTVrE6/overview_page/CmChP8nrwK0qYcyHBXEloi
https://support.sap.com/valuemaps

SAP Learning Hub & SAP Help Portal

SAP Learning Hub delivers all

the training you need through
Accreditation Exams and
Learning Rooms.

Designed to help your system
administrators be self-
empowered through top quality

training.

w Help Portal (Documentation)

Welcome to the SAP Help Portal

Find SAP product documentation, Learni

CUSTOMER

ing Journeys, and more.

CRM and Customer Experience

SAP Learning Hub

0 any role and skill-level.

v e

SAP Help Portal makes it easy to navigate and find
content for the entire SAP product portfolio such as;

*User Guides

*Admin Guides

sImplementation Guides

These are the formal implementation handbooks designed
for advanced users but they are have some handy
explanations of features and functionality.



https://learninghub.sap.com/
https://help.sap.com/docs/

Support Knowledge Base Articles

The Knowledge Base has a wealth
of information on various SAP

SuccessFactors topics and Knowledge Base  ciovies  Sifiies Kok Spen ot £ Mot Gt A S
customers are encouraged to
research the KBAs prior to opening
a ticket to assist trouble shooting. and more. O use Expert Search, which retreves SAP Notes and Knowledge Base Articles based on achanced selection criteria

w Support My Support Products Tools Maintenance Offerings & Programs ALM Explore SAP

Knowledge Base

In SAP for Me, search a variety of repositories; including SAP Notes, SAP Knowledge Base Articles (KBAs), SAP Community content, documentation

KBAs are articles covering all SAP
SuccessFactors modules with a SAP Notes vs Knowledge Base Articles

range of technical depth and are

d es i g n ed m al n Iy aS a h el p al d fo r 80% of SAP Notes contain coding corrections T;:;i:;tgec:sr;e:tta\z:s. therefore these cannot be downloaded

Solve complex technical issues
. . Most SAP Notes contain the description of the issue from a Enriched content (such as embedded screenshots & videos)
your : ;AP adl I Ilnlstrato rS . business perspective as well as the technical solution Provide ratings on the quality of a KBA
Implementation tool for the coding corrections is available to help Previews are available on search engines such as Google

customer to implement SAP Notes Case-specific documents

CUSTOMER


https://support.sap.com/en/my-support/knowledge-base.html

Customer Influence

We appreciate customers have the best ideas - as a customer you can submit ideas to the product roadmap.

Access the tool here :https://www.sap.com/about/customer-involvement/influence-adopt.html

. : Customer Influence and Adoption
Once reg IStered you can view and VOte for Influence SAP software development, adopt new innovations early on, and request specific

other customers ideas and/or add your own enhancements or features.
product enhancement ideas. You have an Ll
unlimited number of votes, however multiple
votes from one organisation only count as
one vote.

Our Programs

Benefit from our Customer Influence

programs

Learn how our Customer Influence programs allow you to influence and adopt
SAP innovations throughout the product lifecycle, and explore current projects
for each program.

CUSTOMER


https://www.sap.com/about/customer-involvement/influence-adopt.html

£ 'Y

Useful links

SAP Help Portal - Setting up SAP SuccessFactors with IAS & IPS
Getting Started with Identity Authentication and SAP SuccessFactors

Community — Migration to SAP Cloud Identity Services IAS & IPS innovation
Community - Impact of 3rd party cookies deprecation on SAP SuccessFactors innovation

SAP Cloud ldentity Services
IAM Reference Architecture — SSO

IAM Reference Architecture - ldentity Lifecycle



https://help.sap.com/docs/SAP_SUCCESSFACTORS_PLATFORM/568fdf1f14f14fd089a3cd15194d19cc/0e5832100602469985b053b43e983cb4.html
https://help.sap.com/docs/SAP_SUCCESSFACTORS_PLATFORM/568fdf1f14f14fd089a3cd15194d19cc/35c74e4605564a82a5be6c7fdadf9aef.html
https://groups.community.sap.com/t5/product-and-customer-updates/migration-to-sap-cloud-identity-authentication-ias-ips-innovation-alert-amp/ba-p/271407
https://groups.community.sap.com/t5/product-and-customer-updates/impact-of-third-party-cookies-deprecation-on-sap-successfactors-innovation/ba-p/254296
https://blogs.sap.com/2021/09/24/single-sign-on-sap-reference-architecture-for-identity-access-management/
https://blogs.sap.com/2021/09/27/identity-lifecycle-sap-reference-architecture-for-identity-access-management-part-1/
https://blogs.sap.com/2021/09/24/single-sign-on-sap-reference-architecture-for-identity-access-management/
https://blogs.sap.com/2021/09/27/identity-lifecycle-sap-reference-architecture-for-identity-access-management-part-1/

SAP SuccessFactors

Thank you.

THE BEST RUN

© 2023 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to SAP Materials for general audiences.



Follow us
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www.sap.com/contactsap

© 2023 SAP SE or an SAP affiliate company. All rights reserved.

No part of this publication may be reproduced or transmitted in any form or for any purpose without the express permission of
SAP SE or an SAP affiliate company.

The information contained herein may be changed without prior notice. Some software products marketed by SAP SE and its
distributors contain proprietary software components of other software vendors. National product specifications may vary.

These materials are provided by SAP SE or an SAP affiliate company for informational purposes only, without representation or
warranty of any kind, and SAP or its affiliated companies shall not be liable for errors or omissions with respect to the materials.
The only warranties for SAP or SAP affiliate company products and services are those that are set forth in the express warranty
statements accompanying such products and services, if any. Nothing herein should be construed as constituting an additional

warranty.

In particular, SAP SE or its affiliated companies have no obligation to pursue any course of business outlined in this document or
any related presentation, or to develop or release any functionality mentioned therein. This document, or any related presentation,
and SAP SE’s or its affiliated companies’ strategy and possible future developments, products, and/or platforms, directions, and
functionality are all subject to change and may be changed by SAP SE or its affiliated companies at any time for any reason
without notice. The information in this document is not a commitment, promise, or legal obligation to deliver any material, code, or
functionality. All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, and they
should not be relied upon in making purchasing decisions.

SAP and other SAP products and services mentioned herein as well as their respective logos are trademarks or registered
trademarks of SAP SE (or an SAP affiliate company) in Germany and other countries. All other product and service names
mentioned are the trademarks of their respective companies.

See www.sap.com/trademark for additional trademark information and notices.
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https://www.sap.com/registration/contact.html
https://www.linkedin.com/company/sap
https://www.youtube.com/user/SAP
https://twitter.com/sap
https://www.facebook.com/SAP
http://www.sap.com/trademark

Find Images Here: SAP Imaqge Library (sapbrandtools.com)
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https://www.sapbrandtools.com/imagelibrary/index.html#/albums/38276
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