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SAP BTP DevOps and Observability in Action

Welcome to our Webcast series!
Unlock the potential of DevOps on SAP BTP with SAP Cloud ALM Overview lecture  April-23,2024
SAP Cloud ALM for SAP BTP Operations Overview lecture  April-24, 2024
Logging and Alerting with SAP Cloud ALM for your apps on SAP BTP Deep dive lecture  May-14,2024

Get a Demo on the Unified Alerting and Logging Approach on SAP BTP Demo session

Link to series: SAP BTP DevOps and Observability in Action
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https://events.sap.com/eur/2024-0424-sap-btp-devops-observability-webinar-global/en/home

SAP BTP DevOps and Observability in Action

Whole Webcast series:

v

SAP Cloud ALM for SAP BTP Operations Overview lecture  April-24, 2024

Link to series: SAP BTP DevOps and Observability in Action s L—- L_.l
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https://events.sap.com/eur/2024-0424-sap-btp-devops-observability-webinar-global/en/home

Disclaimer

The information in this presentation is confidential and proprietary to SAP and may not be disclosed without the permission
of SAP. Except for your obligation to protect confidential information, this presentation is not subject to your license
agreement or any other service or subscription agreement with SAP. SAP has no obligation to pursue any course of business
outlined in this presentation or any related document, or to develop or release any functionality mentioned therein.

This presentation, or any related document and SAP's strategy and possible future developments, products and or platforms
directions and functionality are all subject to change and may be changed by SAP at any time for any reason without notice.
The information in this presentation is not a commitment, promise or legal obligation to deliver any material, code or
functionality. This presentation is provided without a warranty of any kind, either express or implied, including but not limited
to, the implied warranties of merchantability, fithess for a particular purpose, or non-infringement. This presentation is for
informational purposes and may not be incorporated into a contract. SAP assumes no responsibility for errors or omissions in
this presentation, except if such damages were caused by SAP’s intentional or gross negligence.

All forward-looking statements are subject to various risks and uncertainties that could cause actual results to differ
materially from expectations. Readers are cautioned not to place undue reliance on these forward-looking statements, which
speak only as of their dates, and they should not be relied upon in making purchasing decisions.

Public 4



Agenda

SAP Cloud ALM - Overview
OpenTelemetry @ SAP

SAP Cloud ALM - Support for SAP BTP
SAP Cloud ALM - Roadmap for SAP BTP

Q&A
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SAP Cloud ALM
Overview
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Problem Detection & Problem Resolution for SAP Business Technology Platform
Reduce mean time to detect and resolve problems

Problem Detection

Central Observability

Unified monitoring, alerting and
analytics approach to reduce
meantime to problem detection

Context sensitive navigation
and/or API integration

Problem Resolution

Local Observability

Use case specific root cause
analysis approach to reduce
meantime to problem resolution

e.g. SAP Cloud Logging or SAP
Automation Pilot

IEE ) B ]

Telemetry Data

Platform as a Service & Software as a Service based on SAP Business Technology Platform

SAP HANA Cloud CS @ SAP Integration Suite
; 2. @

SAP Build Process Automation SAP Analytics Cloud “ CLOUD FOUNDRY Kyma
J
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SAP Cloud ALM for Operations — Value Proposition

Ensures business continuity — Keeps the lights on — Increases operations efficiency - Predicts

critical situations — Provides status events for business services — Reduces TCO

» SAP Cloud ALM empowers customers to understand the health
of their SAP business solutions:

— Provides full stack monitoring covering processes, integrations,
users, jobs & tasks, and the health of services and systems

— Delivers embedded alerting for problem resolution as well as
embedded analytics for root cause analysis

— Acts as collaboration platform between LOB and IT \SA P C I ou d A L M /

« SAP Cloud ALM introduces intelligent event processing as central routing infrastructure to enable event
correlation and intelligent alerting

« SAP Cloud ALM integrates analytics and intelligence functionality context sensitively
« SAP Cloud ALM enables operations automation by integrating several automation engines

« SAP Cloud ALM provides transparency regarding the health of business process including event
calendar and service level management



SAP Cloud ALM for Operations — Functional Overview

Service Level Business Service Event

Management Management Calendar

Business Process Alert
Metrics Monitoring Management Tickets
Integration & Exception Tasks
Monitoring Intelligent s s
Notification
. . . Event Emails
Synthetic User Monitoring Processing Management
Log Real User Monitoring
. Chats
Entries .
Job & Automation 0perations
Monitoring Automation Operation

Flows

Configuration & Security
Analysis External API Analytics &

Raw Data
Health Monitoring Management

Analytics & Intelligence

[ Inbound ] [ Problem ] [ Problem ] [ Problem ] [Outbound]

Integration Detection Routing Resolution Integration
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SAP Cloud ALM for Operations — Some Highlights

Around 3 million
alerts created
per month

Around 114 million

Around 3 million
API calls executed

per month

business process
KPI’s calculated per

Around 330 million
user activities
monitored per

month

Around 350
thousand exceptions
collected per month

Around 3 billion health
monitoring metrics
collected per month

month

Around 2.000
live customers
in operations

Around 750 thousands
services and systems
registered in landscape
management

Around 2 billion
interface calls, events
and messages
monitored per month

Around 100 million

jobs and tasks
monitored per
month
Around 25 million
event actions
processed per
month
Around 600 thousand
notifications sent per
month
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OpenTelemetry @ SAP
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OpenTelemetry — What is it?

Created in 2019, OpenTelemetry (OTeL) defines a single set of APIs and libraries to simplify the collection and transfer of
telemetry data.

Open Standard:
@  Unified standard for creating and
ingesting telemetry data.

Consistency:
« Consistent collection mechanism and
format for metrics, events, logging, and

tracing.

- . Observability integration: Broad Support

« Centralized and flexible observability 2 « Capture relevant traces and metrics with
o ||« solution to integrate different monitoring specific integrations for popular

tools across cloud and applications. > frameworks and languages.
3\ Ease of Use © N Flexibility
@ . Agtomatic ingt.rumentation agents to collect — «  Send observability data to any backend
without requiring any code changes. == with no specific vendor requirements.




OpenTelemetry @ SAP — Goals for Customers, Parthers and SAP

Minimize instrumentation efforts for Customers, Partners and SAP
Use standard OpenTelemetry, whenever possible = Extend standard OpenTelemetry, if necessary

Use auto-instrumentation, whenever possible = Use source code instrumentation, if necessary

Support all use cases as standardized as possible e.g. unified connectivity handling
Enable correlation by hybrid approach of SAP Passport and OpenTelemetry (W3C context)

Minimize connectivity setup efforts for Customers and Partners

« Replace customer managed connectivity (tenant-to-tenant) with SAP managed connectivity (application-to-
application) = No connectivity setup effort for customer and partners for SAP SaaS services

* Introduce unified data collector runtime for push based and pull based data collection

Enable integration for non-SAP Data Providers and non-SAP Data Consumers
 Retrieve data from non-SAP data providers via OpenTelemetry enabled inbound API’s
« Expose data to non-SAP data consumers via OpenTelemetry enabled outbound API’'s
» Forward data to SAP Focused Run

13



This is the current state of planning and may be changed by SAP at any time.

OpenTelemetry @ SAP — Customer Facing Observability

/

SAP SaaS applications
(SAP built)

Data Collection Instrumentation

OpenTelemetry Extensions
Standard OpenTelemetry

\_

~

J

-

SAP Paas applications
(Customer built)

Data Collection Instrumentation

OpenTelemetry Extensions
Standard OpenTelemetry

\

Non-SAP
Data Providers

)

Public

Data Collector Runtime

Pull Receiver

Queuing

Receiving/Forwarding

Data Routing Infrastructure
OpenTelemetry

enabled
Inbound API’s -
:

(*) Availability see roadmap

SAP Cloud ALM

SAP Focused
Run Connector

OpenTelemetry
enabled
Outbound API's

*)

Data Collection Instrumentation

« Library to be used in SAP SaaS and SAP PaaS
applications containing standard OpenTelemetry,
OpenTelemetry extensions and utility functionality

Data Collector Runtime

« SAP managed BTP service to decouple data provider
and data consumer to avoid customer managed

connectivity setup

%

SAP Focused Run

Applications

Database

OpenTelemetry enabled
Outbound API’s (planned)

Non-SAP
Data Consumers

]

+ OpenTelemetry
enabled Inbound API’s
to integrate non-SAP
data providers

« OpenTelemetry
enabled Outbound
APPI’s to integrate non-
SAP data consumers

+ SAP Focused Run
Connector to forward
data to SAP Focused
Run
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This is the current state of planning and may be changed by SAP at any time.

OpenTelemetry @ SAP - Planned Support for OpenTelemetry Signals

Analytics OTelL Metrics OTel Logs OTelL Traces
Use Case Outbound Outbound Inbound Outbound Inbound Outbound Inbound
Business Process Monitoring 2023 N/A N/A N/A 2024 N/A N/A
Integration Monitoring 2023 2023 N/A 2024 2024 N/A N/A
Exception Monitoring 2023 2023 N/A 2023 2023 N/A N/A
Real User Monitoring 2023 2023 N/A N/A N/A 2023 2024
Synthetic User Monitoring 2023 2023 N/A N/A N/A N/A 2024
Job & Automation 2023 2023 N/A 2024 2024 N/A N/A
Monitoring
Configuration & Security 2023 N/A N/A N/A N/A N/A N/A
Analysis
Health Monitoring 2023 2023 2023 N/A N/A N/A N/A
Business Service 2024 2023 N/A 2024 N/A N/A N/A
Management
Intelligent Event Processing 2023 2024 N/A N/A N/A N/A N/A
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SAP Cloud ALM
Support for SAP BTP
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Integration & Exception Monitoring
Ensure Reliable Data Exchange between Cloud Services and Systems

« End-to-End monitoring
by correlating single

messages to end-to-end
’{;‘ message flows across
SAP Cloud ALM cloud services and

/ Integration & systems

Exception Monitoring - Monitoring of integration

SAP S/4HANA

Cloud <:>

N\

SAP SuccessFactors

SAP

Integration Suite .
(Cloud Integration) related exceptions

Cloud {}

On-Prem i} « Unified approach for peer-to-peer interfaces as well as

orchestrated integration
« Supports efficient problem resolution and enables
SAP collaboration between business and IT
S/4HANA . « One-stop application with integrated monitoring, alerting,

analysis, and search-and-track functionality




Integration Monitoring for SAP BTP

SAP Integration Suite
Cloud Integration

Monitoring of messages technically
correlated to e2e message flows

Find more details here

SAP Mobile Services

Monitoring of message send
through SAP Mobile Services

Find more details here

SAP Event Broker
for SAP cloud applications

Monitoring of events processed
via SAP Event Broker

Find more details here

SAP Cloud ALM

Integration Monitoring
« Unified monitoring of

integration artefacts

Correlation of e2e
message flows

O=E O

9
MyAribaCIG_01 MyAribaNetwork_01
Managed Gateway for Spend&Network SAP Business Network for Procurement

O,

MyS4HANACloud_01
SAP S/4HANA Cloud

SAP Master Data Integration

« Monitoring of business objects
handled by master data
integration

* Find more details here

SAP Master Data Governance
cloud edition

* Monitoring of AIF messages sent to
SAP Master Data Governance

* Find more details here

SAP Data Intelligence

* Monitoring of messages sent from
and to SAP Data Intelligence

*  Find more details here
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-cpi.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-mdi.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-mob-serv.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-im-mdg-cloud.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-event-broker.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-im-mdg-cloud.html

Exception Monitoring for SAP BTP

SAP Analytics Cloud

Monitoring of exceptions in
activity log, which tracks user
activities

Find more details here

SAP Cloud ALM

Exception Monitoring
Unified monitoring of exceptions
Visualization of exception details

SAP Integration Suite
Cloud Integration

Monitoring of exceptions related
to integration content

Find more details here

SAP BTP, Neo environment
(custom built applications)

Monitoring of exceptions in
custom built java applications

Find more details here

SAP BTP, CF / Kyma env.
(custom built applications)

Monitoring of exceptions in
custom built java applications
(OTEL)

Find more details here

SAP BTP, ABAP environment
(custom built applications)

Monitoring of exceptions in
custom built ABAP applications

Find more details here

Public
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-sap-analytics-cloud.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-btp-abap.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-cpi.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-cp-neo.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/integration-monitoring/calm-cp-cf.html

Exception Monitoring for custom applications built on SAP BTP

Cloud Logging

= T Integration & Exception Monitoring

= Dasnbosrs | OTsl Spans and Logs wiscrsen  Snare  Cions
Spans ditd Logs oF Kyma
Exceptions
@ Server Spans Details.

Tofl ¢ ¥ Log Events by Traceld 0

: Time v serviceName traceid name span.attributes BpEstatus_code durationinNanos
/'8 Exceptions
Mar 26, 2024 @ 16:0158.376337300  sight-srw B5ab4B26153267cBS 12205 2e1ce T8 POST fpracessrj++ 38,501,288

Q SAP BTP, Cloud Foundry environment 1o < 3

A

D TravelAgency
SAP BTP, Cloud Foundry environment

Logs
Categories Count = Trend aof3 ¢ > Log Evants by Severity D
Teee  ssrea Hame uscea ——— body
JAVA Application Logs 51 N Mer 26, 2024 @ 180154.502000000  sfight-ar Bsabiaze 18 08Te8S 220820 10cTON8
NodeJs Application Logs 28 M o

¢ RFZIed4BI5t1 aketwit

Togs -otel-v1-2824,83.26

? fliie il WNRE -‘12"“! « Context-sensitive navigation from
ST e Exception Monitoring in SAP Cloud ALM
to SAP Cloud Logging
' » Log entries are retrieved by Open
Telemetry based on auto instrumentation
E and forwarded to both tools
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Real User Monitoring
Allow to Understand Performance and Utilization from End User Perspective

= = e

Browser or Mobile - Cloud Service - Cloud Service -
Device —— — —

« Provides transparency regarding performance and errors as
experienced by end users as well as utilization of business
functionality

« Measurement at frontend and server side to identify actual root cause
of performance and functional problems

« Allows to correlate monitoring data measured at frontend, cloud
service and/or system side to end-to-end user request flows

21



Real User Monitoring for custom app

= E' ¥ Real User Monitoring

Overview l (Y Time Frame: 3/25/24, 12:00AM - 3/26/24, 4:

O TravelAgency
:é SAP BTP, Cloud Foundry environment &
2
Request Type Apdex
®
~ SAPUIS I T . ®
H
=
= HTTPS 1 I I I +
a Background [N N O
=
] B O

@

+ @i

lications built on SAP BTP

Lab Preview

( Feauest ame sapte copavel anaiyics - { cton e, gllbrape srasr ( ecuest ypes:sapuis. ( senicesysems: Tavegency

Horizontal Trace

8 ouwe

r
& wrres St 0
21 ms 117 ms

analytics/Sbatch

sfligs
L esums _______J

SAPUIS
5" T0 GROUP BY TO"AIRL
TOAIRLINENAME" ORDER BY
TO’AIRLINE" COLLATE ENGLISH
NULLS FIRST, T0.‘AIRUINENAME

3

ANALYTICSSERVICE_BO

INE”,

COLLATE ENGLISH NULLS FIRST

SAP” Cloud Logging

« Context-sensitive navigation from e
Real User Monitoring in SAP Cloud |7 e
ALM to SAP Cloud Logging LT o

« Traces are retrieved by Open
Telemetry based on auto
instrumentation and forwarded to e —
both tools —

End time

rimeline [

- Emors
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Real User Monitoring for SAP BTP

Real User Monitoring

SAP Cloud ALM

« Unified monitoring of end users from performance, functional and utilization perspective
» Correlation of e2e user requests flow based on single request data

(custom built applications)

* Monitoring of user experience in
custom built java applications

Find more details here

(custom built applications)

* Monitoring of user experience in
custom built java and node.js
applications (OTEL)

* Find more details here

8 Database NONE 0
@ SAPUIS MyBtpCloudFoundry_02 20 lame
£ HTIPS stock-srv 2 d[B]: 0/304
Request Name: CAP Article App £ HTTPS article-search-srv 2 7Y
button_press Request Name: /rest/cleanUpDeletedData
quest Name: /odatalv4/ArticleService/cleanUpDelete &
ame: CB0000000021 dData() me: POST L
[msl: 2,986 = me: CB0O000000021
ms] Database NONE 4
2,695 L »— ;. CBO000000021 N — 32, g
Bl 5 / ms) 4
5,79217,599 ] 2901 b 243 me:  SELECT T0.0
on:  Android 9 60 sl 5 5 TO.configke;
z as con
Chrome 117 I 2202 Toicon
Numt rips: 1 ceived [B]: 935/1,369 (B]: 882 StockSer
me 1639 e R § B]: 5.186/2,011 f 131
s al Calls: 2 1,379/80
] 56
° °
SAP BTP, Neo environment SAP BTP, CF / Kyma env. SAP BTP, ABAP environment

(custom built applications)

» Monitoring of user experience in
custom built ABAP applications

 Find more details here

Public
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/setup-managed-services/setup-scp_abap.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/setup-managed-services/setup-btp-neo.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/real-user-monitoring/run-details/rum-setp-btp-cf.html

Synthetic User Monitoring
Monitor Performance and Availability of Web Applications from User Perspective

Monitoring

Scripts

access
monitored web
applications

Synthetic User Monitoring — CfRu:e;S
e
L s

Monitoring based on custom Selenium based scripts = Supports most of the web applications
Regularly executed on Selenium remote webdriver infrastructures

Proactive problems detection: 24x7 monitoring enables detection of performance and availability issues
before end users are impacted = Runs independently on real user activities

Comparable measurements: Monitoring relies on identical user scenarios regularly executed
=>» Allows to monitor the evolution of the performance and availability based on comparable metrics

Remark: Generic functionality which is available for all SAP BTP SaaS and PaaS services. 24



Job & Automation Monitoring
Provide Transparency Regarding Job Executions & Automated Activities

Cloud Service A

JobA O ODOA

Execution of Job A
Execution of Job A

Jobc O O O O
Execution of Job C
Execution of Job C

JobE O O O O
Execution of Job E
Execution of Job E
Execution of Job E

Cloud Service B

Jobp 0O OO

Execution of Job B
Execution of Job B

)

JobD O O 0O O
Execution of Job D
Execution of Job D
Execution of Job D

JobF O OO O
Execution of Job F
Execution of Job F

)

a

A

Job &

Automation
Monitoring

: :| SAP Cloud ALM

- Monitoring ensures efficient execution of
jobs and tasks:

— by monitoring executions status,
application status, start delay and
response time for jobs and tasks

— by providing details at job on task
execution level to enable root cause
analysis

— by reducing configuration efforts by
making use of historical execution information

« Embedded Alerting enables notification of
business and IT users on job & task related
disruptions and exceptions

« Embedded Analytics allows to analyze root
causes and trends based on historical data

25



Job & Automation Monitoring for SAP BTP

SAP Build Process Automation

» Monitoring of jobs scheduled in
SAP Build Process Automation

*  Find more details here

@ Last Refresh : Sep 20, 2023, 5:50:29 PM @&

B &

B:+«8

Rating is propagated from the list of job executions

Start Delay Run Time Service/System Open Alerts

@ @) MyBtpCloudFoundry_01 2 >
@ MyBtpCloudFoundry_01 2 >
(@) @ MyBtpCloudFoundry_01 2 >

Public

SAP Intelligent RPA //\\)QSD
«  Monitoring of jobs scheduled in SAP Cloud ALM
SAP Intelligent RPA .
: : Job & Automation
« Find more details here ey o
Monitoring
Unified monitoring of jobs
and automation tasks
ﬁ‘nl Mcnitor\'ng l Time Frame: 9/18/23, 5:50 PM - 9/20/23, 5:50 PM ll’(j Services, /Systems: MyBtpCloudFoundry_01
;l; N::dLIC[SfD&‘LEEEPIOUL.C(S ;ip:Jub Scheduling Service Job Execmm:tams
: Products_UpdateProducts SAP Job Scheduling Service Job (%]
SAP BTP, CF / Kyma env.
(custom built applications)
« Monitoring of jobs scheduled with
SAP Job Scheduling Service
« Find more details here

SAP BTP, ABAP environment
(custom built applications)

« Monitoring of application jobs
used in custom built ABAP
applications

 Find more details here
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https://help.sap.com/docs/intelligent-robotic-process-automation/factory-user-guide/sap-cloud-alm-integration
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/setup-managed-services/setup-scp_abap.html
https://help.sap.com/docs/build-process-automation/sap-build-process-automation/using-sap-cloud-alm
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/job-monitoring/sap-btp-job-scheduling-service-paas.html

Configuration & Security Analysis
Validate Configuration Items and Software Levels Automatically and Regularly

Existing functionality OO D

« Regular collection of configuration items and Cloud Services On-Prem Systems
software levels into the configuration stores of the
Configuration Change Database @ @

« Store browser as user interface to visualize content _ _ _ .
of configuration stores Configuration & Security Analysis

= SAP Configuration & Security Analysis

« Change analysis for selected scope and timeframe
« Search capability for pattern-based browsing into

configuration items of selected scope m
SAP Cloud ALM

Planned functionality

« Configuration validation to compare TO-BE with AS-IS
situation

e —
« Embedded alerting to notify on critical issues Configuration Change Database
« Embedded analytics to analyze trends and root causes for

- discovered problems




Configuration & Security Analysis for SAP BTP

Configuration & Security Analysis m

« Regular collection and centralized storage of configuration items and software levels
« Store browser, change analysis and search functionality for mass volume processing

= t_.r:'" Configuration & Security Analysis B e 5 ® @0 8

Credential Store o | = Identity Authentication
Monitoring of security relevant o [T - o « Monitoring of security relevant
configuration items including g e configuration items including

recommendations from SAP recommendations from SAP

TABLE

Find more details here * Find more details here

TABLE

Mobile Service Destination Service
* Monitoring of security relevant « Monitoring of security relevant
configuration items including configuration items including
recommendations from SAP recommendations from SAP
*  Find more details here * Find more details here
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/configuration-security-analysis/csa-content.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/configuration-security-analysis/csa-content.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/configuration-security-analysis/csa-content.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/configuration-security-analysis/csa-content.html

Health Monitoring
Check Application Health of Cloud Services and Systems

« Monitoring of technical metrics and events for
cloud services and systems:
— By executing application health checks for

SAP SaaS services

— By delivering technical metrics and events for
customer applications built at SAP Business
Technology Platform (SAP PaaS Services)

— By providing metrics for light-weight system
monitoring for SAP ABAP based systems

Health Monitoring

Molltoring
K N
,,,,,,,, R
ca ST o R SAP Cloud ALM

Availability Health Status Metrics Resource Usage

 Provides embedded alerting including the
capability to trigger notifications and corrective
actions

SAP SaaS ] [ SAP Paas ] [ on.Prem  Allows embedded analytics to analyze trends

Systems and root causes for discovered problems

Services Services

29



Health Monitoring for custom applications built on SAP BTP

= 7 Health Monitoring
N

Overview Favorites

« Context-sensitive navigation
from Health Monitoring in SAP

Lab Preview

Cloud ALM to SAP Cloud —g ,
> Overview ' @ Scope: TravelAgency O u O O u - 25.5MB = y
1 3.4MB = __d
. -
- Logging
O SAP BTP, Cloud Foundry environment e
. R Burviver space
« Metrics are retrieved by Open m—
ok 1 -
Telemetry based on auto —
. . I 112.4ME S
[ 50.6MB
Instrumentation and forwarded =R e
] 13.3M8
| 1.5MB .
ey @ oveniers oI _&r O to both tools
1) Last Refresh : Mar 26, 2024, 5:15:12PM @& @8 € 6 @ B0 8
o * (0
Home / Monitoring / -
o
X TravelAgency & Links v
A SAP BTP. Cloud Foundry environment
Metrics Overview v All Metrics
System
Heartbeat Status ® System CPU Usage (O if‘setrear;ecPU Load @ Disk Utilization (6] Http Response Time ()
The application is available
since Sun May 07 07:34:19 0.02 ' 390.9 MB
UTC 35131730
12 05 107GB
Java Memory: Old Generation
Java ‘ The amount of used memory
Java Daemon Java Memory: Old / Link: Java Garbage Database Client Http Server
Threads @ Java Live Threads o Generation @ s Collection... @ Connections @ Requests O
& CLS Dashboard: OTel JVM Metrics
“ 64.15MB 0
71.3M8B ) - 10
50 threads 59 threads 82 Edit Configuration Close O O percent O 34 s
Public 30




Health Monitoring for SAP BTP

SAP Integration Suite

Monitoring of technical KPI’s in
Cloud Integration and APl Mgmt.

SAP HANA Cloud

Monitoring of technical KPI’s for
SAP HANA Cloud

SAP Cloud ALM

Health Monitoring

Monitoring of technical KPI's
for BTP SaaS and Paa$S

SAP Build Process Automation

Monitoring of technical KPI’s for
SAP Build Process Automation

SAP Intelligent RPA

Monitoring of technical KPI’s for
SAP Intelligent RPA

SAP Cloud Connector

Monitoring of technical KPI’s for
SAP Cloud Connector

SAP Cloud ALM

Monitoring of technical KPI’s for
SAP Cloud ALM

SAP BTP, Neo environment
(custom built applications)

Monitoring of technical KPI’s in
custom built java applications

SAP BTP, CF / Kyma env.
(custom built applications)

Monitoring of technical KPI's in custom
built java and node.js applications
(OTEL)

SAP BTP, ABAP environment
(custom built applications)

Monitoring of technical KPI's in
custom built ABAP applications
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-mon-for-integrationsuite-cloud-intergration.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/integrationsuite-api-management.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/setup-spa.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/setup-sap-hana-cloud.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-monitoring-for-sap-intelligent-rpa.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/setup-managed-services/setup-scp_abap.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-monitoring-for-sap-btp-neo.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-monitoring-for-sap-btp-cf.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-monitoring-for-sap-btp-cf.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/health-sap-cloud-connector.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal/health-monitoring/health-monitoring-setup-configuration/sap-cloud-alm.html

Business Service Management
Expose IT Related Information to be Understood by Business Users

SAP for Me Business Service Management Yhakablhs:LEEE]
e T G A Event * Business service as collection of
O OO Calendar for services and systems
unified handling o _ege
of customer Impprt of SAP |r?|t|at9d status
and SAP status (maintenance, disruptions,
Business Service B events degradation, communication
/‘8}\) o A o Lovel events) including outbound API
SAP Cloud AL'\:'  livent 0O A Management « Maintenance and execution of
<:> Event <:> management of
Use Cases . : .
Processing & & service level - Forwarding of status events
objectives from Business Service
/‘8}\} Management towards monitoring
Service Level Management SAP Cloud ALM use cases
- Definition of service level objectives at business service level * Calculation of status events by

monitoring use cases and
forwarding to Business Service
Management (planned)

« Automatic and continuous calculation of service level and
consolidation to business services level

« Embedded service level reporting including drill down
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Business Service Management for SAP BTP

Business Service Management

SAP BTP SaaS and PaaS services can be summarized to business services in SAP Cloud ALM

SAP initiated maintenance, disruptions, degradations, and communication events as available in SAP for
Me are exposed to customers and can be used for customer specific service level management

2Weeks ~ | CreateEvent [ Calendar ~ | B

Next Close Next Close. Next Close

Remark: Generic functionality which is available for all SAP BTP SaaS and PaaS services.
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SAP Cloud ALM
Roadmap for SAP BTP
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This is the current state of planning and may be changed by SAP at any time.

SAP Cloud ALM - Content Roadmap for SAP BTP

Currently available

Planned

Integration SAP IS - Cloud Integration SAP Master Data Governance SAP IS - Edge Integration Cell
Monitoring SAP Master Data Integration  Cloud edition Enhancements for SAP Event Broker
SAP Event Broker SAP Mobile Services SAP IS - SAP Event Mesh and SAP Advanced Event Mesh
SAP Data Intelligence SAP Task Center Service
Exception SAP Analytics Cloud SAP BTP, CF & Kyma - PaaS | SAP BTP, CF/Kyma - PaaS (nodes)
Monitoring SAP IS - Cloud Integration  (java) Integration with SAP Cloud Logging (node.js)
SAP BTP, ABAP,NEO - PaaS  Integration with SAP Cloud SAP Workzone Service
Logging (java)
Real User SAP BTP, ABAP - PaaS SAP Analytics Cloud
Monitoring SAP BTP, NEO - PaaS SAP Workzone Service
SAP BTP, CF & Kyma - PaaS (java & node.|s) Integration with SAP Cloud Logging (java & node.|s)
Job & . SAP BTP, ABAP - PaaS SAP Build PA (Processes) SAP DataSphere
Automation SAP BTP, CF & Kyma - Paa$ (java & node.js) SAP Data Privacy SAP Analytics Cloud
Monitoring SAP Intelligent RPA Management
SAP Build PA (Jobs)
Configuration & | Credential Store Mobile Service Custom Domain Service SAP Task Center Service

Security Identity Authentication Destination Service Identity Provisioning SAP IS - Cloud Integration
Analysis SAP HANA Cloud

Health SAP BTP, ABAP,NEO - PaaS  SAP Intelligent RPA SAP IS - Edge Integration Cell ~ SAP DataSphere
Monitoring SAP BTP,CF & Kyma-PaaS  SAPIS — Cl & APIM SAP Event Broker SAP Analytics Cloud

Public

(java & node,js)
SAP Build PA (Jobs)
SAP Cloud Connector

SAP HANA Cloud & BTP Neo DB
Integration with SAP Cloud
Logging (java & node.js)

Platform metrics for CF and Kyma
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https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal.html

I need more capabilities in SAP Cloud ALM. &&

SAP Continuous Influence for SAP Cloud ALM.

Available for you!

Implementation Operations

36


https://influence.sap.com/sap/ino/#/campaign/3501
https://influence.sap.com/sap/ino/#/campaign/3525
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SAP BTP DevOps and Observability in Action

Whole Webcast series:

Logging and Alerting with SAP Cloud ALM for your apps on SAP BTP

Get a Demo on the Unified Alerting and Logging Approach on SAP BTP

Deep dive lecture  May-14,2024

Demo session May-15, 2024

Reduce your operation efforts with SAP Cloud ALM, SAP Automation Pilot and the Terraform Provider for SAP BTP ~ Deep dive lecture  May-21,2024

Get a Demo on How to Automate Technical Operation Tasks for Running your Application on SAP BTP

Link to series: SAP BTP DevOps and Observability in Action

Public

Demo session May-22,2024
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https://events.sap.com/eur/2024-0424-sap-btp-devops-observability-webinar-global/en/home

Thank you.

Contact information:

Janko Budzisch
Chief Product Owner
janko.budzisch@sap.com

Stephanie Jerch
Product Manager
stephanie.jerch@sap.com

SAP Cloud ALM Mailing list
cloudalm@sap.com

© 2024 SAP SE or an SAP affiliate company. All rights reserved. See Legal Notice on www.sap.com/legal-notice for use terms, disclaimers, disclosures, or restrictions related to this material.

Additional information:

SAP Cloud ALM for Operations Home Page:
https://support.sap.com/en/alm/sap-cloud-
alm/operations.html

SAP Cloud ALM for Operations Expert Portal:
https://support.sap.com/en/alm/sap-cloud-
alm/operations/expert-portal.ntml

SAP Cloud ALM Online Help:
https://help.sap.com/docs/cloud-alm
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mailto:cloudalm@sap.com
https://support.sap.com/en/alm/sap-cloud-alm/operations.html
https://support.sap.com/en/alm/sap-cloud-alm/operations.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal.html
https://support.sap.com/en/alm/sap-cloud-alm/operations/expert-portal.html
https://help.sap.com/docs/cloud-alm
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